




 ...

 ...

.



 ...

 ...

.

. ..

.

.





  

 :
1.12

1.23

1.37

1.48

1.5Steganography9

1.5.1Images9

1.5.2Sound11

 :
2.1Substitution Cipher13

2.1.1Caesar Cipher13

2.1.2Atbash14

2.1.313ROT1315

2.1.4Vigenere16

2.1.5  One time pad17

2.2Transposition Cipher18

2.2.1Rail Fence18
2.2.2Route Ciphers19

2.2.3square20

2.3Symmetric (or secret-key)22

2.3.1Stream Cipher24

2.3.1.1RC424

2.3.1.2SEAL27

2.3.2Block Cipher27

2.3.2.1Lucifer28
2.3.2.2DES28

2.3.2.3RC229

2.3.2.4IDEA29

2.3.2.5TEA30

2.4) Asymmetric (or public-key30



2.4.1RSA32

2.5One way hash38

:
3.142

3.2History of cryptanalysis42

3.3Classical cryptanalysis43

3.3.144

3.4Modern cryptanalysis49

3.4.1Known-plaintext attack49

3.4.2Chosen-plaintext attack49

3.4.3Man-in-the-middle attack50

3.4.4Ciphertext-only attack50
3.4.5Brute Force attack51

3.551

 :UML
4.154

4.2)(54

4.354

4.3.1Uses Case Diagram54
4.3.2Class Diagram57

4.3.3Object Diagram59

4.3.4State diagram60

4.3.5 Sequence Diagram61

4.3.6Activity Diagram70

4.471

4.4.1Class Diagram71

4.4.2Object Diagram73

4.4.3State Diagram74
4.4.4Activity Diagram75

4.4.5packages Diagram76

4.4.6Sequence Diagram77

4.4.7Deployment Diagram85
 :

5.187

5.1.187



5.1.2Windows XP87

5.1.388

5.1.489

5.289

5.2.189
5.2.290

5.2.390

91

93

 :UML
1.196

1.297
1.397

1.497

1.4.198

1.4.1.198

1.4.1.299

1.4.1.399

1.4.1.4100

1.4.2100

1.4.2.1100
1.4.2.2100

1.4.2.3101

1.4.3101

1.4.3.1101

1.4.3.2101

 :102



1)Enigma(3
23

35

41315

522

6RC425

728

828

930

1031
1132

1243

1344

1448

1555

1661

1761

1862

1963
2064

2165

22Rail Fence66

23Vigenere67

24RC468

25RSA69

2670

2770
2872

2975

3075

3176



3277

3378

3478

3579

3680
37Rail Fence81

38Vigenere82

39RC483

40RSA84

4185

4298

43103

44103

45104
46104

47105

48105

49106

50106

51107

52Caesar107

53Vigenere108
54Rail Fence108

55RC4109

56RSA109

57RSA110



113

245

346

446

557



     

  

.

   

  

.

   

   

.





1.1

Cryptography

.

Encryption Schemes

Encryption Algorithms.

PrivacyAccess controlElectronic

paymentsAuthentication

.

Cryptographykryptósgráfo

kryptósgráfo.

Enigma

)1(.



)1 :((Enigma).

Credit cardsSmart cards)2 (

 .

)2 :(.

1.2

1900. .



.

 .

www.mawsoah.netDavid

Kahn)(:

"...

) (

 .

".

1992

)185 -260801-874()3(

"

"

 Pascal

Fermat800.

http://www.mawsoah.net


)3 :(

www.ma3refah.net

)4832(    

2321985

  

.

  

   

.

" "

 ." "

"Cipher"

" ."

"Cipher"

http://www.ma3refah.net


"Cipher" .

"Cipher" .

:)

()

(.

 .

 .

1949Claude Shannon

.

1975) .(

1977DES (Data Encryption Standard)

.

 .

.



.

 .

1.3

:

.

.

.

.

.



.

1.4

Encryption  

 .    

   

.

 Decryption   

.

Steganography   

Invisible.

 Cryptanalysis)(

.

Cryptanalyst.



CryptologyCryptography

Cryptanalysis .Cryptology

"the study of secrets".

 PlaintextClear text) (.

Cipher textEncrypted text   

.

1.5Steganography

   

.

. .

   

.

1.5.1Images

Pixels     

.

824

    

Binary numbers.     

  



...

   

.

    

.

:

:

11001001 00110101 00000010 11000011 00110110 01000101 10111111 00111000

:

01101101

:

11001000 00110101 00000011 11000010 00110111 01000101 10111110 00111001

10

.

  

.

.



:

1..

2.  

.

3.    

.

1.5.2Sound

-

-.





.

2.1Substitution Cipher

) ()  

(.

   

 .     

 .   

.

    

.

:

2.1.1Caesar Cipher

   

 ..

ADB  

ECF...)1(:

zyxwvutsrqponmlkjihgfedcba

cbazyxwvutsrqponmlkjihgfed
)1( :.



:

meet me after the party

 ,)1(

:

phhw ph diwhu wkh sduwb

.

.

:

1.26  

25   .

A      

Brute force Search.

2.    

.

2.1.2Atbash

AZBY  C  X ..

  atbash

.



2.1.313ROT13

Rotate  

  

)4(.

)4 :(13.

:

1.    

.

2.        

Statisticsfrequency analysis.

:



2.1.4Vigenere

:

.

025

:a = 0b=1c= 2...

:

 =+.

:

 =–.

:

danger:

Tomorrow is the time

:

1.:

key         : dangerdangerdange

plaintext :  tomorrowisthetime



2.

:t+d3+19=22wt+d=wo+a0+14=14

o...:

egnadregnadregnad

emitehtsiworromot

isvthyxyvwrivuzow

:

Wozuvirwvyxyhtvsi

3.   := d -

w22-3 =1919t.

2.1.5One time pad

1917Vernam  

 .  

.

    

.  

.

    

.



2.2Transposition Cipher

  

.

.

:

2.2.1Rail Fence

    

.

:

 Now is the right time    

  

x:

n w s h r g t i e

o i t e i h t m x

nwshrgtieoiteihtmx

.



2.2.2Route Ciphers

  

 .   

Elements  

    

  

.

:

    Transposition ciphers can be broken easily

WAY3   

WAY:

W t n o t n p r a e o n s y

A r s s i c h s n b k e i x

Y a p i o i e c b r e a l x

X.

:

Rssichsnbkeixtnotnpraeonsyapioiecbrealx



WAY:

A t n o t n p r a e o n s y

W r s s i c h s n b k e i x

Y a p i o i e c b r e a l x

     

     

.

2.2.3square

  

-x-.    

.

:

:

there is no time now

44×4:

reht

nsie

mito

wone



:

:

reht

nsie

mito

wone

:

teoenowmnrehitis

4×4.

:

rEht

nSie

mIto

wOne

:

renhsmtiiwetoone

4×4.

  

)

(.

    

.



:

.

.

2.3Symmetric (or secret-key)

)5(:.

  

  )5 (

.

  

.

.

  

.



:

:

) () (

   

  

.

:

  

   

) ()(  

.

    

  

  

.



:

2.3.1Stream Cipher

bit:

2.3.1.1RC4

Ron RivestRSA  1987  RC4

Rivest Cipher 41994     

  

RC4.

  

Secure Sockets Layer (SSL)

Internet traffic.

  

    

.

RC4

RC4pseudo-random values

KeystreamXOR    

XOR     

.



XOR  

.

State Table

  

)6 (.

)6 :(RC4.

RC4

:

1.The key-scheduling phase (KSA)

:

  0

25551640128.

The state array  

 ,256   

RC4 XOR



02550  0  1

1 ....

   ASCII Code

:

For I = 0 to 255

j = (j + state ( I ) + Ascii (userKey)) Mod state.length

state( I ) = Swap(state( I ), state( j ))

   

 )I () j.(   

 .  

.

2.    The Pseudo-Random Generation Algorithm

(PRGA)

  

xx  

yy  x

y

.

XOR.



  XOR

.

RC4

.

DES.

.

RC4

.

256     

.

DES.

2.3.1.2SEAL

Don CoppersmithIBM  

SEAL  

SHA1.

2.3.2Block Cipher

)64

(single unit   

  .)78 (

.



)7(:.

)8( :.

:

2.3.2.1Lucifer

IBM  Horst

FeistelDES.

  

.

2.3.2.2DES

DESData Encryption Standard   

  NIST(National Institute of Standards



and Technology)1976    

.

DES56   

DES24220.000   

.

:

1.Triple-DES.

2.128.

  2002  AES  

DES.

2.3.2.3RC2

  

RC2234.

2.3.2.4IDEA

/1990    James Massey  

Xuejia LaiDES    

.DES  

DES.128.

ideaweak key problem  

:



.

  

.

.

.

2.3.2.5TEA

TEATiny Encryption Algorithm  

.

223  

TEA.

2.4Asymmetric (or public-key)

)9( :.

)9(  

Whitfield Diffie

Martin Hellman .



private key

public key   

   

    

  

.

)10

11(.

)10(:.



)11(:.

.

RSA.

RSA

RSA

, ,  

.

1977RivestRon

Adi ShamirLeonard Adleman   

RSA   RSA

Clifford Cocks1973  

.1997.



  

)(Euler's Theorem  

:

.

 =×  

.)  

26.(

 Phi

   

:

) (=) -1 (×) -1(

.

) (<<1    )(

) (..

) ( <<1

:

)×(mod)(=1

:

 ×= ×)(+1



)(.

)()(  

.

.

:

1.) (.

2..

:

.

)-1(.

.

  

  

:

mod =



   

  

:

mod =

:

1.511.

2. =5×11 =55.

3.)55 (=)5-1 ( ×)11-1 = (4 ×10 =4055

40123467891213...54.

55.

4.407   

:

7 × = ×40 +1

) = ×40 +1( ÷7

740  

=4:

) =4 ×40 + (1 ÷7 =23.

)557()5523(.



5.54:

zyxwvutsrqponmlkjihgfedcba

373634323129282726242321191817161413129876432

6.hi:

h = 127 (mod 55) = 35831808 (mod 55) = 23 = p

i = 137 (mod 55) = 62748517 (mod 55) = 7 = e

pe.

7.pe:

P = 2323 (mod 55) = 12 = h

e = 723 (mod 55) = 13 = i

hi.

RSA)    

( , ,  

)(  

.    

 ,    

 ,  

.



    

.

:

134mod497)=4 × (mod497   

1:

) =4×1 (mod497 =4mod497 =4.

) =4×4 (mod497 =16mod497 =16.

) =4×16 (mod497 =64mod497 =64.

) =4×64 (mod497 =256mod497 =256.

) =4×256 (mod497 =1024mod497 =30.

) =4×30 (mod497 =120mod497 =120.

) =4×120 (mod497 =480mod497 =480.

) =4×480 (mod497 =1920mod497 =429.

) =4×429 (mod497 =1716mod497 =225.

) =4×225 (mod497 =900mod497 =403.

) =4×403 (mod497 =1612mod497 =121.

) =4×121 (mod497 =484mod497 =484.

) =4×484 (mod497 =1936mod497 =445.

134mod497445.



 RSA  

 PGP(Pretty Good Privacy)  

RSA PGP128

message digest.

RSA

DES  DES

 .RSA DES

.

  

.

2.5One way hash

One way encryption   

Hash Key.     

.

    md5

sha1md5   

md5.

     

.



  

  

.

   

.

server

  

  

.

   

.

  

.



  md5sha1

   

.

    

.





3.1

Cryptanalysisanalýeinkryptós  

.  

.

  

.

)(

.

     

.

3.2History of cryptanalysis

    

  

.

    

.



3.3Classical cryptanalysis

      William

Friedman1920   

 .     Frequency

Analysis)12(.

)12( :



.

  

E)8(

:TIAONSRH:

ZJKQX)13()2(   

Letters frequencies.

)13( :.



E0.127
T0.097

I0.075

A0.073

O0.068
N0.067

S0.067

R0.064
H0.049

C0.045

L0.040

D0.031
P0.030

Y0.027

U0.024
M0.024

F0.021

B0.017
G0.016

W0.013

V0.008

K0.008
X0.005

Q0.002

Z0.001
J0.001

)2 :(.

TH:INAN ,ER

RE)3(.



TH3%
IN1.5%

AN1%
)3 :(.

 :THEINGANDIONFOR.

)4(3.

The6.5%

ing1.5%

And0.5%

For0.67%

)4 :(.

  

.  

 .

1:

:

Ab rtx cxor abrxsxoro mp rtx qxmpux

    

.



   

.

1.rtx  

the

E)2(.

2.X

XErtx   

thertxthe  X  E  

:

Ab the ceor abreseoro mp the qemque

3.rtxthert

:

Ab the ceot abteseoro mp the qemque

4.  

)2(  

:

In the best interests of the people



2:

:

UZQSOVUOHXMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXAIZ

VUEPHZHMDZSHZOWSFPAPPDTSVPQUZWYMXUZUHSX

EPYEPOPDZSZUFPOMBZWPFUPZHMDJUDTMOHMQ.

:

1..

2.)2(P=eZ=t.

3..

4.)3(ZW=thZWP=the.

:

it was disclosed yesterday that several informal but direct contacts have been made

with political representatives of the viet cong in Moscow.

    

 .

   

.

Bomba)14(.

)14(:.



3.4Modern cryptanalysis

computation   

  

AES  

  

.

:

3.4.1Known-plaintext attack

  

   

.

     

.

3.4.2Chosen-plaintext attack

  

.

.

RSA   

      

.



3.4.3Man-in-the-middle attack

.

   

) (   

.  

  

    

.

    

  

     

) (   

      

.

3.4.4Ciphertext-only attack

..



3.4.5Brute Force attack

   

   

.

  

.

3.5

     

.

   

   

.

  

 .  

   

 .  

  

 .  

 .

     



 .   

.





.

4.1

(Unified Modeling Language (UML))   

 ..

4.2)(

      

 .

.

4.3

.

Uses Case Diagram

ACTOR

)15.(



)1 :(.

)15 :(.

:

  

" "  

Vigenere

extends

RSA

Rail_Fence

RC4

extends

extends

extends

extends

extends



""  

"."

:

"

."

"."

)(  

"".

 :

VigenereRail FenceRSARC4.

"  

" "    

"."

Vigenere

"  

" "   

"."



Rail_Fence

" "

" "  

"."

RSA

" "

" "  

""  

"."

RC4

" "

" "

"."

4.3.2Class Diagram

)5(.

.

.

Rail FenceRail Fence.

vigenereVigenere.

RC4RC4.

RSARSA.
)5 :(.



.

+

 +

 +

-

 +

 +

 +

Rail Fence

-

 +

 +

 +

Vigenere

-

 +

 +

 +



RC4

-

 +

 +

 +

RSA

-

-

-

 +

 +

 +

4.3.3Object Diagram

.

:

" =test.rtf"

 "=this is a test"

:

 =6



Rail Fence:

 =4

Vigenere:

" =welcome"

RC4:

 " =123test"

RSA:

 =53

 =4969

 =264457

4.3.4State diagram

)16 (

).(



)16 :(.

4.3.5 Sequence Diagram

)17()25(.

)17 (

.

)17 :(.

: : :Form :savedialog :



)18 (

.

)18 :(.

:Form: :
opendialog



)19 (

.

)19 :(.

: : :Form



)20 (

.

)20 :(.

: :Form ::



)21 ()   

(   

    

.

)21 :(.

:Form : ::



Rail Fence

)22 ()  

(    

  

.

)22 :(Rail Fence.

:Form Rail_Fence: ::



Vigenere

)23 ()  

(  

    

.

)23 :(Vigenere.

:Form Vigenere: ::



RC4

)24 (   

.

)24 :(RC4.

:Form RC4: ::



RSA

)25 (  

  

.

)25 :(RSA.

:Form RSA: ::



4.3.6Activity Diagram

.

)26 (  

.

)26 :(.

)27 (   

.

)27 :(.

/

/



4.4

4.4.1Class Diagram

:

Inter_file
+filename:string
+string1:string

+new()

Caesar
-m_shift: Integer
-m_ClearText: String
-m_CryptedText: String
-arr(255): Char
+Property shift()
+Property setArray()
+Property ClearText()
+Property CryptedText()

+Encrypt(): Boolean
+Decrypt(): Boolean
+new()

RFence
-m_rows: Integer
-m_ClearText:String
-m_CryptedText:String
-arr(r1,r2): Char
+Property setrows()
+Property ClearText()
+Property CryptedText()

+Encrypt(): Boolean
+Decrypt(): Boolean
+new()



vigenr
-m_EncKey: string
-m_ClearText: String
-m_CryptedText: String
-text(255): Char
+Property EncryptionKey()
+Property setArray()
+Property ClearText()
+Property CryptedText()

+Encrypt(): Boolean
+Decrypt(): Boolean
+new()

RC4Engine
+CryptArray(): Long
-max: Byte
-state(max): Byte
-userKey: String
-KSA()
+CryptReturnString(val):
String
-Swap(a,b): byte
+New()

RSAEngine
-p: integer
-q: integer
+publickey: integer
+privatekey: integer
+ mult: integer
+Encrypt(): Boolean
+Decrypt(): Boolean
+New()

:

RC4Engine:

KSA():.



CryptReturnString():    

.

Swap():.

Encrypt() :RC4Engine    

.

Decrypt() :RC4Engine  

.

new() :  

.

Property….() :     

  

.

4.4.2Object Diagram

inter_file:
Filename= " test1.rtf "
string1= " this is s test "

Caesar:

m_shift=6

RFence:

m_rows= 4



vigenr:

m_EncKey = " welcome "

:RC4Engine

userKey= " 123test "

RSAEngine:

publickey=53

privatekey=4969

mult=4969

4.4.3State diagram

)28 (.

)28 :(.

Plaintext Ciphertext

Encrypt

Decrypt

Encrypt



4.4.4Activity Diagram

)2930 (.

)29 :(.

)30 :(.

true
Encrypt/
Decrypt

Save()

false

Generate_keys()

Encrypt/
Decrypt

Save()true

false



4.4.5packages diagram

.

)31.(

)31 :(.

DB

User Interface

System Cryptography

Inter_file
Caesar
Rfence
Vigenr
RC4Engine
RSAEngine



4.4.6 Sequence Diagram

)32()40.(

)32 :(.

Type_txt

: textfile:

Select_algorithm()

:Form :savedialog textfile:

[YES] / savefile

true

[YES]
 / save

true



)33 :(.

)34 :(.

[YES] /
search()

true

Select_algorithm()

: :
opendialog :Form

getfdata()

Select_algorithm()

: DB: :Form

Send_data()



)35 :(.

selectfile()

[YES]/
deletefile()

: :Form DB:

[YES]/delet()

textfile:

true

true



)36 :(.

ciphertxt

:Form Caesar: DB:

Savefile()

textfile:

[YES]/chick

Encrypt()

Save()

true

Decrypt()

plaintxt



Rail Fence

)37 :(Rail Fence.

[YES]/
Chick()

Decrypt()

Savefile()

Encrypt()

Save()

:Form RFence: DB:textfile:

true

ciphertxt

plaintxt



Vigenere

)38 :(Vigenere.

[YES]/
Chick()

Encrypt()

Save()

Decrypt()

:Form Vigenr: DB:

Savefile()

textfile:

true

ciphertxt

plaintxt



RC4

)39 :(RC4.

Save()

[YES]/
Chick()

Encrypt()

Decrypt()

:Form EngineRC4: DB:

Savefile()

textfile:

true

ciphertxt

plaintxt



RSA

)40 :(RSA.

true

Save()

[YES]/
Chickkeys()

Encrypt()

Decrypt()

:Form RSAEngine: DB:

Savefile()

textfile:

ciphertxt

plaintxt



4.4.7Deployment Diagram

)41 (.

)41 :(.





5.1

)(  

    

.

  )39.(  

 .) (  

.

.

5.1.1

 500MHz   

10GB128 MBWindows

XPAccess 2003 .

5.1.2Windows XP

  

  

    

.



5.1.3

)Visual Basic.net (    

.

vb.net

RSA.

3500controls  

    

   

    

Enter:

For i as integer =0 to 100

Enter:

Next

  

    

.

    

    

.



5.1.4

:

.

.

.

   

 ...  

  

     

.

5.2

5.2.1

 ,:

.

.

.



5.2.2

   

  

.

5.2.3

    

     

  .



   

.

  

UML    

.

–-    

.





-

):(

www.Wikipedia.org

www.bramjnet.com

www.kremlinencrypt.com

www.roro44.com

www.mawsoah.net

www.ma3refah.net

www.alhasebat.com

-

1.UML Editor

.

2.UML

.

3..

http://www.Wikipedia.org
http://www.bramjnet.com
http://www.kremlinencrypt.com
http://www.roro44.com
http://www.mawsoah.net
http://www.ma3refah.net
http://www.alhasebat.com






1.1

 BoochGrady OOD   

Object Oriented Design1994   Jim Rumbaugh  OMT

Object Management Group   

Rational Corp  

"Unified Method".

1995OOSEIvar Jacobson

""Use Cases   

    

 .

.

UML:

  

.

      

.



1.2

 .  

.

  Functional Orientation  

     

 DFD (Data Flow Diagram)ERD (Entity

Relationship Diagram).

  Object Oriented(OO)  

.

1.3

  

.

:

.

.

1.4

)42.(



)42 :(.

1.4.1

   

.

1.4.1.1

.

   

.

Object



 Tools of Use Case

ACTOR.

1.4.1.2

   

Conceptual Model.

.

1.4.1.3

.

  Actor

Use case

  system boundary



1.4.1.4

     

   

.

1.4.2

     

.

   State Diagram   Diagram

Interaction)Sequence Diagram  Collaboration

(DiagramActivity Diagram.

1.4.2.1

 state   

.

1.4.2.2

:

-

     

.



-

 .  

.

1.4.2.3

   

.

1.4.3

      

Component DiagramDeployment Diagram.

1.4.3.1

.

1.4.3.2

.





)43 :(.

)44 :(.



)45 :(.

)46 :(.



)47 :(.

)48 :(.



)49 :(.

)50 :(.



)51 :(.

)52 :(Caesar.



)53 :(Vigenere.

)54 :(Rail Fence.



)55 :(RC4.

)56 :(RSA.



)57 :(RSA.


