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IMAGE DOS HEADER STRUCT

e_magic WORD ?

e cblp WORD ?

e cp WORD ?
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SizeOfOptionalHeader WORD  ? byte
Characteristics ~ WORD ? )
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IMAGE OPTIONAL HEADER32 STRUCT

Magic WORD ?
MajorLinkerVersion BYTE ?
MinorLinkerVersion BYTE ?
SizeOfCode DWORD ?

SizeOflnitializedData DWORD ?
SizeOfUninitializedData DWORD ?
AddressOfEntryPoint DWORD ?

BaseOfCode DWORD ?
BaseOfData DWORD ?
ImageBase DWORD ?
SectionAlignment DWORD ?
FileAlignment DWORD ?

MajorOperatingSystemVersion WORD  ?
MinorOperatingSystemVersion WORD  ?
MajorImageVersion WORD  ?
MinorlmageVersion WORD ?
MajorSubsystemVersion WORD  ?
MinorSubsystemVersion WORD  ?

Win32VersionValue DWORD ?
SizeOflmage DWORD ?
SizeOfHeaders DWORD ?
CheckSum DWORD ?
Subsystem WORD  ?
DllCharacteristics WORD ?
SizeOfStackReserve DWORD ?
SizeOfStackCommit DWORD ?
SizeOfHeapReserve DWORD ?
SizeOfHeapCommit DWORD ?
LoaderFlags DWORD ?
NumberOfRvaAndSizes DWORD ?
DataDirectory IMAGE DATA DIRECTORY

IMAGE_NUMBEROF DIRECTORY_ ENTRIES dup(<>)
IMAGE OPTIONAL HEADER32 ENDS
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anda1azE|| - Sa FUSH ERX Ex it Code
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el 4 10

PEJ Cale L 0 sbinll le) o3lel oy saall 8zl 5 8 LS 401000h 4kl vie o)y alisall Jailly g
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HE4EEEFE HE1BEEEE 00 BEEE]EEE SectionAl ignment = 1@EE@
0D4000F4|  GRBZEGBE | DD HBGDEZHE FileAlignnens = 20
“de‘LEP*B 11

IMAGE DATA DIRECTORY STRUCT

- 9
VirtualAddress  DWORD oe obe A IMAGE DATA_DIRECTORY oY) 4lal

isize DWORD ? L o . T
IMAGE_DATA_DIRECTORY ENDS p33n7 48 shuaall 028 (& jualiall 22 struct g 55 (e 48 sias
IMAGE_NUMBEROF_DIRECTORY ENTRIES 4}l
IMAGE_NUMBEROF DIRECTORY ENTRIES equ 16 el windows.h e e Al 028 s
16 (e OS5 48 sndl o) @y Jixa 16 2220l Y
Struct & 55 (o 8 paic JS5 jaic
IMAGE_DIRECTORY ENTRY EXPORT equ 0 il adaliall (sl ) oale e 16
IMAGE_DIRECTORY ENTRY IMPORT equ 1 A G Lebe iy 55
IMAGE_DIRECTORY ENTRY RESOURCE equ2 | oS SRR T e O
A J gl dadd lgia & sl | windows.h

Aol ) JsasllsRVA ¢ 58 (A Oasbinall aahallig gl cala 8 paliall aian s2alia li€ayy jpualic
) Ji) 3 Laliact) ) 4 yLall it oSN 3 Ldin)

HE4EE1 20 16EEEEEE DO BEEEEa18 MHumberOf BuaAndSizes = 18 (16.]
Ba4881 36 BEGEEEEE ] [ e s s Export Table address = 8

Ba4881 34 BEEREEEE DO BE8a8aaa Export Table size = 8

BE4EE133 SEzoEEEa DO QREE2asa Import Table address = ZBEES
HE4EE1 30 SEREEEEE ] s s 5 s Import Table size = 5B (88.]
BE40E1 40 HEEEREEE OO BHEEanEE Fesource Table address = B

B4 HE]L 44 HEEEHEEE OO BHEEanEE Resource Table size = @

BE4EE148 HEEEREEE OO BHEEEREE Ex#ception Table address = @
HE48E140C BEEEEEEE DO HEEEEaE8 Exception Table size = B
Ba488156 BEGEEEEE ] [ e s s Certificate File pointer = @
BE483154 BEEEEEEE DO B88a8aaa Cert ificate Table size = @
BE40E158 DEEE0EEE OO @oEEaanEg Felocation Table address = @
BE4EE1EC BEAEEEEE DO BEEEEEaEE Relocation Table size = 8

HE4EE1 68 BEARAEEE ] 1 s s Debug Data address = @

BE4EE164 BEARAREE DO BEEEEEaEE O=bug Data size = @

BE4EE16E HEEEREEE OO BHEEEREE Hrch itecture Data addeess = @
HE4HE1 60 HEEEHEEE OO BHEEEHEE Hrch itecture Oata size = B
Ba4881 76 BEGEEEEE ] [ e s s Global Ptr address = @
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BE4EE17E BEEEEEEE ] I s s TLS Table address = @

BE4EE1 7T BEAEEEEE DO BEEEEEaEE TLE Table sige = 8
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BE4EE124 BEARAREE DO BEEEEEaEE Load Config Table size = @
BE4EE138 HEEEREEE OO BHEEEREE Bound Import Table address = @
HE4EE12C BEEEEEEE DO HEEEEaE8 Bound Import Table size = @
HE40E1 96 HEZAHEEE OO BHEazZnEa Import Address Table address = Z0EE
Ba4881 94 SS0EEEE8 DO B8E88a5s Import Address Table size = 58 (88.)
BE40E138 DEEE0EEE OO @oEEaanEg Delay Import Descriptor address = @
BE4EE13C HEEE0EEE OO BoEEEanEE Oe=lay Import Oescriptor size = @
HE4EE1AB BEARAEEE ] 1 s s COM+ Runt ime Header address = @
BE4EE1A4 HEEEHEEE OO BHEEanEE Import Address Table size = @
EE48E1A2 BERREREE DO BEEEEaEE Rezerued

HE4EE1AC BEEEEEEE D0 BEEEEa68 Reserwed

el il s 12
&V <adil402058h 54 o SN A 4 sie s Import Table (s s gl 138 8 axdid ol Jaadls LS
‘_;J\ s2alall & Ctrl-G laas el DumpJ\ 3380 ‘_A\ Y4l ,Q\}'ud\ 2 daa g lila s yis ollydbg
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