COPY RIGHT BY SAATHI


ISA SERVER
What is ISA Server?

Internet Security and Acceleration Server (ISA Server) is Microsoft’s first “true” firewall

product replacing its predecessor Proxy Server 2.0. ISA Server is a substantial upgrade to

the Proxy Server 2.0 product and has received great reviews, including the much-coveted

ICSA Certification, which puts firewalls through a difficult battery of tests before endorsing

a product.

ISA Server not only acts as a firewall preventing unauthorized access but also as an

“acceleration” server, delivering content from the Internet to network users much faster

than is normally delivered. When deploying ISA Server, you have the flexibility to install it

in Firewall mode (security only), Cache Mode (Internet acceleration only) or Integrated

Mode, where you can utilize all of the features of ISA Server.

ISA Server – Features & Benefits

Multi-layer Firewall functionality – filtering by user or data (application layer),

circuits (Session layer) and packets (Network layer). NAT, ICS and many other

firewall products ONLY filter packets at the network and transport layers.

Intrusion Detection – this feature, which was created by the security company

Internet Security Systems, Inc. (ISS), allows the ISA Server to proactively monitor

incoming traffic and stop network attacks in their tracks.

SecureNAT – allows non-Microsoft operating systems, such as UNIX and

Macintosh clients, to securely connect through the ISA Server by just configuring a

default gateway.

Integrated Virtual Private Network (VPN) – ISA Server makes setting up a VPN

(between two sites or for a remote user) very simple and very secure. A wizard walks

you through the process, making setup a snap.

Server Publishing – this feature is the same concept that is offered in NAT & ICS,

but is behind a more secure firewall product and with much greater flexibility.

Active Directory Integration – ISA Server can fit right into the Active Directory

(but doesn’t have to) allowing you to specifically control exactly which users can

access what type of content. For example, you might want to allow the Marketing

department (or an individual user in Marketing) access to the Internet while blocking

members of the sales group from accessing the Internet. All access to the Internet

can be determined by the same user account that the user logs on to the network

with.
Web Page Caching – ISA Server sets aside part of your server’s hard drive to be

used as a web cache. Any time a user accesses a web page, that web page will be

cached locally on the ISA Server. If another user in the company then attempts to

access the same web page, the ISA Server will deliver the page from its cache

contents rather than going out to the Internet. You can even set the ISA Server to

actively cache popular sites at night when users are not accessing the network.

Reporting & Monitoring – the reports that can be generated by ISA Server are

fabulous. You can look at the most accessed sites, the most active users, what

protocols they used, and even how long they were connected. The best part is that

traditionally information like this has to be “translated” from cryptic text files that

the firewall product produced, while ISA provides nice easy to read web based

reports that can be printed out for further examination.
Download ISA Server Enterprise Edition
http://www.microsoft.com/isaserver/evaluation/trial/default.asp
Installation of ISA Server
1. If you have an ISA Server CD, insert the CD and wait for the auto-run menu to appear.

Otherwise, locate the ISA Server file that you downloaded and double click it. Click

Yes to extract the ISA Server installation files to your C: drive.
2. After the files have been extracted and copied to your C: drive, the following menu

should appear. This is the same menu that will display if you insert a CD and auto-run

does its trick. If this menu does not appear, locate and double click the ISAAutorun file

located in the C:\ISA Server Enterprise CD directory by default. Click Install ISA

Server to start the installation.
3. Click Continue on the next screen and then enter the Product ID. The default Product

ID for the evaluation version of ISA Server is: 111-1111111. Enter this number, or

whatever number you have for your Product ID and click OK twice. Click I Agree, to

signify that you accept Microsoft’s End User License Agreement (EULA). The next

screen allows you to choose your installation type. Click Typical Installation.
4. After a short delay, the ISA Server Setup program will inform you that, if the installation

is continued, you will not be able to join this ISA Server to an ISA Server array. If you

were installing several ISA Servers in your organization to provide fault tolerance and

increase performance you would install them into an array. Creating an array requires

the Active Directory schema to be modified to accommodate ISA Server before you

actually install ISA Server. This is accomplished by clicking Run ISA Server Enterprise

Initialization from the opening menu.
Click Yes, indicating that you want to

continue.
5. The next screen allows you to select the “mode” of your server. This setting basically

defines which features will or will not be available once the ISA Server is installed.

Firewall mode enables only the security functionality within ISA Server. If you are

looking to set up ISA Server to be as secure as possible and you don’t care about the

caching features, Firewall mode is the right choice.

Cache mode is the exact opposite of firewall mode. If you are more interested in

speeding up access to the Internet, and you already have a firewall installed, you can

use ISA Server for its caching features only.

Integrated mode, as you might guess, is a combination of both Firewall mode and

Cache mode. In this mode you have all of the features that ISA Server has to offer,

but your firewall will not be as secure as it is in Firewall mode. Some organizations

deploy two (or more) different ISA Servers - one in Firewall mode to offer the most

security for the network and a second to take advantage of the caching and

acceleration offered in Cache mode.
Select Integrated mode and then click Continue.
6. In the next option screen you can set the size of the cache to be used by the ISA Server.

The cache must be located on a NTFS partition and can be located on several different

partitions or hard drives. A larger cache will allow your ISA Server to store more web

pages locally before they are overwritten with new information. Set the cache to 100

MB and then choose OK.
7. This should bring you to the next screen, which allows you to construct your Local

Address Table, also known as a LAT. This setting is very important because to increase

security, it “teaches” your ISA Server which IP addresses are considered local to your

private network. You can manually enter a range of IP address, or, even better, click on

Construct Table. For the Green Lizard network, click on Construct Table.
8. This will take you to the following screen, which allows you to choose from several

options. Typically, it is a good idea to check both boxes and also select the internal

network card from the two choices down below. Make sure that you select the internal

network card (not the external/wan card), or your ISA Server will not function properly.

For Green Lizard, select Add the following private ranges…, Add address ranges

based… and also select your Internal network card from the choices below. Click

OK.
9. You should now see your LAT table filled with address ranges for all of the different

ranges that you specified. This will prevent any traffic with IP addresses in these ranges

from entering the ISA Server’s external interface. After ensuring that your LAN’s IP

range is listed in this table, click OK.
10. Clicking OK will start the process of ISA Server installation. When the installation is

complete, you will see the following dialog box for the Getting Started wizard. We will

not go through this wizard in this lab, but it is recommended that you spend the time to

walk through this wizard at some point to get more details on the individual components

of ISA Server. Uncheck the box and then click OK.
11. This is not a stated requirement, but I highly recommend that you reboot your computer

before you get started with any configurations. As a matter of fact, anytime you make a

major change or a change involving the interfaces of the ISA Server, it is a good idea to

reboot the computer or at least restart the ISA Server services.
