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Implementation Plan:
In the following figure we have assumed the following plan:
1- acompany that have registered a domain with the name domainl.com and
have also a local domain with the name domainl.com
2- aseparate server for each server role: server for DC and GC, server for
Exchange BE, server for exchange FE
3- Anisa server in front of the FE and split DNS is running around
4- 1sa implement Hosts file instead of DNS you can implement it if you want to
host your DNS
5- DNS is managed by the ISP

Exchange FE

External NIC Internal NIC
IP:60.1.1.1/8 IP:192.168.1.1/24

Internal NIC

IP:10.1.1.3/8

DNS:10.1.1.1
No DG

External NIC
IP:192.168.1.2/24
ISA server DG:192.168.1.1
2004

External client
IP:60.1.1.2/8

IP:10.1.1.2/8 IP:10.1.1.1/8
DNS:10.1.1.1 DNS:10.1.1.1
No DG No DG

Domain1.com DC
Exchange BE and GC

We have assumed that the installation of the domain and exchange with is done, also
installation of the certificate authority service is done on the DC as enterprise root CA
and that every thing is set in place

Stage 1: configure RPC over HTTP on the FE and BE:

You will need to install the RPC over HTTP component from windows networking
component



http://msdn.microsoft.com/library/default.asp?url=/library/en-us/rpc/rpc/remote_procedure_calls_using_rpc_over_http.asp
http://download.microsoft.com/download/1/8/7/18794101-3f7e-4675-aef8-adf1006deba0/wc111704-offline.exe

Go to the control panel
Add remove program
Add windows component
Follow the Images

 Add or Remove Programs = [=] )
windows Components Wizard
Sort by: |Name -

Windows Components
“You can add of remove components of Windows. y Size 0.350MB
Used  rarely

To add of removs & componert, click the checkbox. 4 shaded box means that only B
part of the component will be installed. To see what's included in a component. click
e Size 17.730MB
Components:
] P Indesing Service
@ Intemet Explorer Enhanced Security Configuration
] 32 Management and Monitaring Tooks
W - Networking
1249 Mther Wetwnrk File and Print Servires

Deseription:  Containg a variety of specialized, network-related services and protocols.

Total disk space required: 29MB T
Space available on disk: 1340 3MB

<Back [ News | Coancel | Hel

istart| | (G @& | ) AddorRemove Programs Windows Component... | M‘ @ 0155

' Add or Remove Programs =] 3
windows Companents Wizard
Sork by |Wame -

Netwarking Services

Size  0.350MB
To add or remove & component, dlick the check box, & shaded box means that oy part :
of the component will be installed. To see what's included in @ component, click Detall. Used  rarely

Subcomponents of Networking Servicss:
1 [ Domain Name System [DNS) Remave
1 3 Dynanic Ho[\Configuration Protocol (DHCP) Size 17.730MB
1 B rternet Authentication Service

o 0.0M8
1 Simpls TCPAP Services
1 B windows Intsmet Name Servics [WINS)

Description:  Enables RPC/DCOM ta travel aver HTTP via the Intemet Information
Server (IS],

Total disk space requied! 29MB Distals.
Space avallable on ik, 13403 ME [
o

cBack | Mews | Canedd | bk

4 start] J cy-] J ) Add or Remove Programs Windows Component...




Then you will need to configure the BE and FE role for rpc
Open system manager

Click on the BE properties

Click the RPC-HTTP tab

Choose it as a BE rpc as in the Image

p BACK-END Properties 2|
= Exchange Systes =10l x|

Diagnostics Logging | Public Folder Referals | Detaiks | Ditecton Access
Generadl | Locales | Mailbox Management ‘é‘ﬂﬂ
RPCHTTP | Poicies | Secuity | Ful-TesIndesing | Manitering

[ First Orgaization

Globial Settings | Configure this server to be an RPC-HTTP front-end or back-snd ssrver in e —
— an Exchange managed RPC-HT TF topology.

Servers

|j BACK-END
E [ FronT This server is not an Exchange managed RPC-HTTP font-end ar
[3 Connectors back-end server.

Tools
[ Folders € APEHT TP frant-end server

Enterprise
€ Mot part of an Exchange managed RPC-HT TP topalogy Entarprise

Makes your Exchange l%ﬂ—end server an RPC proxy server,

This sarver is not an Exchange front-end server and cannot be an
RPCHTTF front-end server.

& RPCHTTE back end served

Makes vour Exchange server a target for RPC prosy servers.

oK I Cancel

3 objects | 4 My Computer

4 start J @8 J J My Computer %, Exchange System Ma...

Then configure the FE role

Click on it in the system manager
Choose properties

Configure itas a FE

| ‘ @ 0231




FRONT Properties i 2 x|
B Exchange Syste

e = ngsu:s Logging | Public Folder Refenals | Details | Directory Access
He 8o M BPCHTTP | Polisies | Securty | FullTestindesing | Monitoring

General | Locales Ml Marisgemsnt

[ First Orgarization
[ slobal Settings |j FRONT e
L3 Recipients

Enterprise

i Servers

1 BACK-END | Version 65 (Build 72266 Service Pack 1) Ertepiss

i FROMT

[3 Connectors

L3 Todls I~ Enable message backing
I Bemove log s

Flrmoyve files older thar (days)

Log file directory:

|E.\F’ruglam FileshExchsrvi\FRONT log Lharige:

W Thisis 2 hontend server

I™ Enable subject logging and display

Clignts connect here, and commands are relayed to a back-end
sErver

™ Automatically send fatal service smor information to Microsoft

Ok, I Cancel

[3 objects | 4 My Computer

& start J Ex"] J 4 My Computer %, Exchange System Ma...

Then RPC-HTTP tab
Configure it as in the Image

Diagnostics Loaging | Public Folder Refenals | Details | Diectory Access
= X
Geneal | Locales | Mailbos Management ‘—Iﬂ—l

Exchange Syste:

& Fle Action Wi

RPCHTTP | Polcies | Secuity | Ful-TestIndesing | Montoring
&% First Organization {

[ Global Settings Configure this server to be an RFCHTTP front-end or back-end server in Edition
B3 Recipients an Exchange managed APC-HT TP topolagy.

g Entarprise
ervers
B BAckenn € Mot part of an Exchangs managed RPCHT TP topoloay Enterprise
 FronT This server is not an Exchangs managed RPCHTTP hont-end or
3 Connectars back-end server.
[ Tools
[ Folders

Makes your Exchangs frant-and server an APC proxy server

€ HPEHTTE back-end server
Makes your Exchangs server a taigst for APC proxy servers,

This server is an Exchange front-end server and cannot be an
RPLCHTTP back-end server

Ok, I Cancel

[3 objects | 4 My Computer

i /start J B8 J J My Computer , Exchange System Ma...

| M‘ @ 231

| M‘ @ 1232 .




Stage 2: configure the 1S on the FE and:

All the I11S work well be on the front end server no work is needed on the BE ,We will
configure the http header on the front end to be mail.domainl.com because this is the
name that the users will type in the IE to login(they will type from external network
mail.domainl.com/exchange)

Open the 1IS mmc

Expend web sites

Go the default website properties

I Internet Information Services (115
"‘f‘g File Action View Window Help
le» BmE XE B @2 8

[4 ntermet tnformation Services hame [ Path | Status
=50 FRONT (Incal compter) @ Eeadrin

\, \BackOficeStorags
880 oec o Pooks @Exchange 1. BackOfficeStoragetdomaind. cort..
Bl b S':es‘ . {@Exchieb CilProgram Flles\ExchsryriExchitteb
= % e L blcrosoft Server-Acivesye Ci\Program Fikes|ExchsrvrOMaigyme
p bt iy Lyoma C:iProgram FllesiExchsrrOMAEr. .
= p-{ Exchw:h L@ Public 14 A RacknFfireStoranel S\ domain 1 ot
® -?‘ Micrasoft-Server-ctiveSync “@FRpc Default Ve ST RIGESEE 21
= .x oMa ) aspret _cl
@ Public |istart. htr
B Rec | pagerror.c
) aspriet_client ~ieb site identification
_J Web Servics Extensions B

Documents | Directory Security | HTTPHeaders | customErors |
WebSte | performance | IsAPIFikers | HomeDirectory

eﬁ%ptlun: | Defatit web Sits

I adtress: [192.168.1.10 =l Advanced.
ICP port: ] 5L port;

Connection:

Connection tmeot: 120 seconds

¥ Enable HTTP Keep-alives

—¥ Enable lngging

Active log Format:

|w3C Extended Log File Format =] Properties...

Cancel Apply

\ [
Wistart| |G @ | & Network Connections 4 Internet Information .. | G| [ 4 040

Click advanced click edit and add the host header




Default Web Site Properties

Advanced Web Site Identi tion

- Multiple identities For this Web site

IP addiess TCP port | Host header value

add... Remove |

10ltiple S5 identities For this ek site

IP addess [ S5L port

Remave | Edt, |

cncel | b |

Cancel [ AR Fep |

distart| | (G & | & Network Connections | ¥4 internet tnformation Ser.. | | M‘ Y 0 e

Now we will request the certificate that the FE will use for HTTPS

=o to directorz securitz
I Internet Information Services (115) Manager

€9 Fle  Action  View Window Hslip

e | BEXEEB 22 50
3 Internet Information Services Name [ Path [ Status
=+ FRONT {local computer) L@ Exadmin

) Application Paols @Exchange
Bl Web Sites

1 \BackOfficeStorage
1 {BackOfficeStorageidomaint .cor. .,
Exchieb CiProgram FilesiExchsrvr|Exchiteb
- Default Web Ste e : ,\ e !
. Microsoft-Server-ActiveSyne  CHiProgram Fles|ExchsryrlOMALSyne
4@ Exadmin Loma CiiProgram Files\ExchsrrioMAlBro. .
4@ Exchange
sk @ Fublic 1) ARiackFFic=ShoransbAnmaind Fam!

T‘, Microsoft-Server-ActiveSync @rpc Default vehiolERIGEEEES x|
il

aspriet_cl
OMA ) aspnet ¢ Webste | Peformance | IsAPIFkers | HomeDiectory |

fisstart htr
@ Public Documents Directory Securty | HTTPHeaders |  CustomErors

@ Rpc = pagerror.
) aspret_client - Authentication and access contral
) Wieb Service Extensions

authentication methods for this resource.

Enable anonymous a[sess and edit the

[ IP address and domain name restrictions

@ Grant or deny access bo this resoLrce using

1P addresses o Internet domain names.
Edit...

[~ Secure communication:
Require secure communications and =
% enable clisnt certificates when this Server Certificate. .
resource is accessed.
Yiew Certfitate,
Edt...

e

[
Astart| | [ & | & Wetwark Connestions €3 Internet Information ... | ‘ Y 044 e

Click on server certificate




You will be prompted with this welcome screen, click next

“f‘g File Action View Window Help
——— = 5
o AR XEFEE 22 ma
[&3 Tnternet Information Services hame [ Path | Status
) FRONT (acal computer) @ Excadnin 1\ BackofficsStorage
9 £nlicsticn Prinls @Exchange 4, \BackOfficeStoragetdomaint  co,..
il veeb 5':95‘ . @ Exchiweh CriProgram FilesiExchsrriExchiteb
- Default Web sits B Micrasoft-Server-ActiveSyne  C:\Pragram Files\Exchsrr|OMA|Syne

@ Exsd
t[:; ~Hsty Boma C:\Program FilesiExchernOMAErD. .
=@ 2 @ Public 1 ARarkFfireStoranetdomaint o

- Exchiweb = .
71X
® -_f‘, Microsoft-Server-ActiveSync @rpc s I

aspnet_cli
B3 OMA - aspnet WebSte | Performance | ISAPIFiters |  HomeDirectory |

fsskart b
E g E“b“t PN v cicome to the Web Server Certificate Wiz x|
£} pc i}

- sspret_client Welcome to the Web Server
_J Web Service Extensions Certificate Wizard

This wizard helps you create and administer server
cartiicates used in secure Web communications
between yaur server and a client.

Status of your ‘Web Server

Your Wb Server dossnit have a cartiicate installed
and you dan't have any pending requests
Cettficats Wizard will help you to create & new
certiicate for this Web Server or atiach o an
existing certificate.

To continue, ik Nes. [

Bk [FHET]  caned |

e

\ [
Wistart| |G @ | & Network Connections 3 Internet Information .. = EE TR

You will have the following screen with the multi choose option you will choose
create new certificate
Then next




Internet Information

"‘f‘g File Action View Window Help

== | E[EX B[22 »ma
[E3 Trtermet Information Services Hame | Path
53590 FRONT (local computse)

@Exadmin 1\ BackofficsStorage
El-fasl Appllcaticn Pools \@Exchange {1, \BackOfficeStorageidomaint .com,..
Bl Web Sites {@Exchieb C:\Program Flles\Exchsrr\ExchiWeb
E'% D;ﬁ“i;x: 2l B Micrasoft-Server-ActiveSyne  C:\Pragram Files\Exchsrr|OMA|Syne
e Boma CiiProgram FllesiExchsrriOMALEra. .
i @ Public 1 ARarcknFficeStaranehdomain comh
g Exchiveb 4 . 2l
] "f" Micrasaft-Server-ActiveSync @rpc
= oma _J aspnet_ch
54 Publc | lisstart 1
-4 Ree
) aspret_client
. Web Service Extensions

[ Status

Weh Site Parformance 1S0PIFiters | HomeDirectory |
11S Cerl

These are the methods for assigning a certificate to a'Web site.

Select the method you want to uss for this web sits:

& Create a new carificals.

€ Assign an existing cetficate

" Import & certificate from a Key Manager backup file.
" Import & certificate from a.pix file

" Copy or Movs a certificats from a remote server sits to this site

<Bak [ Newl. | Cancd |

ol | Hep |

Wistart| |G @ | & Network Connections 3 Internet Information ... | B[ oniet o

You will use your own certificate which you have installed on the DC, so choose
prepare the re quest as in the following image:

Internet Information
9 Fle  Action View Window Help

e = @@ X B 22y =

3 Internet Information Services Name [ Path

5 FRONT (local computer) @ Exadmin 11, \BackOfficeStorage

& Application Pools \@Exchange 1\.\BackOfficestorageidomaint .cornl. .
| 4 wieh SlFtes‘ . @ Exchweb C:iPragram FilesExchsrvriExchiveb
B % EE ?t;"’e 2k LiMicrosoft-Server-activeSync  Ci\Program Flles\ExchsrvriOMASyne
i
2 "] E"ah"”” Woma C:iProgram Files\ExchsrvrOMAlEro. .
7] 1@ Exchange L@ FPublic 11 {RiackFFicaShrranstdomaind ot
(g Exchiveb : 21|
® VT" Micrasoft-Server-ActiveSync @rpc il
aspret_cli
-4 oM & prstic Performance |
& i@ Public S
& i@ Rec = pagerro
i Delayed or Immediate Request
) aspnet_client

“You can prepare 3 request 1o be sent later, of you can send one
) wwieb Service Extensians iy

[ status

1SAPIFiters |  HomeDirectory |

Do you want to prepare a cartificats request to be sent later, or do you want to send it
immediately to an onling certification authoriy?

(% Prepare the request now, but send i ister

" Send the request immediately to an orling certification autharity

<Back N Concel |

cencel | v Hep |

Histart| | [ & | & nebwork Comnections €3 Internet Information ... EE




In the name type a name that you will recognize the certificate with it in the certificate
store, MS documentation indicate that this name is not important and you can name it
as you wish but I have tested it should be the exact name as the name that the user
will use as the internet address,

I Internet Information Services (115) b
"‘f‘g File Action View Window Help
T =
e | BE XFRE 22 =0
[&3 Tnternet Information Services hame [ Path | Status
J FRNT flocal compter) @ Exadmin 1|, \BackOfficaStarage
_ Applicstion Pools @Exchange 1. \BackOfficeStorageldamaint .com, .
= Wieb s.:es‘ . @Exchiweb C:\Pragram Files\Exchsrvr|Exchiteh
B ![z B EE“t;Ne S Micrasoft-Server-ActiveSyne  C:\Program Files\ExchsrvriOMa\Syne
z - ] Exﬁhm‘” W oma C:iProgram FilesiExchsrvriOMAlBra. .
2 Exchangs @Public 1 ARarkFfireStoranetdomaint o

g Exchiveb - .
71X
1445 MarosoftServer-ActveSyn: “@FRpc = SILEREOR 21

aspnet_cli
B3 OMA J iisftart'r__ WebSte | Performance | ISAPIFiters |  HomeDirectory |
E bl E“m‘t ‘pagerm 115 Certificate Wizard
) < . -
= R ' Name and Security Settings
“Vour new certificate must have a name and a specific bit length.

[ aspret_client
) Wb Service Extensions

Type a name for the new certificate. The name should be easy for you to refer to and
remember

Nanme:

mail. domain 1 com

The bt length of the sncryption key datemines the certficate's sncryption strenath
The greater the bit length, the stonger the securlty. However, a areater bit length may
decreass peifarmancs

Bit lenath 1024 =

™ Select cipptographic service provider (CSP) for this cerificate

<Bak [ News | Cancd |

concel | el | ke |

\ [
Wistart| |G @ | & Network Connections 3 Internet Information .. | E| [ 0tz

In the organization and OU type any thing that you want




[ Internet Information
"‘f‘g File Action View Window Help

(22| )rmu
[&4 Internet Information Services hame [ Path
53590 FRONT (local computse) @ Eeadrin

5 ] Cdnnblitsattm Paols @Exchange '\, }BackofficeStoragehdomaint .com..,
=_J Web Sites

-8 Default Web 5t @ Exchiweh C:YProgram Flles\Exchsrwr\Exchieb
=5 i 5 EEU . SR DMicrosoft-Server-ActiveSync  C:iPragram FilesiExchsrvriOMAlSyne

& xadmin

=@ W oma CiiProgram FilesiExchsrvriOMALBra, .
@ Exchange ik

ExchiWeb r - B
"f" Micrasaft-Server-ActiveSync o | ik

3

A oa J e Wehste |
4@ Public L ‘usstart‘r e T
@ Foc N 11 Cctificate Wizar

aspnist st Your Site’s Common Name
cafiliny *four Web site's common name is its fully qualified domain name.
&b Service Extensions

[ Status

1|, \BackOfficaStarage

11 ARackFficeStoranshdomaint com

Performance ISAPI Filters Huome: Directory I

-

£

=

Type the common hame for your sie. If the srver is on the Inteimist, use a valid DNS
name. If the server is on the intranet, you may prefer to use the computer’s NetBI0S
name

If the comman name changes, pou wil need b nhtﬁe & hew cartificate

Common name

mail domain1 com

<Bak [ News | Cancd |

ol || Ay Hep |

[ I
start| | (G & | & hetwork Connections 3 Internet Information ... | M‘ [E R

In the common name be sure for hundreds times that this is the exact name that users
will type in the browser for the web site, the users will type mail.domainl.com so type

mail.domainl.com

L Internet Information S
9 Fle  Action View Window Help

= BE XEFDB 22 =0

3 Internet Information Services
J FRONT (Jacal computer)
&) Application Paols
Bl Web Sites
£ Default Web Site
g Exadmin
% @ Exchange
Exchieb
T’ Microsoft-Server-ActiveSync
S oMA
@ Public
@ Rec
) aspnet_client
b Service Extensians

Name [ Path [ status

L@ Exadmin 1 \BackOfficeStorage
| @Exchangs 1 {BackOfficeStorageidomaint .cor. .,

g Exchiveb C:\Program Files\Exchsrvr\Exchiweb

L Microsoft-Server-ActiveSyne  C:iProgram FllssiExchervrGMA|Syne

Woma C:\Program Files\Exchsrvr OMAlEro. .

“Puhh( 11 \RacknFficaSharansiAnmaind ramt

@rpc 3 x|
) sspnet_cl |

| sstart b ISAPI Filters Home Directary |

Country/Region:
EG [Eqypt]

State/province:

[caio
Citg/Jocalty

[rasr city =l

State/province and City/lacaiity must be complete, official names and may not contain
ahbreviatians.

<Back [ News | Coancel |

e Hep |

start| | (2 @ | & network Comnections 4 Internet Information ...

I
Hggg 04143 4o




In the country and city choose the country and city

Now you will be prompted to save the request file save it on the hard disk

Now you are ready to submit it to the local CA:

Open the internet explorer, choose tools =» option =» security then reset the security
setting for trusted sites to low or medium low

Add the http://dc.domainl.com to the trusted sites

Now in the address bar type:http://dc.domainl.com/certsrv

You will prompted with the username and password type the user name and password
for administrator or a user with the rights to submit and request a certificate

[ Internet Information Services (115) Manager

"‘f‘g File Action View Window Help

o OB XEEE @2
[E3 tnternet Information Services hame [ Path | Status
=54 FRONT (ocal computer) {@Exadmin 1|, \BackOfficaStarage
-8 Anplceticn Pocks @Exchange 1. \BackOfficeStorageldamaint .com, .
=] ﬁ Weh Slftes‘ . @Exchiweb C:\Program FilesiExchsrvr|Exchiveb
2'% D;ii;;"::ﬂ i LiMicrosoft-Server-ActiveSyne  Ci\Program Files\ExchsrvrlOMaSyne
E b g i
il ; o CilProgram Files\Exchsrr i OMAIEra. .
% @ B ) Internet Explorer Enhanced i
# -.f‘, Microsoft-Servel || File  Edit  View Faver Ic He
-4 OMA =
p :Mﬂm Joeck - 3 - [x] &) ] Psearch SrFavorites W Meda &1 (10w B

B Rpc Address [&] home domaint comycertsry B ERE
) sspret_clisnt

_J Wieb Service Extensions Connect to home.domainl.com

Internet — is enabled
0

Internst Ex| 2\ | led on your server, This configures
a number o |l and intranet Web sites. The
configuratio ithat might pose a security risk.
For a compl ffects of Internet Explorer
Enhanced & opnerting to hare.domaint.com
This enhanc g correctly in Internet Explarer
and restrict  eer name: ? +| .| Haming Convention {UNC} shares,
If you want = Il Htionality that has been disabled,
you can adt

Passward: e Trusted sites zones, For more
infarmation iquration.

™ Remember my password

I
by

- |
|{&] Opening page http:/fhome domaint camfcertsry... [ [ [4 my Computer %

[ I
@istart| | G} @ | & netvorkComertions | € Internet information Ser... [ £] Intemet Explorer Enh... | B[22 onies o

When you logged in choose request a certificate



http://dc.domain1.com/

a Microsoft Certificate Services - Microsoft Internet Explorer

Fle Edt Yiew Favorites Tools Hslp

| &
Qeack - ) - X @) ] P search Ut Fovorites W meda £ | (00 L B

Address [{&] hitp:home. domain1 comjcertsrvf

EEEREE
E

Welcome

lUse this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a cerificate, you can werify your identity to peaple you
communicate with over the Web, sign and encrypt messages, and, depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revacation list (CRL), or to view the status of a
pending request

For mare information about Certificate Services, see Certificate Services Documentation

Select atask:
Request 5 certificate
ievs the status of a pending certificate request
Download & CA certificate, certificate chain, or CRL

|
[&] pone

[T | @ mrusted sites
@istart| |G @ | & network Connertions | € Internet informtion Ser... [ Microsaft Certificate ... | B [ % o5

Choose advanced certificates

/R Microsoft Certificate Slkvices - Microsoft Internet Explorer

Ble Edit View Favorites Tools  Help

@Back ~ ) - ¥ (2] | search i Favories W Medn £ | (0- L B

Aidvess [&] heep://home domaint comcertryfcertrqus.asp

Request a Certificate

Select the certificate type
User Certificate

Qr, submit an advanced certificate request

-
& [ [ @ trusted sites
Aistart| | [ @ | & Hebwork Connections | %4 internet mformation Ser... |[&] Microsaft Certificate ... | ‘ W 04045 0

Choose submit a certificate request by using base 64-encoded




/i Micrasoft Certificate Setvices - Microsoft Internet Explorer == x|

Fle Edit View Favorites Tools  Help | Oy

Qeack - @ - 3 2 4| P search rFavorites & Media £ | (-

Address [{&] hitpfhome. domain1  comjcertsrw/cettraad asp

ECERE
El

Microsoft

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to
ireate and submit & request t@ this CA
Submit a certificate reguest byTsing a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-84-encoded PKCS #7 file

Request a certificate for a smart card on behalf of another user by using the smart card certificate enrollment station
Mote: You rust have an enrollment agent cerificate to submit a request on behalf of another user.

] http:fhome.domain{ comfcertsrvjcertrama, asp

[T | @ mrusted sites
distart| | [ & | A& Hetwork Connections ¥4 Internet Information Ser... |[&] Microsoft Certificate .. | M‘ WY 0446 0

In the page click on browse for a file you will be warned for active x warning click

yes
And then open the file that contains the certificate request that you have saved before




Zj Micrasoft Certificate Services - Microsoft Internet Explorer

File Edt View Favortes Tools Help

Qeack - ) - X @) ] P search Ut Fovorites W meda £ | (00 L B
Address [{&] htp/fhome. domain1 .comcertsrwlcsttraxt asp

EEEREE
E

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-84-encoded CMC or PRCS #10 certificate request or PKCS #7 renewal request generated by an external
source (such as a Web server) in the Saved Request box.

Saved Request:

H
Base-B4-encoded
certificate request
(CMC ar
PKCS #10 or

PKCS #7) -
4 ¥

Erowse for a file to insert

N
Full path name | Erowse
Read! | Cancel

Certificate Template:

IAdmimiSlramr

Additional Attributes:

Attributes: L
q

- |
@& [T | @ mrusted sites
istar| |G @ | & wetwork Comnertions | € 1ntermet information Ser... || &] Microsaft Certificate... | B [0 % otss

Click on read

Change the certificate template to web server
Then submit

aMi(rusuft Certificate Services - Microsoft Internet Explorer

File Edit View Favorites Tools  Help
@Back ~ ) - ¥ (2] | search i Favories W Medn £ | (0- L B

Address [£] httpi/home. domain1 .comjcertsrw/certraxt asp

= EBe ‘ Links
=

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-84-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external
source (such as a Web server) in the Saved Request box

Saved Request:

Base-Bd-encaded HIIDSzCCM:QCAQAHE:DELMAkGAlUEBhHCRU::xDjM‘lj
certificate request [VQOHEW LuY XNy IGNpdHkXEDAOBGNVE Ao TEZ Rvb WF b
(CMC or 13 ExGTAXBGNVE AHTEG 1 haWwuZGot YWIuHS5 b2 0w
PKCS #10 or gYOAMIGILoGEAMKWRECS ) DeLD INE XRETIWFUCECC
PKCS #7) XDZR/UQYBqE/erilBZslUr.::HBhC/gkrlDYMgTi\I'LI
4 »

Erowse for a file to insert

Certificate Template:
|Weh Server

Additional Attributes:

Attributes: L
i

|
@& [ [ @ trusted sites
Aistan| | (3 & & Hetwork Connections | 9 Internet Information Ser... |[ & Microsoft certificate .. | ‘ W 04147 e




In the next page after the certificate has been issued choose to download it:

; Microsoft Certificate Services - Microsoft Internet Explorer

Ble Edit View Favorites Tools  Help

=181 x]

3,
|II'

Qo -0 - 1 @ B

Search ' Favortes W Media 49 |

Aiddvess [&] heep://home domaint comcertrfcertfnsh.asp

EEERLE

Microsoit Certific

Certificate Issued

E

The certificate you requested was issued to you

@ DER encoded or ¢ Base 64 encoded

Download cerificate
== Download certificate chain

|

[E]ere

i start J B8 J & Network Connections

| ¥4 internet tnformation Ser... |[&] Microsaft Certificate ...

And save it on the FE

Now switch back to the 11S mmc

Open the server certificate you will be prompted with the following screen: choose
process the pending request.

[ [@ rosted sites
| M‘ | 0ne7




I Internet Informa

"‘f‘g File Action View Window Help

e |pE XFEE| 2|2

PR

[E3 tnternet Information Services
3 FRONT (local compuiter)
) Applestion Pacls
5 Wb Sites
-4 Default Weh Site
g Exadmin
g Exchanas
g Exchiveb
) 44 Mirosof-ServercivaSyn:
-k oma
g Publc
B Ao
) sspet_clisrit
) Wb Servics Extensions

Hame

[ Path [ Status

@Exadmin
\@Exchang

1|, \BackOfficaStarage
g 4| \BackOfficestorageidomaint. com|. .

@ Exchiweh C:YProgram Flles\Exchsrwr\Exchieb
LiMicrosoft-Server-ActiveSyne  Ci\Program Files\ExchsrvrlOMaSyne

W oma
@Public
@Rpc

_J aspret _cli

| lisstart. by
| pagerra

115 Certificate Wizard x|

CiiProgram Files\ExchsrvrioMAlBro. .
11 ARackFficeStoranshdomaint com

21|

Weh Ste Performance | ISAPIFiters | HomeDirectory |

Pending Certificate Request
A pending certificate request is @ request to which the cerfication
suthority has not vet responded

A certficate 1qusst is pending, What would you fike ta do?

(% Process the pending request and install the cerifical

€ Delete the pending request

By
<Bak [ News | Cancd |

o || canel ||y Hep |

\ [
Wistart| |G @ | & Network Connections 4 Internet Information .. | E| [ 07 e

Open the certificate that you have saved
When you click and if the certificate is right you will have the following screen to

choose the SSL port
Accept the defaults




I Internet Information Services (I15) b
"‘f‘g File Action View Window Help
— = =
e+ OE XFRE @2 »uu
[4 ntermet tnformation Services Hame | Path [ status
}4 FRONT (local computer) @ Exadrin V\.\BackOfficestorage
-8 Anplceticn Pocks @Exchange 1. \BackOfficeStorageldomain .com,..
[E_J Web Sites @Exchiweb C:\Pragram Files\Exchsrvr|Exchiteh

£ Defaule b Site B Micrasoft-Server-ActiveSyne  C:\Pragram Files\Exchsrr|OMA|Syne

g : Ei:::;;e Boma C:\Program FilesiExchernOMAErD. .

Public |

g ExchWeh @ —— - -

ies 71X

® -g Microsoft-Server-ActiveSync @rpc 8 ; I
aspnet_cli

B3 OMA ) aspret s WebSte | Performance | ISAPIFiters |  HomeDirectory |

sstart b
E g :::ht PN 1 15 Cetificate Wizard x|
: |
¥ .
)

SL Port

£ sspnet clent Specily the S5L port for this web site.

) Wb Service Extensions

S5L part this web sits should use

<Bak [ pews | Cancd |

Cancel | Ay | Help |

\ [
Wistart| |G @ | & Network Connections 4 Internet Information .. | G| [ 048 e

Click next then finish

Now we need to export this certificate as the ISA server will use it to publish the
HTTPS, so go to start=»run=>mmc=>» ctrl + m =>» alt+d then add certificate and
choose computer account

In the personal container open the certificates

You will find the mail.domainl.com certificate as in the image




't Consolel - [Console Root' Cel ates (Local Computer)Personal’Certificates]
€y Fle Action View Favortes Mindow  Help |_ &) x|
e = B % B X

1 Console Raot Issued To / Expiration Date | Intended Purposes
= Certificates (Local Computer)
=[] Personal

(] Trusted Root Certification Authoriti

(L] Enterprise Trust

(L] Intermediate Cartification Authariti

(L] Trusted Publishers

(L Untrusted Certificabes

(L] Third-Party Root Certification Auth

(2 Trusted People

(L] Certificate Enrolment Requests
& src

4]

[Personal stors contains 1 certificate.

Aistart| | (G @& | & etwork Connections “%) Consolel - [Consale R... | M‘ W 0453

Right click on it and on all tasks choose export
You will be faced with the export wizard click next

Welcome to the Certificate Export
Wizard

| Expiration Date | Intended Purposes
01jo8j2007 Server Authentication

This wizard helps you copy certificates, certificate trust:
lisks and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to stablish secure nstwork
connections, A certificate store is the system area where
certificates are kept.

To continue, click Next.

Cancel

Aistart| | (G @& | & etwork Connections “%) Consolel - [Consale R... | M‘ W 0453 0




Choose to export the private key ( it is very important to export the private key or
your users will be prompted with http error 500)

Enport Private Key
You can choose ko export the private key with the certificate.,

" R certifcate Erport wizard
4
E
E

| Expiration Date | Intended Purposes
014082007 Server Authentication

Frivate keys ars password protected, IF yoU want to export the private key with the
certificate, you must type a password on a later page.

y with the certificate?

" N, do not expart the private key

< Back I Mext = I Cancel

Aistart| | (G @& | & etwork Connections “%) Consolel - [Consale R... | M‘ W 45t

In the export file format choose to export all related certificates (it is also very
important so we can export the root CA certificate




; Eert cate Export Wizard

Export File Format
Certificates can be exported in  varisty of File formats.

[ISETES

| Expiration Date

| intended Purposes

Select the format you wart ta use:
7 DER. encoded binary %509 (.CER)
€ Base-64 encoded ¥%.508 (, CER)
€ Cryptographic Message Syntaw Standard - PRCS #7 Certificates ( P7E)
™| Incliude all cerbifizatas in the certification path it possible
(¥ personal Information Exchange - PKCS #12 (,PF)
[¥ Includs all certificates in the certification path if possible

I~ Enabis strong protection (requires 15 5.0, NT 4.0 5P4 of above)

™ Delete the privats key iF the export is successkul

< Back I Mext = I

Cancel

01/082007

Server Authentication

i /start J B8 J & Network Connections “F1 Consolel - [Console R...

| M‘ W tase e

Type a password to protect the private key ( you will be prompted for it when you
import it on the ISA server.

Certificate Export Wizard i

Password
To malntain security, you must protect the private key by using a password,

| Expiration Date

| intended Purposes

Type and canfirm a password,

Password:
Iwww

Confirm password;
|******[

< Back I Mext = I

Cancel

01/082007

Server Authentication

i /start J B8 & Network Connections “F1 Consolel - [Console R...

| M‘ W tase e




Save the file in a shared folder that is accessible for the ISA, you will use this file
later on in the Play with ISA section...

u& Certificate Export Wizard e

File to Enport

= SpeciFy the name of the file you wank to export
E
E

| Expiration Date | Intended Purposes
01jo8j2007 Server Authentication
Eile name:

|C:\wmpub\ma\\.pfx Browse...

Cancel

i /start J B8 J & Network Connections “F1 Consolel - [Console R...

| M‘ W tase e

Now to require the users to connect over https on the FE open the 1IS mmc choose
properties and in the directory security chose edit




ol SETES
[7 =llx]
A8 Be acton | isaPrFiers | HomeDirectory | Jﬂ | |

Wb Sike Performance

Documents Directory Securty |  HTTPHeaders |  CustomErrors |

g Intermet Inform .~ athentication and access control e Friendly Name | status | Certificate Tem. ..

5 FRONT (loc e el 1 mail.domaind ,com Web Server

B-_J Applica authentication methads for this resource.
= Websil o, E = E
-l Def

B WebSe - 1p address and domain name restnctQ

@ Grant or deny access b this resource using

IP addresses or Internet domain names.
Edf...

[~ Secure communications
Require secure communications and =
@ enable clisnt cortiicates when this server Certificate. .
4 resaurce is accessed, 5 -
View Certificate. ..
Edit...

Cancel

|AMD PCNET Farnily PCT Ethernet Adapter

] — ]
\

I
Wistart| | (3 @ | & Hetwork Connsctions | =i | %3 consolet - [Console Roo... |[¥5 Internet Information ... | @‘ [E R T

Check the box to require the SSL and also check the box to enable require 128
encryption

2] x] =10] x| Bl
18] ]
Performance | ISAPIFikers | HomeDirectory | Jﬂ | |

Documents Directory Securty |  HTTPHeaders |  CustomErrors |

,[;JJ jo:;psi\:; T A 1 mail.domaind  com Weh Server
- Wb il I¥ Renuire 125-bit sncrypion:
G-f Def

E-_J Web5e - Client certificate:

¥ Igngre client certificates
" Arcept client certificates
€ Require dlient certificates

I Enable client certificate mapping

Client: certificates can be mapped to Windows user
accounts, This allows access control to resources using
client certificates.

™ Enahbls certificate trusk lisk

Current CTL;

Cancel

|AMD PCNET Farnily PCT Ethernet Adapter

] — ]

| I
Wistart| | (3 @ | & Hetwork Connsctions o G | %3 consolet - [Console Roo... |[¥5 Internet Information ... | @‘ |2 o=t




Choose apply, you will prompted that the subfolders setup is different than the
configuration that u chose so choose to apply these setting for the public and
exchange folders

[ ioteret inifoeiout wep e repai x| =loix Ll
[F : | ‘ & x|
A8 He acton webste |  Performance | ISaPLFikers | HomeDirectory | I - | |
€ 2 |BE  oocuments Directory Securty | HTTPHeaders | CustomErrors ‘ |

TRl 1nheritance Overrides = e 1 i Friendly Name | status | certificate Tem...

- FRONT (e A 1 mail.domaint com Wieh Server
® J tipplics. | The following chid nodes slsa define the walus of the "UNCPassward” propety,
web e | Mhich overides the value you have fust set. Please select fiom the list below those
nodes which should uss the new value,

Child Nodes 3

Select Al

Microsoft-Server-dctiveSpnc
OMa

Cancel | Hep |

| coneal | aoo | nen |

|AMD PCNET Farnily PCT Ethernet Adapter

] — ]
[

I
Wistart| | (3 @& | & Wetwork Connections | %3 consolet - [Console Roo... |[¥5 Internet Information ... | E| [ o5tz

User over the RPC will connect using basic authentication, in the basic authentication
user name and password are sent in plain text , but you don't have to worry about it
because you secured it using the HTTPS

Also users can use NTLM authentication but this is not preferable, To insure that
basic authentication is used and no anonymous login over the rpc is used

go to the RPC directory Choose properties, then directory security then edit and
ensure that you require SSL and 128 encryption on it, this is a very important stage
because this will require the outlook 2003 users to connect over the rpc using https

in the authentication and access control choose edit and remove the check box on the
anonymous access, end remove the check box on the integrated windows
authentication (this will remove the NTLM authentication method) and choose basic
authentication and choose the domain to be domainl.com




@ Internet Information Services (1I5) Manager iy —|o| x| =18 x|
"'g Ble Acion View Window Help ‘ _|E 5[‘ |;|i|5||

e AEXERE @2 ! |

[E4 tnternet nformation Services | [ Name Tpath = Friendly Name | status | certificate Tem...
- FROMT {local compiter) | RpcProxy.di mail.domaint ,com Wish Server

- Application Faols

) wieb Sites

- Default Web Sits

@ Exadmin
@ Exchange

ExchiWeb
o Microssft-Serve
ok oma
@ Fublc

H-E-FE-E-E-E-E

[ asghet_clisnt
[ Web Servics Extension:

AMD PCNET Family PCT Ethernet Adapter

|| —|
\
distart| | [ & | A& Hetwork Connections < 1) | %1 consolet - [Console Roo. . |[¥5 Internet nformation ... | @‘ Y sz

2 aloi Ll
¥y Fle  Action —l&| =] ST

Virtusl Directory | Documents  Directory Security | HTTR Headers | Custom Ervors |
& = |
| - huthentication and access control |

I3 1nternet inform x| | s Friendly Name [ Status [ certificate Tem. .
0 FRONT (loc mail domaint .com Web Server
F- ) Applica
=) wieb st ¥ Require 128-bit encryption

- Def

(¥ Require secure channel (saL)]

~Client certificate
' Tanore client certificates
" Accept client certificates
" Require client certificates

™ Enabl clisnt cartificate mapping

B EE
Leetteee

Client certificates can be mapped to Windows user
accounts, This allows access control to resources using
client certificates.

L
o
5
=
%

AMD PCHET Family PCI Ethernet Adapter

| —| (]
\ [
Histart| | [ & | & nebwork Comnections O | %1 Cansolet - [console Roo. . |[ ¥4 Tnternet mformation ... ‘ W 0512 e




] =181
¥a Ele  Action 1 Enable gronymousaccess —————————————————— ‘_—__[iliﬂ |;ii!5||

& = | BE Use the Following Windows user account for ananymaus access: |

JF5 Internet nforn User name: LISR_FROI Brovse: Status i Friendly Hame | status | certificate Tem...

- FRONT (loc A mail domaint com e Server
password;

Applica

€
£
&
g
"]

cRolcl J
o
N

-
Leettee

r
[

 Authenticated acce:
For the Following authentication msthads, user name and passward
are required when:
- ananymous aceess s disabled, or
- arcess is restr[:%ted using NTFS aceess control lists
[¥ Integrated Windows duthentication
™ Digest authentication for Windaws domain servers
[¥ Basic authentication (password is sent in clear text)
™ \MET Passport authentication

Default domiain: | domaint com {Seeit... j|
Realm: Select...
o« | cael | b |

3
b

|AMD PCNET Farily PCT Ethernet Adapter

| — | ]
! ———
istart| | G @ | & hetvokComnertions | s i | %1 consolet - [Console Roo. . |[¥5 Internet nformation ... | El| [ osits e

Stage 3 : work around with the ISA:

The access to the OWA will be over HTTPS and also the rpc will access the backend
using HTTPS so we will use one rule to grant the users the access for both OWA and
RPC over HTTP, and we will use the OWA publishing using mail publishing rule
First we need to import the certificate because we will implement SSL bridging

SSL bridging Overview:

SSL Bridging is a ISA firewall feature that allows the ISA firewall to perform stateful
application layer inspection on SSL connections made to Web published Web servers
on an ISA firewall Protected Network. This unique feature allows the ISA firewall to
provide a level of stateful application layer inspection that no other firewall in its class
can perform today.

SSL bridging prevents intruders from hiding exploits within an encrypted SSL tunnel.
Conventional stateful filtering firewalls (such as most 'hardware’ firewalls on the
market today) cannot perform stateful application layer inspection on SSL
connections moving through them. These hardware stateful filtering firewalls see that
an incoming SSL connection, check the firewall's Access Control List, and if there is
an ACL instructing the stateful packet filter based firewall to forward the connection
to a server on the corporate network, then the connection is forwarded to the
published server without any inspection for potential application layer exploits.

The ISA firewall supports two methods of SSL bridging:

e SSL to SSL bridging




e SSL to HTTP bridging

SSL to SSL bridging provides a secure SSL connection from end to end. SSL to
HTTP bridging ensures a secure connection between the Web client and the ISA
firewall and then allows a clear text connection between the ISA firewall and the
published Web server.

In order to appreciate how the ISA firewall works with SSL in protecting your Web
server, let's look at the life cycle of a communication between the Web client on the
Internet and the Web site on the ISA firewall protected network:

1. The OWA client on the Internet sends a request to the ISA firewall's external
interface.

2. An SSL session is negotiated between the Web client on the Internet and the
ISA firewall's external interface

. After the SSL session is established, the Web client sends the username and
password to the ISA firewall. The SSL tunnel that has already been
established between the Web client and ISA firewall and protects these
credentials.

. The request is decrypted before the request is forwarded by the ISA firewall to
the published Web server. The decrypted packets received from the Web client
are examined by the ISA firewall and subjected stateful application layer
inspection via the ISA firewall's HTTP security filter and any other application
layer inspection filters you've installed on the ISA firewall. If the ISA firewall
finds a problem with the request, it is dropped.

If the request is acceptable, the ISA Server firewall re-encrypts the
communication and sends it over a second SSL connection established
between the ISA firewall and the published Web site on the ISA firewall
Protected Network.

. The published Web server decrypts the packet and replies to the ISA firewall.
The Web server encrypts its response and before sends it to the ISA firewall.

. The ISA firewall decrypts the response received from the published Web
server. It evaluates the response in the same way it did in step 4. If something
is wrong with the response, the ISA firewall drops it. If the response passes
stateful application layer inspection, the ISA firewall re-encrypts the
communication and forwards the response to the Web client on the Internet via
the SSL session the Internet Web client already established with the ISA
firewall.

SSL "Tunneling® versus SSL "Bridging’

The ISA firewall actually participates in two different SSL sessions when SSL-to-SSL
bridging is used:

e An SSL session between the Web client and the external interface of the ISA
firewall

e Assecond SSL session between an internal interface of the ISA firewall and
the published Web server




The typical stateful packet-filter firewall only performs forwards connections for
published SSL sites. This is sometimes referred to as 'SSL tunneling.’ The
conventional stateful filtering firewall accepts SSL communications on its external
interface and forwards them to the published SSL server. Application-layer
information in the communication is completely hidden inside the SSL tunnel because
the packet filter-based firewall has no mechanism to decrypt, inspect, and re-encrypt
the data stream. Because traditional stateful filtering firewalls are unable to make
allow and deny decisions based on knowledge of the contents of the encrypted tunnel,
it passes viruses, worms, buffer overflows and other exploits from the Web client to
the published Web site.

The ISA firewall can also perform SSL-to-HTTP bridging. In the SSL-to-HTTP
bridging scenario, the connection between the Web client and the external interface of
the ISA firewall is protected in the SSL tunnel. The connection between the ISA
firewall's internal interface and the published Web server on the corporate network is
sent 'in the clear' and not encrypted. This helps performance because avoids the
processor overhead incurred for the second SSL link.

However, you have to consider the implications of SSL-to-HTTP bridging. Steve
Riley
(http://www.microsoft.com/technet/treeview/default.asp?url=/technet/columns/securit
y/askus/auaswho.asp), a Program Manager on the ISA Server team at Microsoft, has
mentioned that the external user connecting to the published Web site using SSL has
an implicit agreement and expectation that the entire transaction is protected. We
agree with this assessment. The external Web client enters into what can arguably be
considered a 'social contract' with the published Web server, and part of that contract
is that communications are protected from ‘end to end.’

SSL-to-SSL bridging protects the data with SSL and the ISA Server firewall services
from end to end. SSL-to-HTTP bridging protects the data from the OWA client and
while it's on the ISA Server firewall, but it is not safe once it's forwarded from the
ISA Server firewall and the OWA site on the internal network.

Step 1 Import the certificate from the FE website:

Do you remember that we have exported the certificate the FE use to implement SSL
for the OWA access now we will import this certificate on the ISA

Create a simple rule that allows all traffic from localhost(ISA) to the internal network
or for more security to the FE only but create a computer set first.

Then share the folder that contains the file that has been exported before and copy that
file to the ISA it self

Open Start = run=>mmc=>ctrl+m=>alt+d=>»add certificate=» add computer
account=>then local computer

You should be at this image:



http://www.microsoft.com/technet/treeview/default.asp?url=/technet/columns/security/askus/auaswho.asp
http://www.microsoft.com/technet/treeview/default.asp?url=/technet/columns/security/askus/auaswho.asp

"fii Consolel - [Consaje Raot' Certificates (Local Computer)iPersanal]

‘ﬁ] File Action View Favortes indow Help
A= e e

L1 Console Raot Ohject Type |
E-EP Certificates (Local Computer)
£ Parsonal
(] Trusted Rook Certification Authoriti
-] Enterprise Trusk
(] Intarmadiats Certification Authariti
(] Trusted Publishers
(] Untrusted Certificates
(] Third-Party Root Certification Auth
-] Trusted People
=-E3 sPC

There are no items ko shavs in this view,

| — ]

|Personal store contains na certificates. I

distart] |3 @& [ Console1 - [Console R... | M‘ [EaL i

Expand personal the right click then import

You will prompted with the import wizard select the exported certificate when you
click next you will be faced with the password that you have chose to protect the
private Key (that is why I have told you to save it) type the password and click next
then finish




To maintain security, the private key was pratected with a password.

There are no items ko shavs in this view,

Type the password for the private key,

Passward:

I~ Matk this key as sxportable. This will allow you to back Up oF transport your
keys at a later time.

< Back I Mext > i Cancel

] — ]

[
distart] | @ [ Console1 - [Console r... | E| [ e o507

If you double click on the mail.domainl.com certificate you will find that it is marked
with a red rose because the isa is not a member in the domain and have no idea about
the CA that issued the certificate so to make the ISA trust the CA in the certificate
container in the personal folder you will find actually 2 certificates one for
mail.domainl.com and the other is for CA(which is the name of my CA it will be a
name according to your setup) so copy the CA certificate the paste it in the trusted
root authority folder and double click again on the mail,.domainl.com certificate it
should be like this




8]

% Certificate

S|

Details | Certfication Path |

Issued B:

| Expiration Date | Intended Purposes Friendly Name Status | Certificate Tem...

e
Certificate Information cat
K,

AL

This certificate is intended Fr the following purpose(s):
« Ensures the identity of a remots computer

Issued to: mail.domaint.com

Issued by: CAl

valid from 01/08/2005 to 01/08/2007

% vou havs a privats key that carresponds to this certificate.

] — ]

23(07/2010 <all> <None> ca
01/08/2007 Server Authentication  mail.domaint .com WebServer

[Personal store contains 2 certificates.

i#/5tart \ &8 J %1 Consale1 - [Console R...

Step 2 publish the OWA and allow the RPC:

\
| @ o e

Now you are ready to use this certificate to publish the OWA throw the SSL

On the ISA server go to firewall policy right click new policy and then mail

publishing rule

Name the rule any name




Welcome to the New Mail Server
Microsoft

- Internet Publishing Rule Wizard
Acceleration Serverzs

Firewall Policy

This wizard helps you publish mai servers such as SMTP, or
Weh mail services such as Outlook Web Access, Taohox Y Tasks

From { Listener | Ta | Candition

This wizard publishes a single server, Run this wizard For - & Local Host <& Internal P, All Users
ach mail server that you are publishing.

Felp

Firewall Policy Tasks
< all Networks ... <z All Network... 2% All Users

[5) Create New foress Ruls
Mail Server Publishing Rule name: =) Publish & Weh Server
'E ) Publish & Secure Weh Server

=) Publish 5 Mail Server
To continue, dick Mext.

=) Create New Servar Publishing
Ruls

System Policy Tasks
f Edit System ol
= Back | hext > I Cancel - LTS
3 Show System Palicy Rules
(&) Export System Policy
[% (3) Import System Policy

Related Tasks

5 Define IP Preferences
(&) Export Firewal Policy
(3) Import Firewal Policy

| |

distart]| | G & || = Microsoft Internet se...

I
| M‘ i 056 o

Select web client access

Select Access Type
Select the type of access this mai server will provide For clints.

Firewall Policy

 iWeb dlient access: Outlook Web Access (OWAY), Outiook Mobile Access, Exchange
Server ActlveSync

Toolbox Y Tasks ¢ Help
€ Cliert access: RPC, IMAP, FOPS, SMTR From | Listerer | To | Condition

~tlocalHost oL lnternal Al Users

. . Firewall Policy Tasks
Server-to-server commurication: SMTR, KNTP < Al Mstworks ... <5 All Network... B8 All Users

5 Create New Access Rule

5 Publish 2 tWeb Server

5 Publish & Secure Web Server
5 Publish 2 Mail Server

5 Create New Server Publishing
Rule

I

System Policy Tasks
i =
5 Edit Systzm Polic
< Back | Next = I Cancel = 0% Y
1g# Show System Policy Rules
(&) Estport System Folicy
() Import System Policy

Related Tasks

#f Define IF Freferences
@ Export Firevall Policy
@ Import Firewsll Folicy

T | 1|

I
distan| | (3 & osoft Internet Se. oW 056 -

Select outlook web access and if you use active sync and OMA select them also




ing Rule Wizard

Select Services
Select the serwices that you are publishing on this mail server,

Web client mail services:
¥ Ditiook web Access!
™ outlook Mobile Access

I™ Exchange ActivaSync

¥ Enable high hit characters used by non-English character sats

Firewall Policy

From { Listener | Ta | Candition

Toolbox Y Tasks \(Hep

~&-Local Host & Internal Al Users

< all Networks ... <z All Network... 2% All Users

< Back I Mext > I

‘;I—I |

Firewall Policy Tasks
=) Create New Access Ruls

=) Publish = Web Server

=) Publish 3 Secure tWeb Server
=) Publish 5 M Server

=) Create New Servar Publishing
Ruls

System Policy Tasks
5 Edit System Policy

3 Show System Palicy Rules
(&) Export System Policy

(3) Import System Policy

Related Tasks

5 Define IP Preferences
(©) Export Firewall Polcy
(3) Import Firewal Policy

distart]| | G & || = Microsoft Internet se...

I
| M‘ i 056 o

In the bridging mode select secure connection between the client and mail server

Bridging Mode
Specify which connections wil be secured using bridaing.

" Secure connection to clients

154 Server will establish a secure connection with the dient computers and 3
standard connection with the mail server,

¥ Zecire connection fo dlients and mail serv

with the mail server,

" Standard connections only

154 Server will establish a secure connection with both the clisnt computers and

From f Listener | To | condition

Firewall Policy

Toolbox Y Tasks \{ Help

~tlocalHost oL lnternal Al Users

cpack [ mext> |

< all Networks ... < All Network... 52 All Users

T | 1|

Firewall Policy Tasks
5 Create New Access Rule

= Publish 2 Web Server

5 Publish & Secure Web Server
= Publish 2 Mail Server

5 Create New Server Publishing
Rule

System Policy Tasks
4 Edit System Policy

gj Show System Policy Rules
(&) Estport System Folicy

@ Import System Folicy

Related Tasks

#f Define IF Freferences
Q Export Firevall Policy
@ Import Firewsll Folicy

distan| | (3 & osoft Internet Se,

I
T B 05106 0




In the web mail server (please please please) | spent 3 hours trying to troubleshoot the
OWA access because it wasn't working because of this because the mail server name
should be the name that used in the common name in the certificate while you was
requesting out also it should be the exact name as the header name that you set it up
on the FE using the 11IS mmc

So put here mail.domainl.com

Microsoft Internet Security and Acceleration Server 2004
[P e w Mail Server Publishing Rule Wizard

Specify the Web Mail Server

4
— Spedify the mail server that is hosting the web mail site, e
=

E Firewall Policy

Enter ths name or TP address of the mail server publishing the Wb mail ste.

Toolbox Y Tasks \(Hep

From { Listener To Condition
Weh mail server: il domain{coml Browss. ., I I I

~ & Local Host & Internal Al Users

Firewall Policy Tasks

<t all Metworks .. <= All Network,.. % Al Users
2l 2l = =] Create New Actess Ruls

=) Publish = Web Server
=) Publish 3 Secure tWeb Server
Set the part to which requests should be redirected on the Bridging tab of the rule properties . )

=) Publish 5 M Server

=) Create New Servar Publishing
Ruls

System Policy Tasks

<onck [ wes | conce % Edit System Policy

3 Show System Palicy Rules

(&) Export System Policy
(3) Import System Policy

Related Tasks

5 Define IP Preferences
(©) Export Firewall Polcy
(3) Import Firewal Policy

0 | i
[ I
distart] | (3 @ [ Microsoft Internet se... | M‘ [y s

In the public name type mail.domainl.com

This is will be the public name that users will use to access the mail server




Public Name Details

Speify the public domain name (FQDM) or IP address users will bype to reach the
published site.

Firewall Policy

fccept requests far: [This domain name (type below):

s Toolbox Y Tasks \(Hep
Oy requssts For this public name or IP address will blsgorwarded b the published site.
e i et | From f Lterer | To | condion

~&-Local Host & Internal Al Users

Firewall Policy Tasks

Public name: mnail.domaint.com| < all Networks ... <z All Network... 2% All Users
=) Create New Access Ruls

=) Publish = Web Server

=) Publish 3 Secure tWeb Server

=) Publish 5 M Server

=) Create New Servar Publishing
Ruls

System Policy Tasks
f Edit System ol

<gsck [ met> | cancel Bl Pk Sysiem Foley,

3 Show System Palicy Rules

(&) Export System Policy

(3) Import System Policy

Related Tasks

5 Define IP Preferences
(©) Export Firewall Polcy
(3) Import Firewal Policy

| |

[ I
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When you click next you will prompted to choose a listener so we don't have a one
yet so choose new

In the listen for request on select the external interface

o
xIi

New Web Listener Definition Wizard ﬂi

IF Addresses

A web listener can include all P addiesses associated with a network on the 154
Server, or pou can select specific IP addresses.

Firewall Policy

Listen for raqussts fiom these networks:

N (i Toolbos
ame: elected [Ps

o | Liskener Ta Condition
- External <Al IP addressesy I I 1

O <& Intemal <AIIP addresses> bocalbost  _lnternal 8 Al Users
[ =& Local Host <l 1P addresses>
[ < Quarantined VPN Clients <l IP addresses>

[m] fVF’N Clients <Al IP addresses =) Publish 2 Web Server
b bt Fad | el et TR T
4

Tasks \{ Help

Firewall Policy Tasks
All Networks ... < All Network... 52 All Users

7 Create New Access Rule

5 Publish & Secure Web Server
5 Publish 2 Mail Server

5 Create New Server Publishing

Help about \web listener IP addiesses Rule

System Policy Tasks
< Back New> | 5 Edit System Policy

gj Show System Policy Rules
(&) Estport System Folicy

@ Import System Folicy

Related Tasks

#f Define IF Freferences
Q Export Firevall Policy
@ Import Firewsll Folicy
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In the ip specify one ip to listen on (this is also to prevent socket pooling on isa)

New Web Listener Definitit
4

External Network Listener IP Selection

Listen for requests on:

=
E Firewall Policy
€ AllTP addresses on the I5A Server computer that are in the sslected network

£ The default IP address on the ISA Server camputer in the selected netwark Y Tasks \QIEG
lmgustener | Te | Candition

; ™
& ERscitied 16 airacses on The 155 Server omputer in Fhe Seisctad nerwork. ocalHost - Internal £ Al Users

Firewall Policy Tasks
Rl Metworks ... < All Network... % all Users
Available IP Addresses Selected IP Addresses =) Create New Access Ruls

1P Address 1P Address 2 Publish 5 Web Server
= Publish 5 Securs Web Server
s =) Publish 5 Mail Server
< Bemove

=) Create New Servar Publishing
Ruls

oK Cancel System Policy Tasks

Back | Wed T Cancel || [ Edit System Policy

3 Show System Palicy Rules
(&) Export System Policy
(3) Import System Policy

Related Tasks

5 Define IP Preferences
(&) Export Firewal Policy
(3) Import Firewal Policy

| |

I
distart| | G & osoft Internet Se. | M‘ o 015 .

In the port deselect the http and enable only ssl

New Web Listener Definition Wizard

Port Specification

Specify the part that ths 154 Server computer will use ko listen on the selected P
addiesses for incoming Web requests

Firewall Policy

HTTP
I~ Encbie HTTE

HTTF port: o &0 fom {tistener | To | Condtion

LocalHost - Internal = all Users

Toolbox Y Tasks \{ Help

Firewall Policy Tasks

~55L All Metworks ... <. Al Mebwork... ) Al Users
[5) Create New fccess Rule
' Enable 5L

=) Publish a Web Server
SSL port =) Publish 2 Secure Web Server

LCertificate: =) Publish & Mail Server

5 Create New Server Publishing
Rule
Help about web listener port specification

System Policy Tasks
< Back | et > I Cancel [ Edit System Policy

gj Show System Policy Rules
(&) Estport System Folicy

@ Import System Folicy

Related Tasks

#f Define IF Freferences
@ Export Firevall Policy
@ Import Firewsll Folicy

T | 1|

I
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You will have to choose a certificate before you click next so click on select and you
will be prompted with a list of certificates that isa can use so select the

mail.domainl.com

Paort Specification

Select Cerl ate

Select a certificate from the list of certificates available on the specified
server:

Certificates:

Firewall Policy

Toolbox

mal

lszued To |szsued By Expiration Date | Friendly Mame
L& [

|+

o [ Listener | To

Tasks \(Hep

| Candition

Local Hosk & Internal

Al Users

<Back | Mews |

Cancel |

‘;I—I |

All Metworks .. <z All Network... 2% Al Users

Firewall Policy Tasks
=) Create New Access Ruls

=) Publish = Web Server

=) Publish 3 Secure tWeb Server
=) Publish 5 M Server

=) Create New Servar Publishing
Ruls

System Policy Tasks
5 Edit System Policy

3 Show System Palicy Rules
(&) Export System Policy

(3) Import System Policy

Related Tasks

5 Define IP Preferences
(&) Export Firewal Policy
(3) Import Firewal Policy

i start J@ a8 J Microsoft Internet Se...

New Web Listener Definition Wizard

Port Specification

Specify the part that th 154 Server computer will use ko listen on th selected P
addiesses for incoming Web requests

I
| M‘ i 050 .

THTTP

™ Enable HTTP

HTTF port:

—

Firewall Policy

Toolbos

I;nm Listerer | To

Tasks \{ Help

| condition

Local Host =& Internal

Al Users

550

¥ Enable 55L
SSL port 443

Cerificate: [mail domaint com

Help about Ww'eb listerier port specification

< Back Mexst > Cancel

all Metworks .. <. All Network. .

T | 1|

Firewall Policy Tasks
Byl Usars 5 Create New Access Rule

= Publish 2 Web Server

5 Publish & Secure Web Server
= Publish 2 Mail Server

5 Create New Server Publishing
Rule

System Policy Tasks
4 Edit System Policy

gj Show System Policy Rules
(&) Estport System Folicy

@ Import System Folicy

Related Tasks

#f Define IF Freferences
@ Export Firevall Policy
@ Import Firewsll Folicy
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Then next then finish

There is last step, ISA now don't now where is mail.domainl.com so you can choose
to install DNS service and use it or use the hosts file | used it, in the hosts file add the
internal IP of the FE which in this scenario 192.168.1.2 and it should be mapped to
mail.domainl.com FQDN

Now from a laptop which represents the external client add the mail.domainl.com in
the hosts file and it should map to the external interface’s IP that ISA listen on which
15 60.1.1.1 to map to mail.domainl.com

In the IE type http://mail.doaminl.com/exchange you should be required to use ssl
Now type https://mail.domainl.com/exchange you should be prompted with a warn
for the certificate click use and you will prompted to enter the username and password
enter them you should have the access to the OWA

To setup RPC over http in outlook 2003 clients:

How to configure RPC over http for Outlook2003

General notes:

1- you might experience very slow connection from outlook while connecting rpc
over http this is because outlook2003 fallback to rpc over tcp and wait for a
response then connect using rpc over Http to force RPC over HTTP :create the
following value:

Value Name: DisableRpcTcpFallback
Data: 1
Path: HKLM\Software\Microsoft\Office\11.0\Outlook also review this MS
KB
review this KB
PKI design
troubleshoot certificates using certutil
Troubleshoot certificates in ISA2004 very important article
You can use the FE as a Bridge head this is the preferred methode and use the
ISA or use the FE as smart host and forward the email from the BE
To allow outbound email messages you will have to allow SMTP traffic |
didn't add this step but it is mandatory to allow internal and external users to
send email for an external recipient.
Any notes or question are welcome on mmagdy@synergyps.org or
rshereif@synergyps.org

Thanks a lot

Mahmoud magdy Reda shereif
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