Snort (NIDS)

Author: Net Spider( Net_Spider@hackersclub.net )
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[ root @eus]
[ root @eus]
[ root @eus]
--enabl e-snbal erts --enabl e-fl exresp
--wWith-nysgl --with-snnp --wth-openssl
; make ; make install
[ root @eus]
[ root @eus]
[ root @eus]
[ root @eus]
[ root @eus]
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PHP:35S
/usr/local/snort/bin/snort -c /usr/local/snort/etc/snort.conf
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10/ 10- 05: 32: 10. 464130 [**] [1:498:6] ATTACK- RESPONSES id check
returned root [**] [C assification: Potentially Bad Traffic]
[Priority: 2] {ICwP} 217.139.12.125 -> 217.139.12. 255
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/usr/local/snort/bin/snort -c /usr/local/snort/etc/snort.conf -i ethl
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touch /etc/rc.d/init.d/snortd
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/etc/rc.d/init.d/functions
| NTERFACE=et h0

case "$1" in
start)
echo -n "Starting snort:
cd /var/l og/snort
daenon /usr/local/snort/bin/snort -A fast -b -l /var/log/snort -

$I NTERFACE -c /usr/local/snort/etc/snort. conf
touch /var/| ock/ subsys/snort
echo
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echo -n "Stopping snort:
killproc snort
rm-f /var/l ock/subsys/snort



echo

restart)
$0 stop
$0 start
st at us)
status snort

*)
echo "Usage: $0 {start|stop|restart|status}"
exit 1
esac
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chnod 775 /etc/rc.d/init.d/snortd
chkconfig --add snortd
chkconfig --1evel 345 snortd on
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service snortd restart
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/usr/local/snort/bin/snort -vde -1 /var/log/snort
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/usr/local/snort/bin/snort -vde -1 /tnp/ -b
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snort -dev -r /tnp/snort.|og.1037840339 tcp
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/usr/local/snort/bin/snort -dev -1 /var/log/snort -c
/etc/snort/snort. conf
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INTERNET PROTOCOL (IP)
ftp://ftp.rfc-editor.org/in-notes/rfc791.txt

INTERNET CONTROL MESSAGE PROTOCOL (ICMP)
ftp://ftp.rfc-editor.org/in-notes/rfc792.txt

User Datagram Protocol (UDP)
ftp://ftp.rfc-editor.org/in-notes/rfc768.txt

TRANSMISSION CONTROL PROTOCOL (TCP)
ftp://ftp.rfc-editor.org/in-notes/rfc793.txt
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alert tcp any any -> any any (msg: "Ping with TTL=100";
ttl: 100;)

| | | | | | |
| / | /
Act i ons | [ ] [ ]
| src-ipé&port | dst-ipé&port
Pr ot ocol Direction

byuw Rule J Jlio o>

PHP: 555
alert tcp any any -> any any (nsg: "Ping with TTL=100"; ttl: 100;)
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alert icnp ![192.168.2.0/24,192.168.8.0/24] any -> any any
(msg: "Ping with TTL=100"; ttl: 100;)
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(content: "confidential"; nsg: "Detected confidential";)
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alert tcp any any -> 192.168.1.0/24 any (flags: A, ack: 0; nsg: "TCP
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FIN or Finish Flag F
SYN or Sync Flag S
RST or Reset Flag R
PSH or Push Flag P
ACK or Acknowledge Flag A
URG or Urgent Flag U
Reserved Bit 1 1
Reserved Bit 2 2
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