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��� �: 

وهBا A@% أ4?+ �< اداوت ..  �< ا6=> ا.دوات ا9'5 (8'7�م 56 ا234� آ0/ ا.-',+م Snort()'&% أداة 
�< اI29.. ا29ص�ر اE'F29ح  �J�(9ا KLص+ت و()2> ع .. � Unix/LinuxوFJ >O9=> اN'7�ا�?+ عKL ا234

 �Jا�م56 ا9&E-TN 'U7L@زي+?X 56 Y@&Z'9ا �@L2ع< ع [J%N \: 
Y&] ا.ول pcre +?&@_) ودي >� http://www.pcre.org/ 

�Z&'ه 56 34+�libpcap c و(Tآ� �< ان .. ��?2ه .ي F@IN% واآ@� .. EXEدe وA+9&+ ه+(EOن  +?4.
fO23(� 

KLع <g'0@U ات%F@IN 
�+EN Y9i4رس �(U Snort �� اEj79ات ا9+'9@JEk تBF4: 

 :PHP آEد
[root@zeus]# gunzip < snort-2.2.0.tar.gz | tar xfv -  
[root@zeus]# cd snort-2.2.0  
[root@zeus]# ./configure --prefix=/usr/local/snort \  
                   --enable-smbalerts --enable-flexresp  
                   --with-mysql --with-snmp --with-openssl  
                    ; make ; make install  
[root@zeus]# mkdir /usr/local/snort/etc  
[root@zeus]# mkdir /usr/local/snort/rules  
[root@zeus]# mkdir /var/log/snort  
[root@zeus]# cp etc/ -R /usr/local/snort/etc  
[root@zeus]# cp rules/ -R /usr/local/snort/rules  
 

 
 

f?29ا Y@&Z'9ع اEoE� U�ون �+Ej4ل 56 
>@2?� >@FL� +4�Iع: /usr/local/snort/etc/classification.config >ع �2?��+ت EL(� KLي عE',@U eود 

 Rules (صF@I+ت ال
Eا9'+54 وه /L29وا /usr/local/snort/etc/reference.config e9> ود [X%2ا-] ()'&% آE� 6@ه OI@9+ت و

snort ن 6@هEOJ +29rZ� >@(� %JB,) . 
 

�% اg0) 56 snort .. 59+'9@> 4&�ء.+U  

 :PHP آEد
/usr/local/snort/bin/snort -c /usr/local/snort/etc/snort.conf  
 

 
 
E9و /L� snort.conf هt+8U <OU %��8+رe 56 ا. %@A 54+) ن+O��EXEد 56  

YLgk +� �(U  <F9زي ا �@k+��,+و9� ه_Eم او �+ U+kه EO'?6ناذا ا.داة k.. ا.داة وآ> ح+Xه  Y6+ 
/L� 56 %JB,) /var/log/snort/alerts  

 
�O2< 4_%ب ه> snort �آT'L9 r(6 9ه+gk <0+آ� اI'&] +I4+ه+ صy او 6@ه 

<(F9ف ردة اE04م وE_ه ��IU <2(4 rZ{ عTU 5I(J ... KL|'ص+ر 4)2> �,+و9 Brodcast �O&0L9  

 :PHP آEد
ping -n -r -b 217.139.12.255 -p "7569643d3028726f6f74290a" -c3  
 

 
 

�&8I9+U  ٧٥٦٩٦٤٣لd3028726f6f74290a  ح@+ت ا9%وت او اي ديr5 صI() 5?6٠ 



/L� K�&J %JB,) Y@�9 E9 ا.داgk e+9ه (2+م .. var/log/snort/alerts/ 4%وح E04ف 56 
 :ح+Xه زي آ�e اJB,'9% ه@EOن

 :PHP آEد
10/10-05:32:10.464130  [**] [1:498:6] ATTACK-RESPONSES id check 
returned root [**] [Classification: Potentially Bad Traffic] 
[Priority: 2] {ICMP} 217.139.12.125 -> 217.139.12.255  
 

 
 
�(U +ه+(� <��+(Tآ�4+ �< ع2> ا.داة O0U> ص,@y 4&�ء NE'4] 56 ا9')+ 
 

�56 اoE9] ا.6'%اsnort 2() 5o عO6 KL%ةO&09آ+رت ا KLع < eth0 .. �,)و �O&k >@)%ك آ�Iذا عT6 
 >O2� 5oت ا.6'%ا%O9ا %@A آ%ت KLع +?Lg0) ..5).+آ: 

 :PHP آEد
/usr/local/snort/bin/snort -c /usr/local/snort/etc/snort.conf -i eth1  
 

 
 

 Y ا829+ر56 34+م رJ�ه+ت اEO) 5'9ن (, services آTح� ال ELg0) E&,) E9 snort وا.ن
/etc/rc.d/init.d/ <@g0) [@j'8) 5O9و +?(� <�(L)  <@g0 +�@+ ع< اع+دة 5O9 snort 8)?> ا('9+

 ا3I9+م
/L29ا T04ا.ول ا /etc/rc.d/init.d/snortd 5).+آ 

 :PHP آEد
touch /etc/rc.d/init.d/snortd  
 

 
 

[oد ا9'+59 وEO9ه اU: 
/L� >� e�|د ا4+ واEO9ة ا%O6 KLع /etc/rc.d/init.d/snortd 59ا [� 5)TJ snort �RPM ..  �U عKL ه@�

KLع Y@&Z'9ادت ا�اع [� �N+I'J �@,U ه@Lع Y9�ع عEoE29ا �Jا�U 56 +?'(o5 وL9زي ا+?X: 

 :PHP آEد
#!/bin/sh  
# snortd         Start/Stop the snort IDS daemon.  
# chkconfig: 2345 40 60  
# description:  snort is a lightweight network intrusion  
# Source function library.  
. /etc/rc.d/init.d/functions  
 
# Specify your network interface here  
INTERFACE=eth0  
 
# See how we were called.  
case "$1" in  
  start)  
     echo -n "Starting snort: "  
        cd /var/log/snort  
     daemon /usr/local/snort/bin/snort -A fast -b -l /var/log/snort -
D -i  
     $INTERFACE -c /usr/local/snort/etc/snort.conf  
     touch /var/lock/subsys/snort  
     echo  
     ;;  
  stop)  
     echo -n "Stopping snort: "  
     killproc snort  
     rm -f /var/lock/subsys/snort  



     echo  
     ;;  
  restart)  
     $0 stop  
     $0 start  
     ;;  
  status)  
     status snort  
     ;;  
  *)  
     echo "Usage: $0 {start|stop|restart|status}"  
     exit 1  
esac  
 
exit 0  
 

 
 
�(U &صJ 5O9 � y chkconfig اNr9 <U+- /L29')2+ل �]آ�BF4 e ا.وا�% ا9+'9@

 :PHP آEد
chmod 775 /etc/rc.d/init.d/snortd  
chkconfig --add snortd  
chkconfig --level 345 snortd on  
 

 
 

e�56 آ <g'0)+ا.داة ه level 3  ٥و<@g0'9اع+دة ا �Iاي ع   
�g0) c4+O> ا.داة اوTU9ه آ+9'+59 وE?8U +?9 8+(%تJع2> ر 

 :PHP آEد
service snortd restart  
 

 
 

�'ص> U@?+ وا.ن 5L9ا �O&09ا %@A �O&0U <ص'�� و�rZ آ> آ%ت O&k >@)%زك 6@ه آ+?X E9 +o%6  ت%O9ا
�FIص> ع< ا9'+54  عKL ا�F4 56 >@)%O9 اY-E9 وا79%ج O9> آ%ت EOJن snort و�,'+ج (g0>.. ا.|%  ...

�BFI) >O2ه+ آ+9'+59: 

 :PHP آEد
/usr/local/snort/bin/snort -c /usr/local/snort/etc/snort.conf -i eth0 
-l /var/log/snort0  
/usr/local/snort/bin/snort -c /usr/local/snort/etc/snort.conf -i eth1 
-l /var/log/snort1  
 

 
 

+(&t �L_��+(EOن اT04ت  �(U /var/log/snort0 و /var/log/snort1 
 

 ILOk+ ه+LXT4ه 56 �EoEع (+Rules ,, 54 ال�'I2LO+ش ع<  آ> دe و89ه
 

<2O4 f?29ا: 
 NIDS mode و packet sniffer :()2> 56 وo)@< اSnort >@@N+N اداة

 ا.داة ه+(g'0> ك F@IN% ع+دي U�ون (,L@> ا9&+آY و(j&@� ا9%وi9 عpacket sniffer +?@L 56 ال
56 +�  6+.داة ه+(g'0> ك 34+م آ0/ ا-',+م NIDS mode ا

 
� 56 ال()JEk <g'04 E9+ packet sniffer 

<g04 +I@&ح E9 Snort %� :ا9'+59 56 اoE9] دt+8U <O&6 eه هjI&� ا.

 :PHP آEد



/usr/local/snort/bin/snort -v  
 

 
 

� وه+(E0فO&09ه 56 ا@k+� 5L9ا Y@ا9&+آ �k+09ا KLع c� ادا
 

�+ت ع<EL(��E9 >O2 ح&@I+ 4)%ض  Y@56 ا9&+آ eدEXE� 5L9ا(+ ا�آ+.(5ا9 �U+89ا %�  �F4 BFI4 ا.

 :PHP آEد
/usr/local/snort/bin/snort -vd  
 

 
 

 :ا9?@�ر U+9�ا(+ BFI4 >O226 ا.داe آ+9'+59.. ا9&+آ@Y آ+�Lه  و.�?+ر

 :PHP آEد
/usr/local/snort/bin/snort -vde  
 

 
 
E9 <2(4 +I@&ح Logging  +?o%ع >��O2<  .. عKL اk+09هL9�ا(+ 56 �Y8O) /L و�%اX)'?+ .ح + U�ل 

 : ع< �J%t ا.�% ا9'+59

 :PHP آEد
/usr/local/snort/bin/snort -vde -l /var/log/snort  
 

 
 

>O9 ال �LO0� Logging  56 طءU K9دي اTJ >O�� ووO&09ا KL8&� ح2> ع@U Y8O) /L� 56
c@62> .. ا9'%ا() +��Logging  Y8O) /L وا9,> اU c4�ل  4)2>.. 56 Logging 6 >O9ي%I@U /L� 5 
bainary 59+'9+آ: 

 :PHP آEد
/usr/local/snort/bin/snort -vde -l /tmp/ -b  
 

 
 

 :ع< �J%t ا.�% ا9'+59.. اU +2@6 /L29)�  و9 %ا�ه

 :PHP آEد
/usr/local/snort/bin/snort -r /tmp/snort.log.1097383338  
 

 
 

+(&t  f-%9١٠٩٧٣٨٣٣٣٨ا/L'7J  ،%,9+U %��EXEد �£ واح� 8IJ¢ ا. £� /L2959 اE Jد9@>  .4ه.. ف و
� 6 ط@L2(9ا f-ر KLع 

 
�E9 rZ ح&@U Y+آ@Y .. و�O2< (,�د �< اL29/ اI@&9%ي دا(+ �)@Iه 3J?%ه+ 5I(J tcp  ن .. 6 طEO@ه

 :آ+.(5

 :PHP آEد
snort -dev -r /tmp/snort.log.1037840339 tcp  
 

 
 

+=Jا <@g0) c4+O�TU Snort 56 packet sniffer mode و NIDS mode Y-E9ا �F4 56 5).+آ: 

 :PHP آEد



/usr/local/snort/bin/snort -dev -l /var/log/snort -c 
/etc/snort/snort.conf  
 

 
 

�j 4 |> 56 ال�4+� <&- +?Iع fLO)ا|@%ة اح� ا Rules �� عSnort KL وه5 ع< (?@�O&k 56 <2(L9 
 .X?+ز |+ص

<@g0'9 � J%t >�� اLg0) c4ه Snort k 5656 ا6=> وااO& Stealth Mode. 
Eه هJع+رف ا �ح Stealth Mode؟ 
�J�k ص+ر'|TU Stealth Mode <(_J Snort sensor ه@L5 عL9او ا9_?+ز ا Snort  2@< اوX+?2L9 5�%� %@A

5L9ا �O&097\ 56 اk 6@?+ .ي Snort .. [oE9 ق%t ة�ك ع+Iوه Snort 56 Stealth Mode .. 
+?j8Uا: 

[=) . c4ر ا+O9�O&09ت ا IP address .. ادت ال�ون اع�U ا�X ت ع+دي%O9ا <g0) 5I(J IP address 
<2(U �O&093> آ+رت ا@Nو sniff  Y@ال.. وا9' +ط ا9&+آ �@L2ن ع. sniff ل+U <|9@� 9?+ د IP address 

+?@6 �O&0U <ص'� �O&096 ط ان آ+رت ا �ه5 ()'2 >O9  ه@L5 عL9آ> ا Eوه �J+Xه و,Jآ@'� را+U
 'LJز+?j 

 f?29ا ..<g0) >O2� : وهU IP address .. +2�ون U network interface@?+ ال هI+ك ح+9'@< 
<g0) c4ا Snort sensor KLون ع�U �واح �O&k آ%ت IP address. 

�O&k >@)%ك آ�Iن عEOJ ان �� و(�LJه g0'?6 eth1> اO9%ت .. وا9,+9� ا4+'9@@L|ا�ا9 �O&09ا [� و(%jUه 
IP address &Jا >��O&09ه  .. @?+ت اU fO,'9وا �O&09ا >�ا�+ .. j'8) 5O9@] ا9�E|ل عKL ا9_?+ز 
ودe هE ا5L9 ه@'78�م IP address  56 و|L@ه U�ون 6 public network�e وصLه U+ل eth0 اO9%ت ا9'+54

[2X +?L@L,)و Y@ا9&+آ 
 

��rZ اZ29+ل 56 ا9صEرة ا9+'9@ E6Ek 
e�@حE9رة اEا9ص <XEX 59+?(Lt 5L9ا Stealth Mode 

 

 
 
 

�EXEد -&> اJ+F9%وول  اO9%ت ا.ول.. اEL9+U 5L9ن ا.صF% 9ه آ%(@<  r4 Snortح¨ ان 5L99%او(% ا+U <ص'� ..
>� �J+X 5L9ا c@68' &> آ> ا9'%ا@U 5I(J  +?LL,Jو Y4%'4.56 .. ا £'JE8U <ص'�واO9%ت ا54+'9 

[@j'8J 5O9 �@L|ا�ا9 �O&09ادر(?+ ا >@�� واt f'4@&@<.. ا.دIN <وآ 
 
 

�+ ال و�+ ادراك Rules 4&�ء K�U 56 ال Rules 
� -&> ا09%ح اح� اوyo اc4 .زم (EOن 6+هf آ�JE الJا�56 ا9& TCP\IP >� Y@4+ت ا9&+آEO� header و

 e%|ت ال اrآE)و%Uرس... ودا(+ و�ا ا9% @U �6@ه ح E9  >� 5gLJو £L2O@��@)%6£ اX+,9+ت دي ا4ص,ه 
 .ا4ه �£ ه@F'8@� ح+Xه .54 ا4+ �'Tآ�.. د�+Aه ا5L9 -%أE6 eق 

 
 fL('J ع+وز �U £6%(@� £� r(6 �6@ه ح E9ص@,'5.. وI6 c4ا TCP\IP >� RFCs  



 KL-+ريءع �ن اي واحEOJ <-.ا RFCs � : ا29?2� ا9+'9@
 

INTERNET PROTOCOL (IP) 
ftp://ftp.rfc-editor.org/in-notes/rfc791.txt 

 
INTERNET CONTROL MESSAGE PROTOCOL (ICMP) 

ftp://ftp.rfc-editor.org/in-notes/rfc792.txt 
 

User Datagram Protocol (UDP) 
ftp://ftp.rfc-editor.org/in-notes/rfc768.txt 

 
TRANSMISSION CONTROL PROTOCOL (TCP) 

ftp://ftp.rfc-editor.org/in-notes/rfc793.txt 
 

>@o+6 E9و ..  >@@o+6 +(&t �@ه.. واآJا Eوراآ E'45 اI(J 
56 EL8)ا E�Uاغ ا%F956 او-+ت ا � : عKL ا829+ر اRFCs 59+'9 -%ا�

http://www.rfc-editor.org/rfc/ 
 

Y-و �ه'+| £� ه@+ آr) >@'IN +?L(ه ع0%ة و(L7صE 4ص?f .. و�'E6+7ش 
54ELU+- E�Uا 

 
  ()'&% ا5k <=6ء O2J< ( %أO9 RFCs e< ص%احه

 
<2O4.. 

� (0%ح �4EO+ت ايj@8U 2هNدي ر Rule .. - <@09ا KLعه ع+N [U6@?+ ر fNت ار�( .. YJر+J �U
+Iق هEF9 Y,) >� £(Lj'� : 

 :PHP آEد
_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 
_    ___________________________________  
|         Rule Header         | |       Rule Options           |  
|                     | |                      |  
alert  tcp   any  any   ->   any   any (msg: "Ping with TTL=100"; 
ttl: 100;)  
 
|       |    |    |      |    |       |  
|              /       |       /  
Actions   |    ||             ||     
      | src-ip&port       | dst-ip&port  
      Protocol          Direction  
 

 
 
eل ل د+Z� Rule 8@طU 

 :PHP آEد
alert tcp any any -> any any (msg: "Ping with TTL=100"; ttl: 100;)  
 

 
 

�)E2ل آZ2+ل و. JصyL 509ء ع�ا.. JB,) <2(U tcp  %2)% .ي U+آ@E J Yم eد +(&t c9ذ 
 

2� 56 ا9%ولLاول آ alert ال E5 هL9ا Action .. لوا Actions نEOJ >O2� alert  56 هj,J %JB,) 5I(J
/L� /var/log/snort/alerts نEOJ >O2��£ (,JB% وO9< ه@,jه 56 �FL+ت  .. log او ا.آ0<  5I(J
�'XE)£ د�+FU cA,ص?+ و. ع2> (,JB% وع�r8U +?Jم  J)5I آ9E 'U c4Tه pass او �EOJ >O2ن.. اEL9ج 

�E9 >O2 (�U+j ال.. د 6)> ر ودactivate 5I(J e و�EOJ >O2ن..  rZ� 5I(J Rule  Y@آ+U [� 54rF9ا
<(FU مE ) eح_�  6+.دا <Z� +� �F@�EU مE @9 وول%J+F956 ا iL&@) 5U اي %���O(I آrZ2 ادراج ا

Y@5ء ا|% ا9&+آk ه+ او اي�(U >@J+X 5L9وا 
 



�2L54 آ+) tcp لEآE)ع ا9&%وE4 59د�ن .. وه5 (,EO) >O2� .... ip , tcp , udp , icmp ودي 
 

�  any 5I() Source IP Address ا4+79� ا9'+9'هO&k انEIد او ع%F� 5U ن ايEOJ >O2� eود .. �وا4+79
<Z2) ه(Uال ا9%ا Source port >��EOJ >O2ن EUرت واح� او ع�ة EUر(+ت او �_+ل  eر(+ت ودE&9ا 

 
�8��  <- ا79+4ه ا79+?XE9رس واي اE896@< ا%j9د اي ا�5.. (,I(J e�آ K�U E9 <-  <آ �O() K�&J

�.. ح+Xه j@8U 
 

�Nا89+د �� اZ2) Destination IP Address +=J> ال any ا4+79O&k انEIاو ع �ان واحEIن عEO) >O2� و
� any <Z2) Destination port ا(U+89ه ا84+79

 
� ا9%ول دK28J e الJ+?4 �,9 K�U e�آ �(U Rule Options 

 
  Rules آ�L| eصI+ ال

 
cI�� ا.ف ال U TCP\IP)� آ�e (8'7�م |&%(c 56 ال Ok f?F) Rule> ال .ن آ> اELj29ب A+@56 ص 

Rules c'اح%U  
 . اآZ% و. ا->

 
�Rules /L عO6 KL%ة Y@84 ا-Eل ان ال 56 +?j,) /usr/local/snort/etc/snort.conf  %|56 ا +?jح

 اL29/ ا6=>
 

�JEk �|+4 >O2� <9 �LZ� Rules ا

 :PHP آEد
alert icmp ![192.168.2.0/24,192.168.8.0/24] any -> any any  
  (msg: "Ping with TTL=100"; ttl: 100;)  
 

 
 
�)�ا ا9&+آ@'� ا5L9 ص+در icmp اj@N �U+89&� عKL آ> آ> U+آ@Rule Y ال>� e 

192.168.2.0/24,192.168.8.0/24  ��rع >� c9+U 5L|5! وI() 5L95 56 ا9%ول اFI9ا 
 

�Z+ل ا|%: 

 :PHP آEد
alert tcp 192.168.2.0/24 23 <> any any  
  (content: "confidential"; msg: "Detected confidential";)  
 

 
 

 ...6@ه آ�O6 e%و
Eه Rule +79ا c@62@] ا9'%اX KLع �&j@Nاي >��  Telnet server رج او ا9�ا|> O&0956 ا .. E3و. ح

��rع <> >JازE29ا Y&L- 5L9ا 
 

�Z+ل ا|%  

 :PHP آEد
log udp any !53 -> any any log udp  
 

 
 
e2> ود(J+ه logs ال <O9 UDP traffic ن الEOJ 5L9ا ا�(� source port +?9 53 
 
 

�Z+ل ا|@% K�U وهL7I@ه 56 ال Rule Options <g095 6@?+ اL9ا9' @> ا 
<g094+ 56 ا�@FJ 5 @ ل ح+Z� �|+4 E9+() 

 



�rZ ال Nmap 5_@) +29 Y(&'U ن+ON <2() TCP packet  رتE&9ا K9٨٠ا[� rZ�  ACK flag  Y@56 ا9&+آ
� &9Eه  .. ٠صF% او  sequence number و %@A Y@ع+ر6@< ان ا9&+آ E'4ا �اآ@ +(&tو ..Y@آ+U £@F�(&�أ  . 

 ACK  با.(ص>
5L9+6  <& '8296% ا%@N هL2(@28@ه ا89@%6%.. ه@U ¸(&9+�ا4ه ه+J%6¸ ا.(ص+ل  .. ا9=,@� او زي 

�J%t >ع cL(X%J ا4ه RST packet .. ل+�J)%ف ان اNmap <& '8J RST packet  YNE?9 وهI+ اول 
� اوgk >Jr4+لO&09ا KLد عEXE� . و

 U@+|� ا89@%6% عKL ع Lه Nmap 34+م ان
f?29ال ا +?��7'8@U دي � J%j9ا Nmap ¸6%'U 5L9ت ا+'NE?9ا [� ICMP ECHO REQUEST ping 

packets 
 

 +?Lدي آ � ا9,%آه ا.رعه دي Rule c82J اI4+ ازاي 4)2>.. ا4+ ع+وز ا-Eل U)� ا9 ص
U <OU59+'9+ن آEO@ه هt+8 : 

 :PHP آEد
alert tcp any any -> 192.168.1.0/24 any (flags: A; ack: 0; msg: "TCP 
ping detected";)  
 

 
 

�?+ JEO) 56< ا.وا�% U TCP flag)¸ ال ودي�8'7) >O2� 5L9ا 
 

FIN or Finish Flag F 
SYN or Sync Flag S 
RST or Reset Flag R 
PSH or Push Flag P  

ACK or Acknowledge Flag A  
URG or Urgent Flag U  

Reserved Bit 1 1  
Reserved Bit 2 2 

 
 

>� eد+F'N.ح آ@/ ا%kع+وز ا YIا54 آ ��)+آ� o� اELF9د او k 56< ه_Eم Snort ا9, @  
DOS,DDOS 56 �,&9ا �J%t >ع ��< اE29ا-] ا.U+ح@ c'O&k �J+2او ح  Y@ا9&+آ .. f?4ا �LO029ا >O9

  واY&X +4 ا|%ي.. @+|�و و-JEt Y> ه
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1. Snort web site at http://www.snort.org 

2. SNMP http://www.simpletimes.com 
3. Winpcap Library http://winpcap.polito.it/  

4. Apache http://www.apache.org  
5. Argus Network Security Services Inc. http://www.argusnetsec.com  

6. Libpcap http://www-nrg.ee.lbl.gov/  
7. Libnet http://www.packetfactory.net  

8. RFC 792 at ftp://ftp.isi.edu/in-notes/rfc792.txt  
9. RFC 791 at at ftp://ftp.isi.edu/in-notes/rfc791.txt 


