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Prerequisites

e T Cisco.com

Targeted Audience

* Anybody who has either deployed or is
deploying MPLS VPNs

* Anybody who understands MPLS VPN and
played with it

RST-3061
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Prerequisites

N T T Cisco.com

Routing protocols especially BGPv4
MPLS VPN in general

* LDP

e Other Sessions
Intro to MPLS RST-1061
Deploying MPLS VPN RST-2061
Deployment of BGP RST-2003

RST-3061
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Before We Begin...

e T T Cisco.com

* This presentation will not cover
Cell-mode MPLS, TE, AToM etc.

* What can you expect to get from this
presentation?

Overview of MP-BGP/VPN

Learn how to use show commands and
debugs to troubleshoot MPLS/VPN problems

Troubleshooting tips; Real world examples

RST-3061
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Agenda

N T Cisco.com

* Prerequisites
« MPLS VPN (L3 VPN) Troubleshooting

Control Plane

Forwarding Plane

» Conclusion
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MPLS VPN Troubleshooting

e T Cisco.com

* Oh...the VPN traffic is not getting through

Ooops...I don’t see VPN routes in the table

Routes are there, but labels aren’t
Labels are there in BGP, but not in LFIB

What do we do now—Call somebody?

MPLS VPN Control Plane—MPBGP

N T Cisco.com

« MPLS VPN is based on RFC2547

* The whole MPLS VPN concept revolves
around MP-BGP

* MP-BGP stands for Multi Protocol BGP

* Multi-protocol refers to the ability of BGP
to exchange information about multiple
protocols such as IPv4, VPNv4, IPv6,
multicast etc
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MPLS VPN Control Plane—MPBGP

N T AT Cisco.com

* Why/What/How MP-BGP is different
from the typical BGP?

It is not really different ©

* It is just other capability(s) that peers have
to negotiate during BGP session setup

* In the context of VPN, MP-BGP refers to
the BGP session in VPNv4 address-family

router bgp 1
bgp router-id 10.13.1.61 router bgp 1
neighbor 10.13.1.21 remote-as 1 bgp router-id 10.13.1.61
neighbor 10.13.1.21 updatesource LoO neighbor 10.13.1.21 remote-as 1
1 neighbor 10.13.1.21 update-source LoO
!

.address -family ipv4 ! )

neighbor 10.13.1.21 activate address -family vpnv4

! neighbor 10.13.1.21 activate
!

RST-3061
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MPLS VPN Control Plane—MPBGP

N T T Cisco.com

 MP-BGP session facilitates the
advertisement of VPNv4" prefixes + Labels

between MP-BGP peers

* On the advertising PE, BGP allocates
labels for VPN prefixes and installs them

in the LFIB

* On the receiving PE, (if) BGP accepts VPN
prefixes with labels, (then) installs them in
the VRF FIB

* VPNv4 = RD:IPv4

RST-3061
8186_05_2003_c1
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MPLS VPN Control Plane—

*May 9 02:46:00.139:

*May 9 02:46:00.139:

Cisco.com
* IPv4 BGP session between PE-CE PE'f'
PEL# BGP'

BGP: 200.1.61.6 sending OPEN, version 4, my as: 1
BGP: 200.1.61.6 rcv OPEN w/ OPTION parameter len: 24
BGP: 200.1.61.6 rcvd OPEN w/ optional parameter type 2 (Ca ability) len 6

*May 9 02:46:00.139:
*May 9 02:46:00.139:
*May 9 02:46:00.139:

BGP: 200.1.61.6 OPEN has CAPABILITY code: 1, length 4
BGP: 200.1.61.6 OPEN has MP_EXT CAP for afi/safi: 1/1 IPv4 Capablllty

PEL#

9 02:45:59.557

Apr 30 01:25:31.416 EDT: %BGP-5-ADJCHANGE: neighbor 200.1.61.6 vpn vrf vl Up

: BGP: 200.1.61.5 sending OPEN, version 4, my as: 65000
9 02:45:59.557:
9 02:45:59.557:

BGP: 200.1.61.5 rcv OPEN w/ OPTION parameter len: 16
BGP: 200.1.61.5 rcvd OPEN w/ optional parameter type 2 (Capability) len 6

9 02:45:59.557:
9 02:45:59.557:

BGP: 200.1.61.5 OPEN has CAPABILITY code: 1, length 4 o
BGP: 200.1.61.5 OPEN has MP_EXT CAP for afi/safi: 1/1 IPv4 capability

RST-3061
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9 02:45:59.557:

9 02:45:59.649:

©2003, Cist

BGP: 200.1.61.5 rcvd OPEN w/ optional parameter type 2 (Capability) len 2

%BGP-5-ADJCHANGE: neighbor 200.1.61.5 Up

Systems, Inc. Al rights reserved. 13

It Is a Normal IPv4
BGP Session with CE

But PE Stores the
CE-Sent Routes in
the VPNv4 Table

RST-3061
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MPLS VPN Control Plane—
IPv4 BGP Session between PE-CE

Cisco.com
PEl#sh ip bgp vpnv4 vrf vl nei ghbors

BGP nei ghbor is 200.1.61.6, vrf vl, renote AS 65000, external |ink %’

BGP version 4, renote router ID5.5.5.5 >C "
BGP state = Established, up for 01:01:32 1 Ky
Last read 00:00:32, hold tine is 180, keepalive interval is 60 seconds ‘5;
NETgooT Capapr TT T es™ BGE;
Route refresh: advertised and received(old & new) &

Address fam |y |Pv4 Unicast:

advertised and received

VpTV4- VPLS Cabet capabr rT Ty

Tecerved

Message statistics:
InQ depth is 0O
QutQ depth is 0O

Sent Revd
Qpens: 2 2
Notifications: 0 0
Updat es: 9 6
Keepal i ves: 76 76
Route Refresh: 0 2
Total : 87 85

Default mininumtine between advertisement runs is 30 seconds

1

For address famly: VPNv4 Unicast
Transl ates address fam |y |Pv4 Unicast for VRF vl

Index 3, Cffset 0, Mask Ox8

Sent Revd

Prefix activity: .- ----
Prefixes Qurrent: 2 4 (Consunes 2 tes)

[ Prefixes Total: 3 4

Inmplicit Wthdraw 0 0

Explicit Wthdraw 1 0

Used as best pat h: n/a 3

Used as nul ti pat h: n/a 0

LELELETELELELE T del eted/ [1TTETTTTTETTLETTLETTT

©2003, Cisco Systems, Inc. All rights reserved
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MPLS VPN Control Plane—

T =%\.com
» MP-iBGP session between RE1-RR =y =¥

DO S
(both IPv4 and VPNv4) RRL 1,
BGP;
PE1# &
*May 9 03:34:27.399: BGP: 10.13.1.21 rcv OPEN, version 4 3
*May 9 03:34:27.399: BGP: 10.13.1.21 sending OPEN, version 4, my as:1 C

*May 9 03:34:27.399: BGP: 10.13.1.21 rcvd OPEN w/ optional parameter type 2 (Capability) len 6
ay apal

*May 9 03:34:27.399: BGP: 10.13.1.21 OPEN has CAPABILITY code: 1, length 4 | HR
| *May 9 03:34:27.399: BGP: 10.13.1.21 OPEN has MP_EXT CAP for afi/safi: 1/1 IPv4 Capablllty

*May 9 03:34:27.399: BGP: 10.13.1.21 rcvd OPEN w/ optional parameter type 2 (Capability) len 6

*May 9 03:34:27.399: BGP: 10.13.1.21 OPEN has CAPABILITY code: 1, length 4 ili
*May 9 03:34:27.399: BGP: 10.13.1.21 OPEN has MP_EXT CAP for afi/safi: 1/128 VPNv4 Capablllty
*May 9 03:34:27.647: %BGP-5-ADJCHANGE: neighbor 10.13.1.21 Up

*May 9 03:34:26.808: BGP: 10.13.1.61 rcv OPEN, version 4

*May 9 03:34:26.808: BGP: 10.13.1.61 sending OPEN, version 4, my as: 1

*May 9 03:34:26.808: BGP: 10.13.1.61 rcvd OPEN w/ optional parameter type 2 (Capability) len 6
*May 9 03:34:26.808: BGP: 10.13.1.61 OPEN has CAPABILITY code: 1, length 4 | oA
*May 9 03:34:26.808: BGP: 10.13.1.61 OPEN has MP_EXT CAP for afi/safi: 1/1 IPv4 capability

*May 9 03:34:26.808: BGP: 10.13.1.61 rcvd OPEN w/ optional parameter type 2 (Capability) len 6

*May 9 03:34:26.808: BGP: 10.13.1.61 OPEN has CAPABILITY code: 1, length 4 ili
*May 9 03:34:26.808: BGP: 10.13.1.61 OPEN has MP_EXT CAP for afi/safi: 1/128 VPNv4 Capablllty
*May 9 03:34:26.808: BGP: 10.13.1.61 rcvd OPEN w/ optional parameter type 2 (Capability) len 2
*May 9 03:34:27.148: %BGP-5-ADJCHANGE: neighbor 10.13.1.61 Up

RST-3061
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MPLS VPN Control Plane—
MP-IBGP Session between PE-RR

PEl#sh ip bgp vpnv4 all neighbors 10.13.1.21
B BGP neighbor is 10.13.1.21, renote AS 1, internal |ink
10.13.1.21/32 MP'-EBQE BGP version 4, renote router ID 10.13.1.21
9, BGP state = Established, up for 00:17:35
Last read 00:00:35, hold time is 180, keepalive interval is 60 seconds
O O Ner gnbor _capabi T 111 es:
RRl PEl ™ Route refresh: advertised and received(ol d & new)
Address fanmily IPv4 Unicast: advertised and received
Address fanily VPNv4 Unicast: advertised and received

It Is an IPv4+VPNv4 BG & STarTsrics:
H i InQ depth is 0
Session (or MP-BGP) with RR QutQ depth is 0

Sent Revd

Qpens: 2 2

Notifications: 0 0

Updat es: 9 10

Keepal i ves: 80 80

Rout e Refresh: 0 0

Total : 91 92

Defaul t mininum tinme between advertisement runs is 5 seconds

Information about IPv4 [ _For address fanily: IPv4 Unicast ]
; BGP tabl e version 4, neighbor version 4
Routes First Index 1, Offset 0, Mask O0x2
NEXT_HOP is always this router

Sent Revd
Prefix activity:
Prefixes Current: 0 1 (Consunes 48 bytes)
Prefixes Total : 0 1
Inplicit Wthdraw 0 0
Explicit Wthdraw 0 0
Used as best pat h: n/a 1
Used as nultipath: n/a 0
Qut bound I nbound
Local Policy Denied Prefixes: — -------- = -------
Bestpath fromthis peer: 1 n/a
Total : 1 0
Nunber of NLRIs in the update sent: max 0, nin 0
RST-3061
8186_05_2003_c1 2003, Cisco Systems, Inc. All rights reserved. 16
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MPLS VPN Control Plane—
PE-RR MP-iBGP Session (Cont.)

e T

....contd.
For_address family: VPNv4 Uni cast |
BGP tabl e version 23, nei ghbor version 23
Index 1, Offset 0, Mask 0x2

Cisco.com

Information about
VPNv4 Routes

Sent Revd
Prefix activity: .-
Prefixes Current: 4 1 (Consunes 64 bytes)
Prefixes Total : 4 1
Inplicit Wthdraw 0 0
Explicit Wthdraw 0 0
Used as best pat h: n/a 1
Used as nul tipath: n/a 0
Qut bound I nbound
Local Policy Denied Prefixes: — --------  -------
ORI G NATOR | oop: n/a 4
Bestpath fromthis peer: 2 n/a
Total : 2 4

Nunber of NLRIs in the update sent: max 3, min 0O

Connections established 2; dropped 1
Last reset 00:19:50, due to User reset

TTLLELTLELTTTEL L L <del eted>! [ 11111 ELETTEIETTLETTTETT ]

« When/Who allocates the label for a VPN
prefix? Let’s go through the routing flow—

RST-3061
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MPLS VPN Control Plane—MPBGP Flow

Ok. | Will Use Label=20
to CE-1in VRFv1; And
the Next-hop Is PE1

Cisco.com

Alright. So | Have
Label=20 for CE1
viaPEL. And |
Already Have a
Label=2003 for PE1

MP-iBGP: Use
Label=20 to
Reach CE1

Ser @E-@

T,

CE-1 Loop0:10:13.1.61/32

Loop0:5.5.5.5/32
=% PE2#sh ip bgp v

vrf vl label | i 5.5.5

PEL#sh ip bgp vpn vrf vl Tabel | i 5.5.5.5 Net wor k X I'n | abel /fQut| abel
Net wor k Next Hop In label /Qut |abel 5.5.5.5/32 nol abel /
5.5.5.5/32 200. 1. 61. 6 20/ nol abel PE2#
PEL#
15.5.5,
epoch 0, cacheg adjacen

PEl#sh npl s rding | i 5.5.5.5

Local CQutgdi ng Prefix Bytes tag

20 Untagyed  5.5.5.5/32[V] 0 Se2/ @ Gp BGP
poi it 2poi nt Label || Cabel
PE1#

tags

On PEL1, Verify Label 20 in both BGP and LFIB

next hop 10.13.2.5
valid cached adiac

On PE2, Verify Label 20 in both BGP and FIB

RST-3061
8186_05_2003_c1

i nposed: {2003 2
PEZTF
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MPLS VPN Control Plane

N T AT Cisco.com

 MPLS-VPN requires the IP network to be
MPLS enabled first

e One of the applications that enable MPLS is
LDP; Others are RSVP, BGPipv4+label etc

* LDP is used to exchange the label for the
PEs i.e. next-hop of VPN prefixes

(BGP is used to exchange the label for the
VPNv4 prefixes)

RST-3061
8186_05_2003_c1
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MPLS VPN Ctrl Plane—
How/What to Configure

N T T T Cisco.com

The common Q regarding MPLS-VPN are:
What is needed to configure MPLS VPN
How do | configure?

What show commands to look at?
Do | need to be a rocket scientist? ©

Next Two Slides Summarize the Configuration
Steps (Additional Slides at the End of the
Preso Has the Detailed Steps

RST-3061
8186_05_2003_c1 20
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MPLS VPN Ctrl Plane—
How/What to Configure

T T o
On PEs:

1. Configure aVRFi.e.vrf, RD, RT.
2. Attach a PE-CE interface to the vrf

3. Configure the PE-CE routing protocol in the
“address-family ipv4 vrf <vrf>”

4. 1If () is not eBGP, then also redistribute the
respective IGP in “address-family ipv4 vrf
<vrf>" under BGP and vice-versa

5. Configure the MP-iIBGP neighbor i.e. RR
and activate it in the “address-family
vpnv4” within BGP

RST-3061

8186_05_2003_c1 21

MPLS VPN Ctrl Plane—
How/What to Configure

N T T T Cisco.com

On each routers i.e. PE, P and RR:
¢ Usual IGP+LDP configurations

On RRs:

1. Configure the MP-iBGP neighbors i.e.
PEs and activate them in the “address-
family vpnv4” within BGP

2. RRs shouldn’t be kept in the
forwarding path

RST-3061
8186_05_2003_cl 2003, Cisco Systems, Inc. All ights reserved! 22
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MPLS VPN Control Plane—
Show Commands on PE

e T Cisco.com

1. “ship bgp vpn all summary”

Analogous to ‘sh ip bgp summary’; Lists all the MPBGP
and CE peers

2. “ship bgp vpn all”
Lists all the VPN prefixes advertised/rcvd by the router
3. “ship bgp vpn vrf <vrf> summary”
Similar to the first one, but for a specific VRF
4. “ship bgp vpn vrf <vrf>”
Lists all the VPN prefixes received in a specific VRF
5. “ship bgp vpn vrf <vrf> labels”
List labels for the VPN prefixes in a VRF

RST-3061
8186_05_2003_c1 ©2003, Cisco Systems, Inc. Al rights reserved. 23

MPLS VPN Control Plane—
Show Commands on PE

N T T Cisco.com
If OSPF on PE-CE -

e “ship ospfneighbors”
Lists both VPN(s) and non-VPN(s) OSPF neighbors
e “ship ospf<process-id>"

Select the VRF associated process-id to see relevant
OSPF info (a lot of info)

* “sh ip ospf <process-id> database”

Select the VRF associated process-id to see the OSPF
database for that VRF

o “clear ip ospf <process-id>"

Clear OSPF neighbors in the VRF if VRF associated
process-id is chosen

RST-3061
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MPLS VPN Control Plane—
Show Commands on PE

e T Cisco.com

If EIGRP on PE-CE —

* “ship eigrp vrf <vrf>topology”
Lists VRF specific EIGRP topology
* “sh ip eigrp vrf <vrf> neighbor|interface”
Lists EIGRP neighbors or interfaces in the VRF
* “sh ip eigrp vrf <vrf> events”
Shows VRF specific EIGRP events
« “clear ip eigrp vrf <vrf> neighbors”
Clears VRF specific EIGRP neighbors

RST-3061
8186_05_2003_c1 ©2003, Gisco Systems, Inc. Al rights reserved. 2

MPLS VPN Control Plane—
Clear Commands on PE

N T T Cisco.com

Relevant towards RR (or remote PE) peers:

e “clear ip bgp * vpnv4 unicast in”

Route-refresh request is sent to all the
MP-BGP peers

» “clear ip bgp <MP-BGP peer>vpnv4
unicast in”

Route-refresh request is sent to a specific
MP-BGP peer

RST-3061
8186_05_2003_cl ©2003, Cisco Systems, Inc. Al ights reserved. 2
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MPLS VPN Control Plane—
Clear Commands on PE

e T Cisco.com

Relevant towards CEs:

« “clear ip bgp * vrf <vrf>”

Clear all PE-CE eBGP sessions in that vrf
» “clear ip bgp * vrf <vrf>in”

Route-refresh message is sent to all the CEs in that vrf
* “clear ip bgp * vrf <vrf> out”

Send respective VPN routes to all the CEs in that vrf

« “clear ip bgp <CE> vrf < vrf > soft in|out”

RST-3061
8186_05_2003_c1 2003, Cisco Systems, Inc. All rights reserved. 27

MPLS VPN Control Plane—
Show Commands on RR

N T Cisco.com

* Route-reflector know nothing about VRF

Following commands come quite handy
(especially on RR)

1. “ship bgp vpn all”
2. “ship bgp vpn rd <RD>"
Lists all VPNv4 prefixes that have RD in them

3. “ship bgp vpn rd <RD> label”
Lists labels for VPNv4 prefixes that have RD

RST-3061
8186_05_2003_c1 2003, Cisco Systems, Inc. All rights reserved 28
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MPLS VPN Control Plane—
Debugs on PE

T TN Cisco.com
Be Careful on the Production Routers
1. “debug ip bgp vpnv4”

Useful while troubleshooting label related

problems in BGP (could spit a lot of output)

2. “debug mpls Ifib cef [acl]”
Useful troubleshooting label mismatch in FIB/LFIB
3. “debug ip bgp vpnv4 import”

Useful when VPN prefixes don’t get imported in the
VRF table (could spit a lot of output)

4. “debug ip routing vrf <vrf> [acl]”

Useful when VPN prefixes don’t get installed in
N the VRF routing table

8186_05_2003_c1 2003, Cisco Systems, Ir 29

MPLS VPN Ctrl Plane—Outgoing Labels
T Twonoom

RSP- PE{ SOUTH- 5#sh| npl s forwarding 10.13.1. 11

Local |CQutgoing Prefix Bytes tag Qutgoing Next Hop
tag or Tunnel Id swi t ched interface
59 10.13.1.11/32 0 Sel0/0/0  point 2poi nt

RSP- PE{ SOUTH- 5#

* Outgoing label also conveys what treatment the
packet is going to get; it could also be:

Untagged —Untag the incoming MPLS packet
Aggregate —Untag and then do a FIB lookup
Pop —Pops the topmost label

0 —Nullify the top label (first 20bits)

« Label values 0-15 are reserved

RST-3061
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MPLS VPN—OQutgoing Labels
T T TN Cisco.com
PE1#sh npls forwarding-table
Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface
16 2002 10.13.1.22/32 0 Et0/0 10.13.1.5
2002 10.13.1.22/32 0 Et1/0 10.13.1.9
17 2001 10.13.1.62/32 0 Et0/0 10.13.1.5
2001 10.13.1.62/32 0 Et1/0 10.13.1.9
18 Pop tag 10.13.1.101/32 0 Et1/0 10.13.1.9
Pop tag 10.13.1.101/32 0 Et0/0 10.13.1.5
19 Pop tag 10.13.2.4/30 0 Et1/0 10.13.1.9
Pop tag 10.13.2.4/30 0 Et0/0 10.13.1.5
= 20 Unt agged 5.5.5.5/32[V] 0 Se2/ 0 poi nt 2poi nt
21 Pop tag 10.13.21. 4/ 30 0 Et1/0 10.13.1.9
Pop tag 10.13.21.4/30 0 Et0/0 10.13.1.5
22 Pop tag 10.13.22. 4/ 30 0 Et1/0 10.13.1.9
Pop tag 10.13.22.4/30 0 Et0/0 10.13.1.5
23 Aggr egat e 0.0.0.0/0[V] 0
—p | 24 Aggr egat e 200.1.61.4/30[V] O —
Connected 26 Unt agged 30.30.30.1/32[V] O Se2/ 0 poi nt 2poi nt
VPN Prefix | pE1#
V Means It Is a VPN Prefix | N 3“;3529”3{.';”&‘21??‘5521 e
Additional FIB Lookup Is Done
RST-3061
8186_05_2003_c1l 2003, Cisco Systems, Inc. Al rights reserved 31

MPLS VPN—OSPF/EIGRP on PE-CE

Cisco.com

* OSPF and EIGRP on PE-CE brings few
new stuff

» Let’'s go over OSPF first...and then EIGRP

RST-3061
8186_05_2003_c1 2003, Cisco Systems, Inc. All rights reserved. 32
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MPLS VPN—OSPF on PE-CE

T TN Cisco.com
* By default, OSPF->BGP redistributes “internal”
i.e intra and inter-area routes only, no external

* Configure “match internal external” within BGP
VRF to redistribute OSPF externals as well

* All intra-area routes (typel and type2) are
advertised as inter-area (type3) by PE to CE

* OSPF information i.e. area#, LSA type, router-id,
domain-id etc are carried across MPLS/VPN
backbone by BGP in new extended communities

RST-3061
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MPLS VPN—OSPF on PE-CE

N T Cisco.com

PE1#sh ip bgp vpnv4 vrf v1 30.1.61.4/30
BGP routing table entry for 1:1:30.1.61.0/30, version 8
Paths: (1 avail able, best #1, table v1)
Not advertised to any peer
Local
200.1.1.1 (metric 435200) from 200.1.1.1 (200.1.1.1)
Origin inconplete, netric 0, local pref 100, valid, internal, best
Ext ended Conmunity: RT:1:1 OSPF DOMAIN I D:0.0.0.1 OSPF RT: 1:2: 0
OSPF ROUTER | D: 10. 13. 100. 1

| router-id within the OSPF VRF instance |

| domain-id = OSPF process-id (def-ault) =1 |

| OSPF Route Type : area i, type 2, no options

RST-3061
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MPLS VPN—OSPF on PE-CE

N T AT Cisco.com

* Only on type3 LSA, PE sets “down bit” to
avoid the looping while advertising to CE

* Only on type5 LSA, PE sets “tag” to avoid
the looping while advertising to CE (can
be tuned via “domain-tag”)

* By default, BGP MED is set to the value of
the OSPF metric and vice versa (can be
tuned)

RST-3061
8186_05_2003_c1 2003, Cisco Systems, Inc. All rights reserved. 35

MPLS VPN—EIGRP on PE-CE

N T T Cisco.com

* PE->PE: EIGRP routes are advertised into MP-
BGP preserving EIGRP info i.e. route-type,
bandwidth, delay, reliability, MTU etc in the new
extended-community attributes.

* PE->CE: BGP redistributes routes into EIGRP
using route-type and metric information
extracted from BGP extended-communities.

If EIGRP sites are in the same AS#, then PE will keep
the route-type and metric of the route unchanged.

Otherwise, route-type will be external and metric will be
set to default.

« PE->CE: EIGRP adds PE-CE link cost to compute
new VecMetric to avoid routing loop (for dual-
homed sites)

RST-3061
8186_05_2003_cl 2003, Cisco Systems, Inc. All ights reserved! 3%
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MPLS VPN—EIGRP on PE-CE
- PE-SQUTH 1#sh ip eigrp vrf v1i9 topology 61.19.6.12 255.255.255. 252 W

20
P- IGRP topol ogy entry for 61.19.6.12/30

State is Passive, Query origin flag is 1, 1 Successor(s)

Routing Descriptor Bl ocks:
from 200.19.61.6, Send flag is 0x0
Route is External

, FD is 40537600

200.19.61.6 (Serial1/3:19),
Conposite netric is (40537600/51200),

Vector netric:
M ni mum bandwi dth is 64 Kbit
Total delay is 21000 microsecond

liability is 255/255
Load is 1/255

Hop count is

Ext er nal dat a:
Oiginating ro\ter is 200\19.61.6

AS nunber of rdute is 130
xternal netric is O

External protocdl is BGP,
Admi nistrator tay is 1300 (|0x00000514)

7206- PE- SOUTH- 1#

7206- PE- SOUTH- 1#sh i p bgp\vpnv4 vrf|vi9

BGP routing table entry foy 19:1:61}19.6.12/30, version 15528

Paths: (1 avail able, best , tablelv19)

Advertised to update-groups:
9

ocal
019 61.6 (via v19) fr .
in inconplete, netrilc l, | pcal pref 100, wei ght 32768 valid, sourced, best

Conmuni ty: RT:
281: 4080000 0x8803: 65281 1500 Ox8804 130: 3356704006 0x 8805: 9)
“External route info 7

0x8802:

RST-3061 7206- PE- SQUTH- 1#
8186_05_2003_c1 Pleasecheck-the-notessfor the explanation.

MPLS VPN—Troubleshooting Tips
T T TR

1. Make sure that “export RT <X>" on the
advertising router matches with “import RT

<X>" on the received router
“sh ip vrf detail <vrf>|inc Export|/import|RT"

2. If export or import-map are configured in the
VRF, then validate the RT in the “set clause”

“ship vrf de <vrf>|inc route-map”;

“sh route-map <map>"
3. If BGP is not used as the PE-CE protocol, then
make sure the redistribution between BGP’s
VRF instance and respective IGP’s VRF

instance”

RST-3061
2008, Ci ms, Inc. All rights reserved
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MPLS VPN—Troubleshooting Tips

N TN Cisco.com

4. On RRs, PEs must be configured as the
rr-client in the “address-family vpnv4”
under BGP

5. MP-BGP neighbors i.e. PE and RR must
be configured to send extended-
community

“sh run | inc send-community”

RST-3061
8186_05_2003_c1 2003, Cisco Systems, Inc. Al rights reserved. 39

MPLS VPN—Troubleshooting Tips

N T T Cisco.com

6. Make sure that the label in BGP VPN
table matches with label in FIB table
for a received VPN prefix

“sh ip bgp vpn vrf <vrf> label | inc <prefix>"

“sh ip cef vrf <vrf> <prefix>"

7. Make sure that the label in BGP VPN
table matches with label in LFIB table for
an advertised VPN prefix

“sh ip bgp vpn vrf <vrf> label | inc <prefix>"

“sh mpls forwarding vrf <vrf> | inc <prefix>"

RST-3061
8186_05_2003_cl 2003, Cisco Systems, Inc. All ights reserved! 40
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MPLS VPN—Troubleshooting Tips

e T Cisco.com

8. Outer (or IGP) label in the label stack
provides a LSP from ingress PE to
egress PE via MPLS cloud

9. Inner (or BGP) label refers to the VPNv4
prefix at the egress P

tag rewrite with Se2/0, point2point, tags imposed: {2003 20}

10.1f the router doesn’t change the next-hop
attribute of VPNv4 prefix, then no LFIB
entry is created; so don’t panic

RST-3061
8186_05_2003_c1 2003, Cisco Systems, Inc. All rights reserved. 41

MPLS VPN Control Plane—Troubles

N T Cisco.com

* Let’s do some MPLS VPN
troubles(hooting) ©

RST-3061
8186_05_2003_c1 2003, Cisco Systems, Inc. All rights reserved. 42
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MPLS VPN Citrl PIane—Troub_Ie #1

N T AT

Cisco.com

#1. VPN prefix doesn’t have any label in the
LFIB on the local PE

PE1#sh npls forwarding vrf vl | i 200.1.61.4

PE1 PE1#
— PEl#sh ip bgp vpn vrf vl label | i 200.1.61.4

o2 ‘ MPLS B PEL#sh ip b f vi 200.1.61. 4
- sh ip bgp vpn vrf v .1.61.
c
2001614150  —— %Network not in the table
PEL#
&, Loop0:10.13.1.61/32
S ==

TIP: Label allocation is done by BGP. So
make sure the prefix is in the BGP VRF
table. Hint—"redistribute connected”

RST-3061

8186_05_2003_cl 2003, Cisco Systems, Inc. All rights reserved 3

MPLS VPN Ctrl Plane—Trouble #1 (Cont.)

Cisco.com
PE1(conf)#router bgp 1
PE1(conf-router)#address-family ipv4 vrf vi
PE1(conf-router -af)#redistribute connected
PE1(conf-router -af)#end
PEl#sh ip bgp vpn vrf vl label | i 200.1.61.4
PE1 200.1.61.4/30 0.0.0.0 30/ nol abel
—— PE1#
Ser2/0 |®| ASF pE1#sh npl's forwarding vif vi | i 200.1.61.4

MPLS Bal 30 Aggregate  200.1.61.4/30[V] O
PE1#

@ Loop0:10.13.1.61/32
CEL

* As soon as BGP gets the VPN prefix, it
allocates the local label, and installs the
prefix+label in both BGP and LFIB

RST-3061
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MPLS VPN Ctrl Plane—Trouble #2

e T Cisco.com

* Prob#2: VPN prefix doesn’t have any label
in the LFIB on the local PE, though BGP
now does

* TIP: “clear ip route vrf <vrf> <prefix>"

If the above doesn’t fix, then (soft) reset the
BGP session

RST-3061
8186_05_2003_cl 2003, Cisco Systems, Inc. All rights reserved 45

MPLS VPN Ctrl Plane—Trouble #3

N T Cisco.com

#3. Remote PE (PE2) doesn’t get the VPNv4
prefix from PE1 .

ipvrfvl
rd 1:1
@ RR1 route-target import 1:1
PEL ,‘\ PE2
qa\\
Ser2/0 .@‘ AS#1 -
200.1.61.4/30 MPLS Backbone 5p01013:
— 'OTIE LoopO:
Loop0:10.13.LBE2#sh ip bgp vpn vrf vi 200.1.61.4
@ % Network not in the table
CEl PE2#

PE2#sh ip vrf de vl | beg Inport
| No Inport VPN route-target communities
NO I mpoOT T TOUte=-TEp

No export route-map
PE2#

- TIP: Validate “route-target import” config
on PE2. If not present, then configure
~ Check for import-map as well

8186_05_2003_c1 200: Allrights r 46
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MPLS VPN Citrl PIane—Troub_Ie #4

N T AT

#4. Remote PE (PE2) still doesn’t get the
VPNv4 prefix from PE1

Cisco.com

!
ipvrfvl
rd 1:1

@ route-target import 1:1
RR1
PEL - PE2

= ASH#L @

Ser2/0 @ CE2
Ap0:10.13.1.6ﬂ32 D,
cE1 -

PE2#sh ip bgp vpn vrf vl 200.1.61.4
% Network not in the table
PE2#

* We already fixed PE2; so let's go to PE1

* Validate “Route-target export” in the VRF
on the PE1

8186_05_2003_c1 2003, Cisco Systems, Inc. All rights reserved. 47

MPLS VPN Ctrl Plane—Trouble #4 (Cont.)
R P

PE1(conf)#ip vrf vl PE1#sh ip bgp vpnv4 vpn vrf vl 200.1.61.4
PE1(confvrf)#route-target export 1:1 BGP routing table entry for 1:1:200.1.61.4/30, version 10
PE1(confwvrf)#end Paths: (2 available, best #2, table v1)

Advertised to non peer-group peers:

10.13.1.21 200.1.61.6

Local

0.0.0.0 from0.0.0.0 (10.13.1.61)
Oigin inconplete, netric 0, |ocal pref 100, weight

32768, valid, sourced, best
E1#

Ser2/0 .‘i@l
200.1.61.4/30 w:mnmzm — =
Loop0:10.13.1.61/32 2
CEL -

Ooops..RT Is Missing PF

« TIP: Configure Route-target export in the
VRF on the local PE i.e. PE1

* Let’s make sure that RT is getting tagged
__ to the VPNv4 prefix

8186_05_2003_cl 2003, Cisco Systems, Inc. Al ights reserv 48
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MPLS VPN Ctrl Plane—Trouble #4 (Cont.)

N T T T T CTATTANT Cisco.com
PEl#sh ip bgp vpnv4 vpn vrf vl 200.1.61.4
PE1 BGP routing table entry for 1:1:200.1.61.4/30, version 10
/' Paths: (2 avail able, best #2, table v1)
Serz/o Advertised to non peer-group peers:

V| 10.13.1.21 200.1.61.6
S / Local

Loop0:10.13.1.61/2
e oop 0.0.0.0 fromO0.0.0.0 (10.13.1.61)
CE1 Oigin inconplete, nmetric 0, |ocal pref 100, weight
U 32768, valid, sourced, best
Ext ended Conmunity: RT:1:1 |

PE1#

Extra-TIP®

* If export or import map are also configured,
then check the RT in “set clause”, along
with the “match clause”

RST-3061
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MPLS VPN Ctrl Plane—Trouble#5

Cisco.com

#5. Remote PE (PE2) STILL doesn’t get
the VPNv4 prefix from PE1

RR1#sh ip bgp vpnv4 rd 1:1 200.1.61.4
BGP routing table entry for 1:1:200.1.61.4/30, version 14

PE1L @ Paths: (1 available, best #1, no table
/—/ AS#H Advertised to non peer-group peers:
Ser2/0 10.13.1.62

MPLS Bac Local (Received from a RR-client)

To0p0:10.13.1.61/32 0.13.1.61 (metric 75) from 10.13.1.61 (10.13.1.61)

@ Or| in incomplete, metric 0. localpref 100, valid, internal, best

CE1 Extended Community: RT:1:1

u RRI#
Looks Good on RR1

* We have confirmed that PE1 is advertising the
prefix; let’'s check the RR

* Let’'s make sure that RR is configured with
“neighbor <PE2> send-community extended”
... under vpnv4 af

8186 05_2003_c1

ns, Inc. All rights r
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MPLS VPN Ctrl Plane—Trouble #5 (Cont.)

Cisco.com

[ ooops.... PE2iie 10.13.1.62 Is Missing |\ RRI#sh run | inc send community ext
nei ghbor 10.13. 1. 61 send- communi ty extended

RR1(conf)#router bgp 1 IFEEL
RR1(conf-router)#address-family vpnv4 RRI#Sh run [ inc send- community ext
RR1(conf-router-af)#neighbor 10.13.1.62 nei ghbor 10.13. 1. 61 send- communi ty extended
send-community extended nei ghbor 10.13.1.62 send-community extended
NRR1(conf-router-af)y#end q PE1#
PEL — PE2

—

Ser2/0 @ AS#l z
L00p0:10.13.1.61/32 D,
CEL Ua/ -—

TIP:

* All the MP-BGP peers must be configured with
“send-community extended|both”

* Make sure that PE1 and PE2 are configured as rr-client
under “vpnv4 af” on the RR1

RST-3061
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MPLS VPN Control PIane—Tr_oubIe #6

T
#6. Remote PE (PE2) STILL doesn’t get

PE2#sh i‘blT/rf‘ detaT Vi 'i‘|r?§o'r't‘r'" o fmme PE1
| nport route-map: raj-inport

PE2#

PE2#sh route-map raj-i nport

route-map raj-inport, pernmt, sequence 10 PE2
Mat ch cl auses:

extcommunity (extcomunity-list filter):1 3\;
Set cl auses: CE2
) 2
Policy routing matches: 0 packets, 0 bytes M-”B-lﬁmz
PE2# .@‘
PE2#sh ip extcommunity-list 1

Ext ended comunity standard list 1

Cisco.com

ﬂiﬁy § ; % Oh no....who did that That's ok. Let’s
RO BN %@H%@ % Remove RT 1:1
from the Filter.

* Hmm... we have already verified PE1 and RR1;
something must be missing on PE2
* Let’s check for the import-map on PE2 again

RST-3061
8186_05_2003_c1 ©2003, Cisco Systems, Inc. All rights reserved 52
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MPLS VPN Control PIane—TroubIe #6 (Cont.)

Cisco.com

PE2(conf)#no ip extcommunitylist 1 deny rt 1:1
PE2(conf)#tend

ASH
Ser2/0 @

MPLS Backbone , By

p0:10.13MH 2

CEl U PE#cl ear ip bgp * vpnv4 unicast in

PE2#sh ip bgp vpnv4 vrf vl 200.1.61.4
BGP routing table entry for 1:1:200.1.61.4/30, version 180
Paths: (1 available, best #1, table v1)
Advertised to non peer-group peers:
200.1.62.6
Local
10.13.1.61 (nmetric 75) from 10.13.1.21 (10.13.1.21)
Oigin inconplete, netric O, |local pref 100, valid, internal, best
Ext ended Community: RT:1:1
Oiginator: 10.13.1.61, Custer list: 10.13.1.21
PE2#

TIP: If import-map is configured within the
VRF, then “import route-target <rt>" must
__be conflgured

8186 05 2003_c1 2003, Cis stems, Inc. All rights r vec 53

MPLS VPN Control Plane—Trouble #7

N TN T
#7: Label mismatch between BGP and FIB

PE2#sh ip bgp vpnv4 vrf v1 labels | i 200.1.61.4

200.1.61.4/30 10.13.1.61 nolabel/25
PE2#
PE2#ship cef vrf v1200.1.61.4
200.1.61.4/30, version 64, epoch 0, cached adjacency to Serial2/0
0 packets, 0 bytes

tag information set

local tag: VPN -route- head

PE2

—

-

fast tag rewrite with Se2/0, point2point, tags imposed: {2003 20}
via 10.13.1.61, 0 dependencies, recursive
next hop 10.13.2.5, Serial2/0 via 10.13.1.61/32
valid cached adjacency
tag rewrite with Se2/0, point2point, tags imposed: {2003 20}
PE2#

« Fix: “clear ip route vrf <vrf> <prefix>". If
the mismatch doesn’t go away, then
“debug ip bgp vpn” and “debug mpls Ifib
cef” to dlg in. ©

8186_05_2003_cl 2003, Cisco Systems, Inc. All ights reserved 54
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MPLS VPN Control PIane—Tr_oubIe #8

Cisco.com
#8: Remote PE receives the route, but
remote CE doesn'’t oo 1
............ ]
SerZIO%' = ASH1 e, ‘g :
AS#65000 W®  \pLS Backbone 3

N CE—%/A\S#GSOOO
G V
UE!® LoopO0:1

0.13.1.61/32 Loopml@'
Loop0:5.5.5.5/32

* TIP: If eBGP on PE-CE and VPN sites use
the same ASN, then configure “as-
override” on the BGP VRF af on both PEs

 If IGP on PE-CE, then validate BGP->IGP
redistribution (within IGP VRF) on the PE

8186_05_2003_cl 2003, Cisco Systems, Inc. All rights reserved 55

Agenda

N T Cisco.com

* Prerequisites
« MPLS VPN (L3 VPN) Troubleshooting

Control Plane

Forwarding Plane

» Conclusion

RST-3061
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MPLS VPN Fwd Plane—Show Command

N T AT

Cisco.com

RSP- PE- WEST- 4#sh npls forward 10.13.1.11 detail

Local CQutgoing
tag tag or VC

Prefix
or Tunnel Id

Bytes tag Qutgoing Next Hop

swi t ched

interface

I Detail is optional

0
—— [ MAC/ Encaps=14/ 18, r\&r)ﬂsoo, ag Stack{51}
E7 0

Fal/1/1 10.13.7.33 Only one outgoing
label in the label stack

45 51 10.13.1.11/32

No out put feature confli gured
Per - packet | oad-sharing
RSP- PE- WEST- 4#

MAC header =0003FD1C828100044E754829
MPLS Ethertype=0x8847
Label =0x00033000 = 51

MRU — Max Receivable Unit. The
received packet will be transmitted
unfragmented on Fal/1/1, if its size
is not more than 1500B.

Although MAC header is of 14 bytes, actual encapsulation

i.e MAC+MPLS header is of 18 bytes (one label is 4 bytes)

PEl#sh npls for vrf vl 30.30.30.1 detail

Local Cutgoing Prefix Bytes tag Outgoing Next Hop

tag tag or VC or Tunnel Id swi tched interface

27 Unt agged 30.30.30.1/32[V] O Se2/0 pormt2potmt
MAC/ Encaps=0/0, MRU=1504, Tag Stack{}
VPN route: v1
No output feature configured

Per - packet | oad- sharing

R{
5 PEL# ; ) 57

Se2/0is a PE-CE interface
which is under VRF v1

MPLS VPN Fwd Plane—Loadsharing

Cisco.com

* Loadsharing in MPLS VPN network is
same as that of the IP network

* Hence, FIB per-destination loadsharing
is the default

 |IP src and dest inside the MPLS packet
are hashed

Let’s Go through PE-P and P-P Loadsharing

RST-3061
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MPLS VPN Fwd Plane—Loadsharing (I)

* PE-P Loadsharing (Cont.)

PEl#sh ip cef vrf vl 200.1.62.4
200. 1. 62. 4/ 30, version 13, epoch 0, per-destination sharing
0 packets, 0 bytes
tag information set
| ocal tag: VPN-route-head
fast tag rewrite with
Recursive rewite via 10.13.1.62/32)| tags inposed {25}
via 10.13.1.62, 0 dependencies, recursive
next hop 10.13.1.9, Ethernet1/0 via 10.13.1.62/32
val i d adjacency
tag rewite with

Re e ewrite ia Q 6
Recursive |load sharing using 10.13.1.62/32.

PE1# t

Because There Are Loadshared Paths
to the Egress PE i.e. 10.13.1.62/32

* Don’t panic...IGP label is chosen during the
forwarding (depending on the hash-bucket)

RST-3061
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Cisco.com

ags i mposed {25}

[ onlty VPN Labet Is Shown |

MPLS VPN Fwd Plane—Loadsharing (I)

T
* PE-P Loadsharing (Cont.)

PE1#sh ip cef 10.13.1.62
10.13.1.62/32, version 30, epoch 0, per-destination sharing
0 packets, 0 bytes
tag infornmation set, shared
| ocal tag: 18
via 10.13.1.5, Ethernet0/0, 1 dependency
traffic share 1
next hop 10.13.1.5, Ethernet0/0

val id adj acency
tag rewite wittm 10.13.1.5,[ tags inposed: {2001} |
a 10.13.1.9, Ethernet1/0, 1 dependency

traffic share 1

next hop 10.13.1.9, Ethernetl/0

val id adj acency

tag rewite wittm 10. 13.1.9,Ltags i nposed: {2001} |
0 packets, 0 bytes switched through lthe prefix

tnstats: external O packets, O bytes || IGP Label Is Right Here ||
internal 0 packets, 0 bytes

Cisco.com

o

PE1#

* IGP Label and the outgoing interface are derived
after the hash-bucket is decided ©

RST-3061
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MPLS VPN Fwd Plane—Loadsharing (I)

e T Cisco.com

* PE-P Loadsharing (cont.)

PEl#sh ip cef vrf vl exact-route 30.1.61.4 200.1.62.4 internal

30.1.61.4 -> 200.1.62.4 . FEthernet1/0 (next hop 10.13.1.9)
Bucket 7 from 16, total 2 paths

PE1#
PE1#sh ip cef vrf vl exact-route 200.1.61.4 30.1.62.4
200.1.61. 4 ->30.1.62.4 T NOTTU (attached) |
PE1# :
Because the Destination 30.1.62.4
Is Not in the VRF FIB Table
* In summary, the show-output in load-
sharing case gets bit tricky; but the
fundamental is the same

MPLS Fwd Plane—Loadsharing (1)

N T Cisco.com

PE1

 P-P Loadsharing

¢

Pl#sh npl's for 10.13.1.62 /_\/l

Local Qutgoing Prefix Bytes tag Qutgoing Next Hop @

tag tag or VC or Tunnel I|d switched interface u

52 21 10. 13. 1. 62/ 32 0 Eth0/0  poi nt 2poi nt E0/0 E1/
27 10.13.1. 62/ 32 0 Eth1/0 poi nt 2poi nt

P1# P2 P3

== ==

/

e For VPN traffic, P router hashes the IP Sﬁ{
src+dest to apply the packet to the correct 162/32
hash bucket PE2

« “ship cef exact-route” command can’t be used on the P
router since it doesn’t know the VPN addresses ®

* Hence, rely on “(LFIB) counters” to make sure the traffic
is getting loadshared

RST-3061
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MPLS VPN Fwd Plane—MPLS TTL

e T Cisco.com

* Just like TTL in the IP header, MPLS
header also has a 1-byte TTL

* When an IP packet is first labelled, the
(IPTTL -1) is copied to the MPLS TTL

* When the label is removed, the MPLS TTL
value of removed label is copied to the
either MPLS TTL of inner label or IP TTL
field (if no inner label), provided

MPLS TTL<IP TTL
And then, IP TTL is decremented

RST-3061
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MPLS VPN Fwd Plane—Show Commands

N T T Cisco.com
* “sh mpls forwarding”

Shows all LFIB entries (vpn, non-vpn, TE etc.)

* “sh mpls forwarding | inc <prefix>"
Whether the prefix is present in the LFIB or not

e “sh mpls forwarding vrf <vrf> <prefix>"
LFIB lookup based on a VPN prefix

* “sh mpls forwarding label <label>”

LFIB lookup based on an incoming label

RST-3061
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MPLS VPN Fwd Plane—Sh Commands

e T Cisco.com

* “ship arp vrf <vrf>”
Lists ARP entries relevant to the <vrf> only
* “sh ip cef vrf <vrf > <prefix>"
Displays the label stack, outgoing interface etc

e “sh mpls forwarding vrf <vrf>"

Lists labels for the VPN prefixes learned from
the CE(s)

RST-3061
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MPLS VPN Fwd Plane—Debug

N T P
Be Careful on the Production Routers

* “debug arp”
Useful for VPN prefixes as well

* “debug mpls Ifib cef [acl]”

Useful when VPN prefixes have label mismatch
among BGP, FIB and LFIB.

RST-3061
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MPLS VPN Fwd—Troubleshooting Tips

Cisco.com

PleTs, &z, %7 1.1.1.0/30
U\b_/‘

1. On PE, verify the PE-to-PE Labeled
Switched Path (LSP) via

“ping <PE’s IP>"; “traceroute <PE’s IP>"

2. On PE, we could also verify the LSP via
“traceroutevrf <vrf> <prefix>"

Be careful with the traceroute output,
absence of label could mean either “pop”
or “untagged”

RST-3061
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MPLS VPN Fwd—Troubleshooting Tips

Cisco.com

f\/\ PE2
PR s, é. g 1.1.1.0/30
\v/

3. VRF ping PE-to-PE to verify that MPLS
backbone is working fine

“Ping vrf <vrf> <prefix>"
Have “deb ip icmp” enabled on both local and
remote PEs while VRF pinging PE-to-PE;

4. Ping CE-to-CE to verify that PEs are
correctly switching the traffic

Have “deb ip icmp” enabled on both CEs while
pinging; helps to find the broken LSP

RST-3061
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MPLS VPN Fwd—Troubleshooting Tips

N T AT Cisco.com

5. If LFIB doesn’t have VPN entries, then
check that the FIB doesn’t have “punt”
adj for those prefixes. Unless adj is
resolved, LFIB won’t have such entries.

RST-3061
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So you have been reported about the VPN traffic outage:
1. First, verify “VRF ping” from PE1 to PE2

2. If passed, then either CE->PE or PE->CE may be the problem=>not a MPLS
core prob; STOP and Check whether the packets are getting dropped by
ingress LC on PE

If failed, then MPLS core may be the problem; PROCEED
“Ping” ingress PE to egress PE to verify the IP reachability
If failed, then STOP and verify egress PE’s route hop-by-hop

If passed, then traceroute PE1->PE2 and PE2->PEL1 to ensure the PE-to-PE
LSP setup

7. Also check for the labels in the each line of the traceroute output (watch out
for the PHP)

8. If traceroute fails for some reason, then STOP and verify the label on
every hop

o g~ w

9. If good, then the problem may be very specific to the HW on either PE or P
routers; Find out that HW is dropping the packets

RST-3061
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» Let’s do some more troubles(hooting) ©

RST-3061
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MPLS VPN Fwd Plane—Trouble #1

L TR
#1: VPN connectivity is broken bet CEs
PEL P1 PE2
&wmqﬁﬁ@\ CcE2
Cﬂ§2 LoopO:lQlMlo-l?’-l-ﬁﬂ?:Z m

* Check the control plane information first
PE1#sh ip cef vrf vl 6.6.6.6; PE1#sh mpls for vrf vl |inc 5.5.5.5
PE2#sh ip cef vrf vl 5.5.5.5; PE2#sh mpls for vrf vl |inc 6.6.6.6
Make sure that the label information is correct

e Turnon “debipicmp” on both PEs

* lIssue “ping vrf vl <remote_PE-CE_address>" on both PEs

« Ifthey pass, then we have verified that the problem is not in the MPLS core.
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b‘ Ser2/0 @ 162,430
— A,

MPLS Backbone @
50p0:10:43.1.62/32

CELaga® Loopo:1013161/32

5.5.5.5/32 6.6.6.6/32
PE1#sh ip cef vrf v1200.1.62.4 PE2#sh mpls for vrf vl |inc 200.1.62.4
200.1.62.4/30, version 10, epoch 0, per-destination 25 Aggregate 200.1.62.4/30[V] 0O

sharing PE2#

0 packets, 0 bytes
tag information set
local tag: VPN -route- head
fast tag rewrite with
Recursive rewrite via 10.13.1.62/32, tags i

El#sh ip cef 10.13.1.62
10.13.1.62/32, version 56, epoch 0, per-destination sharing
0 packets, 0 bytes
tag information set
local tag: 18

{25} )
via 10.13.1.62, 0 dependencies, recursive v:;:ﬁ(()iﬁ;ffthemetom, 1 dependency
next hop 10.13.1.9, Ethernet1/0 via 10.13.)/62/32 next hop 10.13.1.5, Ethemet0/0

valid adjacency

tag rewrite with valid adjacency

tag rewrite with Et0/0, 10.13.1.5, tags imposed: {2001}
via 10.13.1.9, Ethernet1/0, 2 dependencies

traffic share 1

next hop 10.13.1.9, Ethernet1/0

valid adjacency
tag rewrite with Et1/0, 10.13.1.9, tags imposed: {2001}

PE1->PE2 Valldated fOf the Labels 0 packets, 0 bytes switched through the prefix
PE1#
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! Cisco.com
PEL @ Ser2/0 PE2 -
°, 2
&, MPLS Backbone —Z»,

CELugi® Lo0p0:10 13161532 00p0:10,13.1.62/32
5.5.5.5/32 6.6.6.6/32

PE1#sh mpls for vrf vl |i200.1.61.4 PE2#sh ip cef vrf v1 200.1.61.4

28 Aggregate 200.1.61.4/30[V] 0O 200.1.61.4/30, version 73, epoch 0, cached adjacency to

Serial2/0
0 packets, 0 bytes
tag information set
local tag: VPN -route- head
fast tag rewrite with Se2/0, point2point, tags imposed:
{2003 28}
via 10.13.1.61, 0 dependencies, recursive
next hop 10.13.2.5, Serial2/0 via 10.13.1.61/32
valid cached adjacency
tag rewrite with Se2/0, point2point, tags imposed:
{2003 28}

PE1#

PE1->PE2 Validated for the Labels
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b‘ Ser2i0 @ 200.1.62.4/30
— A,

MPLS Backbone

&> @
CELg® oopo:10.131:61/32 G0p01013162/32 N

5.5.5.5/32 6.6.6.6/32

PE2#deb ip icmp

ICMP packet debugging is on

PE2#

PE2#

*May 11 00:42:16.353: ICMP: echo reply sent, src

PE1#ping vrf v1 200.1.62.5 200.1.62.5, dst 200.1.61.5
Type escape sequence to abort. *May 11 00:42:16.473: ICMP: echo reply sent, src

Sending 5, 100-byte ICMP Echos to 200.1.61.5, timeout is 200.1.62.5, dst 200.1.61.5
2 seconds: *May 11 00:42:16.581: ICMP: echo reply sent, src
200.1.62.5, dst 200.1.61.5
Success rate is 0 percent (0/5) *May 11 00:42:16.701: ICMP: echo reply sent, src
PE1# 200.1.62.5, dst 200.1.61.5
*May 11 00:42:16.813: ICMP: echo reply sent, src
200.1.62.5, dst 200.1.61.5
PE2#

e OK... Although the pings failed on PE1, ICMP debugs on PE2
confirms that PE1->PE2 LSP is error free

PE1l#deb ip icmp
ICMP packet debugging is on
PE1#

« Let’s ping in the other direction to find out the opposite path

RST-3061
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@w 2001.62.4/30
e \s&\ :
EL0
MPLS Backbone &>,
CEl s’ LoopO:lO.lMlo-l?’-l-ez/?’z (==

5.5.5.5/32 6.6.6.6/32

PE1#deb ip icmp

N PE2#deb ip icmp
ICMP packet debugging is on
PE1# P 99ing ICMP packet debugging is on

PE1# PE2#

PE1# PEl#ping vrf v1 200.1.61.5
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 200.1.61.5, timeout is
2 seconds:

Since PE1 didn’t get any gl]ccess rate is O percent (0/5)
ICMP echos PE1#

a) either PE2->PE1 LSP is broken

, We Already
R Verified this Earlier

c) or PElis dropping the received MPLS packets for some reason

Ok... so let’s troubleshoot for (a) first.
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PEL

<1 PE2
== Ser2/0 "
= MPLS Backbone —Z»,
CElNngigeel L00p0:10.13.161/32 50p0:10.13.0.62/32

5.5.5.5/32 6.6.6.6/32

PE1#ping 10.13.1.62 PE2#ping 10.13.1.61
Type escape sequence to abort. Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.13.1.62 Sending 5, 100-byte ICMP Echos to 10.13.1.61, timeout is
2 seconds: 2 seconds:
1 1
Success rate is 100 percent (5/5), round-* Success rate is 100 percent (5/5), round-trip min/avg/max
= 40/57/92 ms = 28/52/72 ms
PE1# PE2#

Pl#sh npls forward 10.13.1.61

Local CQutgoing Prefix Bytes tag Qutgoing Next Hop

tag tag or VC or Tunnel Id swi t ched interface

2003 Unt agged 10. 13. 1. 61/ 32 0 Et 0/ 0 10.13.1.6

Unt agged 10.13.1.61/32 0 Et1/0 10.13.1.10
P1#

» IP reachability is confirmed between PE1 and PE2. GOOD. But that doesn’t
validate the LSP.

rseodVe will have to check P1's LE\IE}‘to confirm whether it has correct label for PEL.

8186_05_2003_c1 2003, Cisco Systems, Inc. All rights r
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« Remember—"untagged” outgoing label
means that get rid of the label stack;
Hence, the VPN label is lost at P1

* “untagged” label for /32 routes inside the
MPLS core is almost always bad
* To fix this “untagged” problem,
Validate LIB bindings on P1
If fine, then “clear ip route 10.13.1.61” on P1

If the above doesn’t fix, then “deb mpls Ifib
o cef” to dig further
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« Although less reliable, traceroute can also be
used to identify “untagged” problem, as shown:

RSP- PE- SQUTH- 3#t raceroute 10.13.1.23

Type escape sequence to abort.

Tracing the route to 10.13.1.23
1 10.13.6.25 [ MPLS: Label 66 Exp 0] O nsec 4 msec O nsec
2 10.13.2.65 [MPLS: Label 75 Exp 0] 4 nsec O msec O nsec
3 10.13.2.77 [ MPLS: Label 70 Exp 0] 48 nsec 80 nsec 268 nsec

[ 4 10. 13.2.38 0 nsec_4 nsec_0 _nsec ] ——— No Label

5 10.13.3.94 0 nsec * 0 nsec

RSP- PE- SQUTH- 3#

After the problem got fixed, the traceroute output correctly showed the label at the step 4 -

RSP- PE- SQUTH- 3#t raceroute 10.13.1.23
Type escape sequence to abort.
Tracing the route to 10.13.1.23
1 10.13.6.25 [ MPLS: Label 66 Exp 0] O nsec 4 msec O nsec
2 10.13.2.65 [ MPLS: Label 75 Exp 0] 4 nsec O msec O nsec
3 10.13.2.77 [ MPLS: Label 70 Exp 0] 48 nsec 80 nsec 268 nsec
[ 4 T10.13.2.38 TMPLS: Tabel 41 EXP O] 0 nmsec 4 nsec 0 nsgc
5 10.13.3.94 0 nsec * 0 nsec
RSP- PE- SQUTH- 3#

RST-3061
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T P
#2: VPN connectivity is broken bet CEs

P1

PE1 PE2

A E—
Q;H}- ®°  MPLS Backb 2
ackbone T,
CELuga? .o Mlo.ls.l.ezlsz —-—

0p0:10.13.1.61/32
5.5.5.5/32 6.6.6.6/32

« Similar to #1, traffic could be dropped due to
incorrect label(s)

* IGP Label Mismatch on P/PE (can be detected by
PE-to-PE traceroute)

* Let’s troubleshoot using the steps outlined in the
slide#71
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(step 1) Try VRF pinging PE-to-PE -

RSP- PE VEEST- 4#pi ng vrf v39 30.39.130. 4

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 30.39.130.4, tineout is 2
seconds:

Success rate is 0 percent (0/5)

RSP- PE- VEEST - 4#

Ooops... ping failed. Jump to Step 3. Let’s verify the label
information in the FIB for the VPN prefix

RSP- PE- ST - 4#sh ip cef vrf v39 30.39.130.4
30.39.130.4/30, version 16, epoch 0, cached adjacency to P0S4/0/ 0
0 packets, 0 bytes
Flow AS 0, mask 30
tag information set
local tag: VPN route-head
+He with PO4/0/0, point2point, tags inposed: {154 19}
0 dependenci es, recursive
7.37, POS4/0/0 via 217.60.217.3/32
valid cached adjacency
tag rewite with PO4/0/0, point2point, tags inposed: {154 19}
RSP- PE- VST - 4#

Looks good. Let's check the IP connectivity to the BGP next-hop 217.60.217.3

RST-3061
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(Step 4) Try pinging the remote PE
RSP- PE- VEEST- 4#pi ng 217.60. 217. 3 source 10.13.1.74

Type escape sequence to abort.

Sending 5, 100-byte |ICVP Echos to 217.60.217.3, timeout is 2
seconds:

Packet sent with a source address of 10.13.1.74

Success rate is 0 percent (0/5)

RSP- PE- VEEST - 4#

Oops,..we can't even ping. ® So, we get to Step (5).

(Step 6) Let's check for the route and the label to 217.60.217.3 hop-by-hop. Pick up the physical next-hop and
telnettoit.

RSP- PE- VEEST- 4#sh ip cef 217.60.217.3
217.60.217.3/32, version 115235, epoch 0, cached adjacency to POS4/0/0
0 packets, 0 bytes
Flow AS 0, mask 32
tag i nformation set
local tag: 224
fast tag rewite with PO4/0/0, point2point, tags inposed: {154}
via 10.13.7.37, POS4/0/0, 1 dependency
4/ 0/ 0 154 is what this

Td ca Y
tag rewite with PO4/0/0, point2point, tdgs inposed: {154} s 'ovter forwards the
RSP- PE- VEEST- 4# packet with
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(Step 6) So let’s telnet to the first next-hop 10.13.7.37, and check the LFIB entry for 217.60.217.3 on it.

RSP- PE- VEEST - 4#t el net  10.13.7.37

Open...

GSR P-VEST- B#

GSR P-VEEST- B#sh npls for 217.60.217.3

Local CQutgoi ng Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi tched interface

| 213 160 217.60. 217. 3/32 0 lAT7/ 1.248 poi nt 2poi nt
GSR P-VEST- BF

That's it. You see the problem !!!! ©

The previous router is ending packet destined to 217.60.217.3 with label=154, but this router expects
label 213 for it.

So what happens to the MPLS packet with label=154 ? See below -

GSR P-VEEST- B#sh npls for |abel 154

Local CQutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi tched interface
154 186 10.13. 1. 45/ 32 2683949106 G 1/0 10.13.2.81

GSR P-VEST- Bfsh deb
MPLS packets received with label=154 are forwarded on Gig1/0 with label=186. Probably, the next-hop
router is either dropping or sending the packets somewhere else.

In the absence of any entry for label=154, packets will be dropped right on this router.
RST-3061
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* To fix the label mismatch problem:
—Validate LIB bindings for the prefix

—If LIB has correct binding, then “clear ip route
<prefix>" should fix

—If not, then LDP neighbors are out-of-sync,
flap the LDP neighbor

RST-3061
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N T P
#3: VPN traffic of 1492B (or more) fails

P1

PEL @1%;
Ser2/0 @ CE2
&> % MPLS Backbone T,
oS === Loopo:lo.lMlo.ls.Lez/sz [~

5.5.5.5/32 6.6.6.6/32

» Default MTU size of Ethernet is 1500 Bytes

* Presence of 2 labels (8 Bytes) reduces the
IP data from 1500B to 1492B in the packet

* Hence, PE will drop any (CE-sent) packet
that has DF bit set and exceeds 1492B

RST-3061
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* This could be confirmed by doing pings
with sweeping sizes and DF bit=1

GSR-PE -NTHWEST-4#ping vrf v29

Protocol [ip]:

Target IP address: 200.29.75.1

Repeat count [5]: 1

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: yes

Source address or interface:

Type of service [0]:

Set DF bit in IP header? [no]: yes

Validate reply data? [no]:

Data pattern [0OXABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]: yes

Sweep min size [36]: 1400

Sweep max size [18024]: 1500

Sweep interval [1]:

Type escape sequence to abort.

Sending 101, [1400..1500]-byte ICMP Echos to 200.29.75.1, timeout is 2 seconds:
T e e ey

Success rate is 92 percent (93/101), round -trip min/avg/max = 1/22/200 ms
GSR-PE-NTHWEST-4#

RST-3061
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e T

To fix this problem:

on all the MPLS enabled interfaces
“Router(config-ify#mpls mtu 1508”

* Also make sure that the trunks on the L2
switches (if present) are enabled with
jumbo frame

“ Switch#show port jumbo”

RST-3061
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* Increase the MPLS MTU size to 1508 (for 2 labels)

“Switch(config)#set port jumbo <mod/port> enable”

87
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 MPLS seems cryptic, but it is not©
* Whether to look at FIB or LFIB?
* Whether it is a BGP or MPLS problem?

* Whether the problem is within the core or
outside the core?

* Ongoing IETF work to ease operators
LSP ping, MPLS MIBs etc.
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3

* Feel free to download the powerpoint preso here
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MPLS and VPN

Architectures, CCIP Edition | i
ISBN: 1587050811

MPLS and VPN

Architectures, Vol Il
ISBN: 1587051125

Available on-site at the Cisco Company Store
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Visit the World of Solutions
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* Learn more about products and services
surrounding the technologies covered in
this session in the World of Solutions.

* The World of Solutions is open:

Tuesday: 11:00am ? 2:00pm
5:00pm ? 8:00pm

Wednesday: 11:00am ? 2:00pm
5:00pm ? 7:00pm
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« Let’s go through the configuration steps
and understand the relevant show
commands at each step

* eBGP is the chosen PE-CE protocol

RST-3061
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RR1

@'
Pe AS#1 P1 PE2
L == Ser2/0 @,
-— u\u\ CE2
L00p0:10.13% PLS Backbon

« =

]
ipvrfvl
rd1:1
import map rajiva-import
export map rajiva-export
route-target export 1:1
route-target import 1:1
route-target import 3:3

]

Interfce Serial2/0

Ip vrf forwarding v1
Ip add 200.1.61.5/30
!

PEl#sh ip vrf detail vl
VRF v1; default RD 1:1; default VPNID <not set>

Serial 2/0 <

Interface(s) Associated

Connect ed addresses are not in global routing table with VRF v1
EXPoOT T VEN TOUTE-T4arget bUIIIILIIIi li €S
RT:1:1
I mport VPN route-target comunities < Import and Export
RT:1:1 RT: 3: 3 Route-targets that
Tnport route-map: rajiva-import Are Configured
Export route-map: rajiva-export <
PR Export or Import-map
PE1l#sh ip route vrf vl connected if Configured
200.1.61.0/30 is subnetted, 1 subnets
Cc 200.1.61.4 is directly connected, Serial2/0
PEL#
RST-3061
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router bgp 1
1

address -family ipv4 vrf v1

redistribute connected

neighbor 200.1.61.6 remote-as 65000
neighbor 200.1.61.6 activate

neighbor 200.1.61.6 as-override

no autosummary
exit-address -family
1

==
==
AS#1 P1 1043.1.21/32‘
—

PETI#sh ip bgp vpnv4 vrf vl summary

BGP router identifier 10.13.1.61, |ocal AS nunber 1

BGP table version is 2818, nmain routing table version 2818
3 network entries using 363 bytes of nenory

3 path entries using 192 bytes of nenory

8 BGP path attribute entries using 480 bytes of menory

1 BGP extended community entries using 24 bytes of menory |
................... TTest 15 aeleted.............
BGP activity 19/12 prefixes, 1402/1394 paths, scan interval 15 secs

Nei ghbor \% AS MsgRcvd MsgSent Tbl Ver 1 nQ Qut Q Up/ Down St at e/ Pf xRecd
C_EJ> 200.1.61.6 4 65000 5544 5540 2818 0 0 00:04:39 4
PE1#

* All the eBGP neighbors i.e. CEs in VRF v1

RST-3061
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r;)uler bgp 1 RR1
address -family ipv4 vrf vl @
redistribute connected U\
ighbor 200.1.61.6 te-as 65000
Eiighbﬁﬁ 2001616 activate AS#1 PL 101312032
neighbor 200.1.61.6 as-override =)
no autosummary
exit-address -family CE2
!
—
PEl#sh ip bgp vpnv4 vrf vl neighbors 200.1.61.6 routes
BGP table version is 2835, local router IDis 10.13.1.61
Status codes: s suppressed, d danped, h history, * valid, > best, i - internal,
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
Route Distinguisher: 1:1 (default for vrf vi)
*> 5.5.5.5/32 200.1.61.6 0 0 65000 ?
*> 30.1.61.4/30 200.1.61.6 0 0 65000 ?
*> 30.30.30.1/32 200.1.61.6 0 0 65000 ?
* 200.1.61.4/30 200.1.61.6 0 0 65000 ?
Total nunber of prefixes 4
PEL1#
* BGP routes received from the CE in VRF v1
glss‘éggglzoos c1 2003, Cisco Systems, Inc. All ights reserved! 100
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' router bgp 1 Cisco.com
1

address -family ipv4 vrf vl

redistribute connected

neighbor 200.1.61.6 remote-as 65000

neighbor 200.1.61.6 activate

neighbor 200.1.61.6 as-override

no autosummary

exit-address -family

-—

PEl#sh ip bgp vpn vrf vl
BGP table version is 26, local router IDis 10.13.1.61

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal,
r RRB-failure, S Stale
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
Route Distinguisher: 1:1 (default for vrf vi)
*> 5.5.5.5/32 200.1.61.6 0 0 65000 ?
*> 30.1.61.4/30 200.1.61.6 0 0 65000 ?
*> 30.30.30.1/32 200.1.61.6 0 0 65000 ?
Z00. I. 61. 47 30 Z00. I.61. 6 0 0 65000 ?
| *> 0.0.0.0 | 0 32768 ?
FELH
* BGP routes in VRF v1 (from CE and PESs)
RST-3061
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MPLS VPN Control Plane—
PE-CE Protocol

Cisco.com

router bgp 1
1

address -family ipv4 vrf v1

redistribute connected

neighbor 200.1.61.6 remote-as 65000
neighbor 200.1.61.6 activate

neighbor 200.1.61.6 as-override

no autosummary
exit-address -family
1

"\
10.13.1.21/32

P1

PEl#sh ip bgp vpnv4 vrf vl 200.1.61.4

BGP routing table entry for 1:1:200.1.61.4/30, version 24
Paths: (2 available, best #2, table v1)

Advertised to non peer -group peers:

S | LETE ]

200.1.61.6 from 200.1.61.6 (20.20.20.1)
Oigin inconplete, netric O, |local pref 100, valid, external
Ext ended Community: RT:1:1

Local

0.0.0.0 from0.0.0.0 (10.13.1.61)
Export ; ; al pref 100, weight 32768, valid, sour cm

RT RV e
> l Extended Conmunity: RT:1:1 |

PET#

* Routes in BGP table of VRF v1 (from CEs+PESs)
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MPLS VPN Control Plane—
PE-CE Protocol

router bgp 1 RR1
!

==
==
AS#1 P1 10.13.1.21/3ﬁ
=

address -family ipv4 vrf vl

redistribute connected

neighbor 200.1.61.6 remote-as 65000
neighbor 200.1.61.6 activate

neighbor 200.1.61.6 as-override

no autosummary
exit-address -family

PEt#sh—ipbgpvpnv4 vrf vl |abels

Net wor k Next Hop I'n | abel /Qut | abel
Rout e Distinguisher: 1:1 (v1)

0.0.0.0 0.0.0.0 26/ aggr egat e(v1)

5.5.5.5/32 200.1.61.6 27/ nol abel

30.1.61.4/30 200.1.61.6 28/ nol abel

30. 30. 30. 1/ 32 200.1.61. 6 29/ nol abel

200. 1. 61. 4/ 30 200.1.61.6 30/ nol abel

0.0.0.0 30/ aggr egat e(v1)

De1 4

* Routes and labels in BGP table of VRF v1
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MPLS VPN Control Plane—
PE-CE Protocol

router bgp 1 RR1

!

address -family ipv4 vrf v1 .@‘
redistribute connected

neighbor 200.1.61.6 remote-as 65000 P1 101312132
neighbor 200.1.61.6 activate

neighbor 200.1.61.6 as-override
no autosummary
exit-address -family

PEl#sh npls forwarding vrf vl

Local CQutgoing Prefix Bytes tag Qutgoing Next Hop

tag tag or VC or Tunnel Id swi t ched interface

27 Unt agged 5.5.5.5/32[ V] 0 Se2/0 poi nt 2poi nt
Se2/ 0 poi nt 2poi nt

29 Unt agged 30.30.30.1/32[V] O Se2/ 0 poi nt 2poi nt

30 Aggregate  200.1.61.4/30[V] O

PE1#

* Routes learned from CEs go into the LFIB

RST-3061
8186_05_2003_cl 2003, Cisco Systems, Inc. All ights reserved!

Cisco.com

104

52



RST-3061
8186_05_2003_cl

router bgp 1
1

MPLS VPN Control Plane—PE-

router bgp 1 RR1
!

bgp router-id 10.13.1.61

neighbor 10.13.1.21 remote-as 1
neighbor 10.13.1.21 update-source LoO
!

bgp router-id 10.13.1.21

address-family vpnv4
neighbor 10.13.1.61 activat

address -family vpnv4
neighbor 10.13.1.21 activate
neighbor 10.13.1.21 send-comm both

PEl#sh ip bgp vpnv4 all sunmary

BGP router identifier 10.13.1.61, |ocal AS number 1
BGP table version is 26, nmin routing table version 26
5 network entries using 605 bytes of nenory

6 path entries using 384 bytes of nmenory

....... .deleted................

BGP using 1361 total bytes of nenory
BGP activity 26/20 prefixes, 1428/ 1421 paths, scan interval 15 secs

Neighho \% AS MsgRcvd MsgSent Thl Ver 1nQ QutQ Up/ Down St at e/ Pf xRed
10.13.1.21 4 1 6240 7612 26 0 0 00:28:00 1
4

200.1.61.6 65000 5594 5596 26 0 0 00:31:22 4
PE1#

* Lists PE’s not only MP-BGP peers, but also CE peers
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neighbor 10.13.1.61 sendcomm both

neighbor 10.13.1.61 remote-as 1
neighbor 10.13.1.61 updatesource LoO
!

105

router bgp 1
!

MPLS VPN Control Plane—RR

bgp router-id 10.13.1.62
router bgp 1 neighbor 10.13.1.21 remote-as 1
!

bgp router-id 10.13.1.21

neighbor 10.13.1.62 remote-as 1
neighbor 10.13.1.62 update-source LoO
]

vaddress -family vpnv4
neighbor 10.13.1.21 activate

'address -family vpnv4

neighbor 10.13.1.62 activat

neighbor 10.13.1.62 sendcomm both
!

2/0

==
:10.13°% ol
PLS BaCk Loop0:10.13.1.62/32

CE2

o

RR1#sh ip bgp vpnv4 all |abels

Net wor k Next Hop I'n | abel /Qut | gbel
Route Di stinguisher: 1:1

5.5.5.5/32 10.13.1.61 nol abel / 27

30. 1. 61.4/30 10.13.1. 61 nol abel / 28

30. 30. 30. 1/ 32 10.13.1.61 nol abel / 29

200. 1. 61. 4/ 30 10.13.1.61 nol abel / 30

200. 1. 62. 4/ 30 10.13. 1. 62 nol abel / 25
RR1#
RR1#sh npls forwarding
Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel I|d swi t ched interface
RR1#

* RR shouldn’t allocate any local label; hence, LFIB shouldn’t
have any VPN prefix

RST-3061
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neighbor 10.13.1.21 update-source LoO
]

neighbor 10.13.1.21 sendcomm both
]
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router bgp 1 \
1

bgp router-id 10.13.1.62
neighbor 10.13.1.21 remote-as 1
neighbor 10.13.1.21 updatesource LoO
1

address-family vpnv4

neighbor 10.13.1.21 activate
neighbor 10.13.1.21 sendcomm both
1

—
&2, @Elwopozmll - PLS Backbon 60p0:10.13.1.62/32

MPLS VPN Control PIane—PE

o

PE2#sh ip bgp vpnv4 all sunmary

BGP router identifier 10.13.1.62, |ocal AS number 1

BGP table version is 96, nmin routing table version 96

5 network entries using 605 bytes of nenory

5 path entries using 320 bytes of nenory

1 BGP extended community entries using 24 bytes of nenory
....................... .deleted........oceeinins

BGP activity 25/19 prefixes, 36/30 paths, scan interval 15 secs

RR1 | Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1nQ QutQ Up/ Down St at e/ Pf xRed
— 10.13.1.21 4 1 6219 6188 9% 0 0 4do7h 4
—> 200.1.62.6 4 65000 6185 6220 96 0 0 4d07h o1
CE2 | PE2#

* CE2 is not advertising any prefix to PE2
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router bgp 1 \
1

ng router-id 10.13.1.62
neighbor 10.13.1.21 remote-as 1
neighbor 10.13.1.21 update-source LoO

MPLS VPN Control PIane—PE

RR1
address-family vpnv4
.@‘ neighbor 10.13.1.21 activate
PE neighbor 10.13.1.21 send-comm both
AS#1 P1 !

oz = = Ser2/0
u u ‘\ CE2
/?opo:ml T PLS Backbon

@ CE1 60p0:10.13.1.62/32 =2

PE2#sh ip bgp vpnv4 vrf vl
BGP table version is 96, |ocal router IDis 10.13.1.62

Status codes: s suppressed, d danped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path

Route Distinguisher: 1:1 (default for vrf vi)

*>j5.5.5.5/32 10.13.1.61 0 100 0 65000 ?

*>j 30. 1. 61. 4/ 30 10.13.1.61 0 100 0 65000 ?

*>j 30. 30. 30. 1/ 32 10.13.1.61 0 100 0 65000 ?

*>j 200. 1. 61. 4/ 30 10.13.1.61 0 100 0 ?

*> 200. 1. 62. 4/ 30 0.0.0.0 0 32768 ?

PE2#

* PE2 receives 4 routes from PE1 (via RR1)
RST-3061
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router bgp 1
1
bgp router-id 10.13.1.62

neighbor 10.13.1.21 remote-as 1
neighbor 10.13.1.21 updatesource LoO
1

MPLS VPN Control PIane—PE

RR1

=

PE -—
AS#1 P1

=3 (== Ser2/0

Se/TZ/O’ m CE2
LooPOL0LTE PLS BaCkbon 00p0:10.13.1.62/32
.@‘ CE1 P .®‘

.address -family vpnv4

neighbor 10.13.1.21 activate
neighbor 10.13.1.21 sendcomm both
!

PE2#sh ip bgp vpnv4 vrf vl |abels
Net wor k Next Hop I'n | abel /Qut | abel
Rout e Di stinguisher: 1:1 (vl)
5.5.5.5/32 10.13.1.61 nol abel / 273
30.1.61.4/30 10.13.1.61 nol abel / 2. \
30. 30. 30. 1/ 32 10.13.1.61 nol abel / 2!
200. 1. 61. 4/ 30 10.13.1.61 nol abel ISK
200. 1. 62. 4/ 30 0.0.0.0 25/ aggr egat e
PE2# L
[ VPN tabel (or BGP label)
RST-3061
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router bgp 1 \
1

address -family ipv4 vrf vl

redistribute connected

neighbor 200.1.62.6 remote-as 65000
neighbor 200.1.62.6 activate

neighbor 200.1.62.6 as-override

no autosummary
exit-address -family
]

MPLS VPN Control PIane—PE

PE
AS#1 P1
(==

200,1,61.4/30 =) z
Ser2/,
Loop0:10.13%- PLS Backbon _ﬁop%m 2

VPNv4 address

PE2#sh ip bgp vpnv4 vrf vl 200.1.61.4 _
BGP routing table entry fof 1:1:200.1.61.4/30 a'm on 95

Paths: (1 available, best #1,| table vl) 4

Advertised to non peer-group peers: | prefix is imported in VRF|v1 |
200.1.62.6
Local _
10.13.1.61](netric 75) fron[10.13.1.21 (J10.13.1.21) RR1

Oigin inconplete, netric 0, |ocal pref 100, valid, internal ,
Extended Community: RT:1:1

Originator: 10.13.1.61, Custer list: 10.13.1.21

PE2#

« 200.1.61.4 is accepted since its RT=1:1
matches with “import RT” of VRF vl on PE2
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MPLS VPN Control Plane—PE
T T
—~

RR1 !

ip vrfvl

rd 1:1

route-target both 1:1
1

PE2#sh ip route vrf vl 200.1.61.4
Routing entry for 200.1.61.4/30

Known via "bgp 1", 1|i stance 200, netric 0, type internal
ast update 1rom I0.13.1.61 00:03: 42 ago
Routing Descriptor Bl ocks:
uI t-1P-Routing-Tabl e), from 10.13.1.21, 00:03:42 ago
Route netric is 0, traffic share count is 1

AS Hops 0O

PE2#

RST-3061
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MPLS VPN Control Plane—PE
T T
—~

!

interface Ethernet0/0

ip vrf forwarding v1

ip address 200.1.62.5 255.255.255.252
!

= &I,
Eth0/0
CE2
00p0:10.13:H PLS Backbon _/
00p0:10.13.1.62/32 @5,
—

PE2#sh ip cef vrf vl 200.1.61.4
200. 1. 61. 4/ 30, version 39, epoch 0, cached adjacency to Serial 2/ 0

BT
| ocal tag: VPN-route-head fiolocaliave
fast tag rewite wth , poi nt2point, tags inposed: {2003 30}

0 dependenci es, recursive IGP label
nex Op 10.13.2.5, Serial2/0 via 10.13.1.61/32 @l
valid cached adjacenc
tag rewite with Se2/0, boi nt 2poi nt| tags inposed: {2003 30} |

200.1.61.4/30

CE1

be sent with the label stack

PEZ# | | The outgoing packet will
on Se2/0

» Traffic received on Eth0/0 will be an IP traffic, hence PE2
will do a CEF lookup in the VRF v1
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MPLS VPN Control Plane—PE

RR1

e

!

interface Ethernet0/0

ip vrf forwarding v1

ip address 200.1.62.5 255.255.255.252
!

PE
AS#1 P1
(=

ge/rz/g, Ser2/0
L00p0:10.13:%:
@ CE1 °r PLS Backbon 00p0:10.13.1.62/32

PE2#sh npls forwarding vrf vl

o

Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel I|d swi tched interface

25 Aggregate  200.1.62.4/30[V] O

PE2#

* CE learned VPN routes must be in the LFIB

« PE1's advertised VPN routes shouldn’t be in the
PE2’'s LFIB; no need
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MPLS VPN Control Plane—PE

[ T T TTTTT T TTTTTATANT Cisco.com
RR1
f—f
PE
AS#1 P1
PE2
L00p0:10.134 PLS Backbon

&I, Wm.mlsmz =2
—-— 5! ’ -

CE2#sh ip route 200.1.61.4

CEZ Sends Routing entry for 200.1.61.4/30

Known via "bgp 65000", distance 20, netric O

an IP Tl’affIC Tag 1, type external

Last update from 200.1.62.5 20:50: 28 ago

Routing Descriptor Bl ocks:
to PEZ’ PE2 * 200.1.62.5, from200.1.62.5, 20:50:28 ago
Route netric is 0, traffic share count is 1
Does a FIB AS Hops 1

Lookup and |cer
CE2#sh ip cef 200.1.61.4

Sends MPLS 200.1.61.4/30, version 8, epoch 0, cached adjacency 200.1.62.5

0 packets, 0O bytes
1 via 200.1.62.5 0 dependencies, recursive
Trafflc to Pl next hop 200.1.62.5, Ethernet0/0 via 200.1.62.5/32
val id cached adj acency
CE2#
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