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Monitoring Resource Leaks Using the Application Verifier Tool for Windows Mobile 5.0

Monitoring Resource Leaks Using the

Application Verifier Tool for Windows
Mobile 5.0

L The objective of this lab is to use the Microsoft Windows CE 5.0 Test Kit and the
Objectives Application Verifier Tool to monitor possible resource leaks and memory

corruptions while running an application on a Windows Mobile 5.0 Pocket PC

Phone Emulator. You will then use the Application Verifier Tool to examine the

generated logs.

In this lab, you will perform the following exercises:

=  Launching ActiveSync and the Windows Mobile 5.0 Pocket PC Phone

Emulator

=  Copying the required program files from the desktop computer to the
emulator by using ActiveSync Etc

=  Launching and setting up the Windows CE 5.0 Test Kit

= Launching the Application Verifier Tool from the Windows CE 5.0 Test
Kit and setting it up to run the test application

=  Running the test application and obtaining the logged data
=  Analyzing the logged data with the Application Verifier Tool

Scenario This lab uses ActiveSync to make a connection between the Pocket PC Phone
Emulator and the development workstation. If this connection is lost, be sure it is
restored. For more information about setting up an ActiveSync connection, see
“Launch and set up Microsoft ActiveSync” in Exercise 1. Also, be sure that the
Pocket PC Phone Emulator is running and is cradled at all times in this lab.

Estimated Time to 45 Minutes
Complete This Lab

Computer used in this Lab MEDC
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Exercise 1
Launching ActiveSync and the Windows Mobile 5.0 Pocket

PC Phone Emulator

Scenario
In this exercise, you will launch ActiveSync and then launch the Windows Mobile 5.0 Pocket PC Phone Emulator
from Visual Studio 2005.

Tasks Detailed Steps
1. Launch and set up a. On the desktop computer, click Start | All Programs | Microsoft ActiveSync.
ActiveSync This step launches the Microsoft ActiveSync, as shown in Figure 1.

=

File Wiew Tools Help

@ ST @ Schedule n’;‘} Explore

No partnerships O
o
Mot connected

Show Details ¥

Figure 1. Microsoft ActiveSync
b. In ActiveSync, click File | Connection Settings.
c. Select the following setting in the Connection Settings dialog box, as shown in
Figure 2:
= Select Show status icon in taskbar.
= In the Select Allow connections to one of the following box, select DMA.
=  In the This computer is connected to box, select Automatic.
= Select Open ActiveSync when my device connects.

@ Connection Settings ﬂ
W aiting for device to connect
Connect. .. |

Iv Show status icon in taskbar
[T allows USE conmections

I+ Allow connections to one af the Fallowing:

[ =]

Thiz computer iz connected ko
I.-'l'xutnjmatic ;I

I+ Open sctiveSync when my device connects

Help | (] I Cancel
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Tasks Detailed Steps

Figure 2. Connection Settings dialog box
d. Click OK to save the settings.
e. Minimize ActiveSync.

2. Launch the Windows a. On the desktop computer, click Start | All Programs | Microsoft Visual Studio

Mobile 5.0 Pocket 2005 | Microsoft Visual Studio 2005.

PC Phone Emulator b. In Visual Studio, click Tools | Device Emulator Manager to open the Device
from Visual Studio Emulator Manager, as shown in Figure 3.

2005

B Device Emulator Manager o ] 4
File  Actions ﬂelpl
Refresh |

= Pocket PC 2003
- Pocket PC 2003 SE Emulatar
- Pocket PC 2003 SE Sguare Emulatar
i Pocket PC 2003 SE Square Y&A Emulatar
. Pocket PC 2003 SE Y54 Emulator
[=- Smartphone 2003
- Smartphane 2003 SE Emulatar
----- amarkphone 2003 5E QWEA Emulator
- Windows CE 5.0
[=- Windows Mobile 5.0 Pocket PC SDK
- \Windows Mobile 5.0 Pocket PC Emulatar
- \Windows Mobile 5.0 Pocket PC Phone Emulator
- Windows Mobile 5.0 Pocket PC Phone Square Emulator
- Windows Mobile 5.0 Pocket PC Phone Square VA Emulator
- Windows Mobile 5.0 Pocket PC Phone WGA Emulator
- \Windows Mobile 5.0 Pocket PC Sguare Emulator
- \Windows Mobile 5.0 Pocket PC Sgquare WaA Emulator
- Windows Mobile 5.0 Pocket PC Viaa Emulator
= Windows Mabile 5.0 Smartphone SDK
i Windows Mobile 5.0 Smartphone Emulator
----- Windows Mobile 5.0 Smartphone QWaA Emulator
- Others

Figure 3. Device Emulator Manager

¢. Minimize Visual Studio.

d. In the Device Emulator Manager window, right-click Windows Mobile 5.0
Pocket PC Phone Emulator in the list of emulators, and then click Connect to
launch the emulator. The emulator opens.

e. Wait for about a minute or so as the emulator boots up completely. If you get a
dialog box that says that a connection error has occurred, dismiss and ignore it.
After the emulator is booted, you should see the Today screen on the emulator.

f. Minimize the Pocket PC Phone Emulator window.

g. In the Device Emulator Manager window, verify that there is a green icon next to
Windows Mobile 5.0 Pocket PC Phone Emulator, as shown in Figure 4. If the
green icon is not present, the emulator may not have fully booted up yet. Wait for a
few more moments.
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Tasks

Detailed Steps

o

File Actions Help

& Refresh |
El-Packst PC 2003

i Pocket PC 2003 SE Emulator

-Pocket PC 2003 SE Square Emulakar

-Pocket PC 2003 SE Square Yiah Emulator

. Pocket PC 2003 SE Y54 Emulator

=) Smartphone 2003

- Smartphone 2003 SE Emulator

. Smartphane 2003 SE QYGA Emulatar

- Windows CE 5.0

[=- Windows Mobile 5.0 Pocket PC SDK

- \Windows Mobile 5.0 Pocket PC Emulatar

- ) Windows Mobile 5.0 Pocket PC Phone Emulator
- Windows Mobile 5.0 Pocket PC Phone Square Emulator
- \Windows Mobile 5.0 Pocket PC Phone Square Wi Emulator
- Windows Mobile 5.0 Pocket PC Phone WGA Emulator
- \Windows Mobile 5.0 Pocket PC Sguare Emulator

- Windows Mobile 5.0 Pocket PC Square WaA Emulator
- AWindows Mobile 5.0 Pocket PC WG Emulator

= Windows Mobile 5.0 Smartphone SDK

Windows Mobile 5.0 Smartphone Enulatar

- \Windows Mobile 5.0 Smartphone QA Emulator

- Others

Figure 4. Green icon symbolizing that the emulator is connected

h. Right-click Windows Mobile 5.0 Pocket PC Phone Emulator, and then click
Cradle to cradle the emulator, as shown in Figure 5.

[l Device Enulator Manager 10| =]
File Actions Help

[l- Datastare Refresh |
El-Pocket PC 2003

Pocket PC 2003 SE Emulator
Pocket PC 2003 5E Square Emulator
Pocket PC 2003 5E Square WaA Emulator
Pocket PC 2003 SE WGA Emulator
[=- Smartphone 2003
- Smartphone 2003 SE Emulator
. Smartphaone 2003 SE QviEA Emulatar
- Windows CE 5.0
= Windows Mobile 5.0 Pocket PC SDK
- Windows Mobile 5.0 Pocket PC Emulator
Y. inclows Mabile 5
- Windows Mobile 5.0
- Windows Mobile 5.0 Cradle
- Windows Mobile 5.0 Wrcradle
- windows Mobile 5.0 Shutdaown
- Windows Mobile 5.0
- Windows Mobile 5.0 e Serm Shali
=- 'u'\:'indnws Maobile 5.0 5ma g, a to Frant
- wtindows Mobile 5,0 Srereprore oo
- windows Mabile 5.0 Smartphone QYEaA Emulatar
- Others

Reset

Figure 5. Cradling the emulator

i. Wait for a minute or so as ActiveSync connects to the emulator.

j- If you get an ActiveSync message, “You will be able to synchronize only files,
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Tasks

Detailed Steps

folders, and other non-Outlook items if you continue”, click OK.
Note: The Synchronization Setup Wizard appears, as shown in Figure 6.

& synchronization Setup Wizard x|

Welcome to the Pocket PC Sync
Setup Wizard

To et up a zphc relationship bebween thiz computer and
wour Pocket PC, click Mest.
If wou click Cancel, pou can still

« LCopy and move files between your Pocket PC and
this computer

*  Add and remove programs on your Pocket PC

< Back

Cancel |

Figure 6. Synchronization Setup Wizard
k. Click Cancel to close the wizard.
Note: The Microsoft ActiveSync window appears.

I.  Verify that the text Connected appears in the Microsoft ActiveSync window, as
shown in Figure 7.

i

File View Tools Help

@ STIE Schedule % Explore
Guest :
Connected @

Show Details ¥

Figure 7. ActiveSync: Connected

m. Minimize the Microsoft ActiveSync window, and then minimize the Device
Emulator Manager window.

Note: If you don’t get to this point, be sure your ActiveSync connection settings are as

specified in Step 2 of the "Launch and set up Microsoft ActiveSync" procedure.
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Exercise 2

Copying the Required Program Files from the Desktop
Computer to the Emulator by Using ActiveSync

Scenario

In this exercise, you will copy the required program files from the desktop computer to the emulator.

Tasks

Detailed Steps

1. Copy the required
program files from
the desktop computer
to the emulator

a.

b
c.
d

On the Desktop, find the Lab Program Files folder, and then double-click it.

. Select leakdemo.exe, and then click Edit | Copy.

On the desktop computer, click Start | All Programs | Microsoft ActiveSync.

. On the Microsoft ActiveSync window, click the Explore icon to open the File
Explorer, as shown in Figure 8.

1 Mobile Device =10j x|
File Edit View Favorites Tools Help | #

¥ 5 X 9|

€ N A =) B ‘ﬁ‘ ‘ /.._\: Search Falders

Address I B Mobile Device j a Go
B o o o o o

My Windows Business My Music My Pictures Personal Templates

Mobile-Based

Device

Figure 8. File Explorer on the desktop computer

e. Double-click the My Windows Mobile-Based Device folder.

o

Paste the copied program file, leakdemo.exe, to this location. If a message appears

that says that ActiveSync may need to convert the file, click OK.
Wait for a few moments as the file is copied onto the emulator.
Close File Explorer and the Lab Programs Files folder.

Minimize the Microsoft ActiveSync window.
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Exercise 3

Launching and Setting Up the Windows CE 5.0 Test Kit

Scenario

In this exercise, you will launch and set up the Windows CE 5.0 Test Kit (CETK).

Tasks Detailed Steps
1. Launch and set up a. On the desktop computer, click Start | All Programs | Microsoft Windows CE
the CETK 5.0 | Microsoft Windows CE 5.0 Test Kit.

b. If you get a Windows Security Warning dialog box with the warning “Windows
Firewall has blocked some features of this program,” click the Unblock button to
enable all features of the Test Kit.

Note: If the Windows Firewall security warning appears, it may not appear in the
foreground. You may need to use the Windows taskbar to activate the window to
unblock the program. You should be aware of this note as you continue through the
following steps.

¢. In the Windows CE Test Kit window, click Connection | Start Client, as shown
in Figure 9.

[Ep windows CE Test Kit 10| =l
Server | Connection  View Tests Help

Skart the clientside program. s

Figure 9. Windows CE Test Kit
d. The Device Connection dialog box appears, as shown in Figure 10.
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Tasks Detailed Steps

x

— Platform k anager

Click Connect to uze Platform Manager to autormatically download and
start the clientside program.

[T Use'windows Sockets for the client/server communicatian,

Click Settings bo configure *windows CE Platform banager.

Settings...

— Manual connection

Click Manual Connection [nfo to learn bow to manually start the clientzide
pragarm without using Platform b anager.

tanual Connection Info... |

Cloge Help |

Figure 10. Device Connected dialog box

e. Click Settings. The Windows CE Platform Manager Configuration dialog box
appears, as shown in Figure 11.

Windows CE Platform Manager Configuration

Select a platform or device to configure

EI@ Wwindows CE Default Platform Add Device I
22 Default Device
Delete |

About I
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Tasks

Detailed Steps

Figure 11. Platform Manager Configuration dialog box

f. Under Windows CE Default Platform, select Default Device.

g. Click Properties. The Device Properties dialog box appears.

h. In the Transport box, select Microsoft ActiveSync.

i. In the Startup Server box, select Microsoft ActiveSync, as shown in Figure 12.
Device Mame:
|D efault Device
Select a transport and a starbup server. Choose Test o verify that you can
eztablizh a connection ko pour target device with the selected tranzport and
startup server
Transpart:
IMiu:ru:usu:uft ActiveSync j Corfigure... |
Startup Server:
IMiu:ru:usu:uft ActiveSync j Configure... |

Cancel | Test |
Figure 12. Device Properties dialog box
j- Click OK to save the settings.

k. If a dialog box appears with the message, “You have not tested with the current
transport and/or server,” click Yes to dismiss the message.

1. On the Windows CE Platform Manager Configuration dialog box, click OK.

2. Connect the CETK
to the emulator

a. On the Device Connection dialog box, be sure the Use Windows Sockets for the
client/server communication check box is not selected, as shown in Figure 13.
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Tasks

Detailed Steps

x

— Platfarm Manager

Click Connect ta use Platfarm Manager ta autormatically downlaad and
ztart the clientside program.

LConnect...

[T Usewindows Sockets for the client/server communication,

Click Settings to configure \windows CE Platform b anager.

Settings. ..

— banual connection

Click M anual Connection [nfo to learn how o manually start the clientzide
progarm without uzing Platform b anager.

M anual Connection Infa... |

Cloze Help |

Figure 13. Device Connection dialog box
b. Click Connect to make a connection between the Test Kit and the emulator.
Note: The Select a Windows CE Device dialog box appears, as shown in Figure 14.

select a Windows CE Device

=@ “windows CE Default Platiorm

------ F2 Default Device

LCancel

Figure 14. Select a Windows CE Device for connection
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Tasks

Detailed Steps

c. Select Default Device, and then click OK to initiate the connection.
d. Wait for a few moments as the connection is made.

e. If you get a Windows Security Warning dialog box with the warning, “Windows
Firewall has blocked some features of this program,” click Unblock.

Note: The Pocket PC emulator should now be listed in the Windows CE Test Kit
window, as shown in Figure 15.

=

Server Conneckion Wiew Tests Help

dows CE Test Kit Server
Pocket_PC {(ARMY4I}

| y

Figure 15. The emulator appears in the Windows CE Test Kit window

Note: Although the Pocket PC Phone Edition device emulator may be minimized, it
displays a Client Side window with continually updating status messages.
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Exercise 4

Launching the Application Verifier Tool from the
Windows CE 5.0 Test Kit and Setting It Up to Run the Test
Application

Scenario

In this exercise you will launch the Application Verifier Tool, and then set it up to run the test application.

Note: The Application Verifier Tool is shipped as part of the Windows CE 5.0 Test Kit. You can also download the
Application Verifier Tool by itself and run it without the Test Kit. However, for the stand-alone Application Verifier
Tool to work, it may require some connection components that ship with the Test Kit or Windows CE 5.0 (the
Platform Builder toolset). For this lab, you will launch the Application Verifier Tool from the Test Kit.

Tasks Detailed Steps

1. Launch the a. In the Windows CE Test Kit window, right-click Pocket_PC (ARMV4I), and then
Application Verifier click Tools | Application Verifier, as shown in Figure 16.
Tool

Zioix

Server Connection  Wiew Tests Help
=-{%, Windows CE Test Kit Server

R irgtPocket PC (ARMA:

Expand

Redetect Peripherals
Remove Device
Dewvice-Side Files..,

application Yerifier

CPL Monitar
Resource Consumner
Windows CE Stress

Starts the selected toal, S

Figure 16. Launching Application Verifier
b. Wait a few moments as the Application Verifier Tool opens.

Note: The Application Verifier Tool attempts to initiate a connection to the emulator.
The Device Connection dialog box appears.
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Tasks

Detailed Steps

c. Click Connect to connect to the Application Verifier Tool to the emulator.

d. In the Select a Windows CE Device dialog box, select Default Device, and then

click OK.

e. Wait (this could take up to a minute) as the connection is made.

Note: After the connection is made, the Device Connection dialog box automatically
closes, and the Application Verifier Tool appears, as shown in Figure 17.

B8 Windows CE Application Yerifier : Windows CE Default Platform i im] 5
To select applications to be verified, click Add. You can then The test settings for each application persist until the application
zelect test settings for each specific application. Once the iz removed from the Applications pane. To copy logs from the
applications appear in the Applications pane, you can run them device, click Get Logs. To view logs saved by yourself or another
by either clicking Run or by starting them marnually. person, click View Exported Log.

Applications: Test settings:
[ Heap Verifier
O Handle Leak Tracker
O shellVerifier
Test setting descriptior:
Add... | Hemovel B | Lonmnest.. | g 2
Select a test setting to view itz description. ;I
Optiong... | Get Logs... | Wiew Exported Log... | LI

Figure 17. The Application Verifier Tool

f. Do one of the following:

If the Application Verifier Tool appears, minimize the Windows CE Test Kit
window. Proceed to the next task: Load the test application in the Application
Verifier Tool.

If the Application Verifier Tool does not appear, repeat this procedure from Step
a. When you get to Step c, click the Settings button, select the Default Device,
and then click the Properties button. Be sure that the Transport and Startup
Server list values are both set to Microsoft ActiveSync, as shown in Figure 18,
and then click OK to save the settings. On the Windows CE Platform Manager
Configuration dialog box, click OK, and then continue with Step d.

Device Properties

Device Mame:

|D efault Device

startup server

Tranzport:

Select a transport and a startup zerver. Choose Test to wenfy that you can
establizh a connection to your target device with the selected transport and

I Microzoft ActiveSpnc

Startup Server:

;I Configure. ..

I kicrozoft ActiveSpnc

LCancel |

LI Configure. ..

_Confgue. |
[ |

Test |
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Tasks Detailed Steps

Figure 18. Device Properties dialog box

2. Load the test a. In the Application Verifier Tool, click Add. This step opens the Add Application
application in the dialog box.
Application Verifier b. Select the test application, Leakdemo.exe, as shown in Figure 19, and then click

Tool Open.

B8 Add Application x|

- Application Data -
- Appifent_chent. exe

- Appiferifzh. dll

- Clientside. exe

[~ Connbdgr

- Documents and Settings

- FakeRIL

- hitracker. dil

- M_I,I Dncuments

[~ Program Filez

- zhim_heap.dll

- shim_hleak. dll

- shirm_uzergdi.dll

- shirn_verifier.dll i
- shimeng. dll

- shimesp, exe

- aymhlp.dll

- Temo ll

YL eakdemo exe

Cancel | Open I

Figure 19. Adding the test application to the Application Verifier Tool

c. The Application Verifier Tool now shows leakdemo.exe in the list of applications
to monitor.

d. In the Test Settings box, select Heap Verifier, Handle Leak Tracker, and Shell
Verifier, as shown in Figure 20.
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Tasks

Detailed Steps

Ta select applications to be verified, click Add. You can then
zelect test gettings for each specific application. Once the
applications appear in the Applications pane, you can run them

B8 windows CE Application Yerifier : Windows CE Default Platform 0] x|

The test settings for each application persist until the application
iz remaved from the Applications pane. To copy logs from the
device, click Get Logs. Tao view logs zaved by yourself or anather

by either clicking Fun or by starting them manually. perzan, click View Exported Log.
Applications: Test zettings:
‘{deliadult} Heap Verifier
SaKCEM0.exE Handle Leak Tracker
Shell Verifier

Test setting d tian:
Add.. | Flemovel Fun | Connest... | S S LA

Select a test setting to view it description. ;I

Optians... | Get Logs... | “iew Exported Log... | LI

Figure 20. Test application loaded in Application Verifier
Note: You are now ready to run the application on the emulator.

Note: The following information may be useful when you are using the Application
Verifier Tool outside this Virtual Lab. For the best results, enable as many test
settings as possible. Additional test settings are available via the Options button. Note
that the test settings are stored in the registry of the device, so they persist until you
perform a clean reboot. You can monitor more than one application at the same time.
Simply add all of the applications that you are interested in by clicking the Add
button. To stop monitoring an application, remove it from the list of applications by
clicking the Remove button.
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Exercise 5

Running the Test Application and Obtaining the Logged

Data

Scenario

In this exercise, you will run the test application on the emulator, and then obtain the logged data.

Tasks

Detailed Steps

1. Run the test
application on the
emulator

a. In the Application Verifier Tool, click Run.

Note: When running the Application Verifier Tool outside this lab, in addition to using
the Run button, you can start an application directly from the device. For example,
you can start an application from a file browser, a shortcut, by clicking Start |
Programs (for Pocket PC), or by clicking Start (for Smartphone). The Run button
simply causes a CreateProcess(“Application Name”) call, which only works if your
application is on the PATH. Also, remember to load your applications into the
Application Verifier Tool (as explained in the “Load the test application in the
Application Verifier Tool” task), and then choose your test settings before you begin
to run the application. If your application is already loaded into memory before you
choose the Application Verifier Tool settings, those settings will not take effect until
the next time the application is reloaded into memory.

b. On the Windows taskbar, restore the Pocket PC Phone Emulator window.

c. Wait until the test application is running in the foreground of the emulator with the
title Minimal Windows App. Allow enough time (about 45 seconds for this lab)
for the application to be fully loaded.

d. Click the X button at the top right of the test application once to close the
application.

e. Wait for about 15 seconds as the logs are generated.

Note: The Application Verifier Tool automatically generates logs on process exit.
However, it is still possible to get the logs at other times too. The logs are useful when
you are testing drivers or other modules that don’t get unloaded. On Windows
Mobile 5.0-based Pocket PCs, you can find out which programs are running from the
memory control panel in the Settings control panel (Click Start | Settings. Click the
System tab, and then click Memory. Click the Running Programs tab). From this
location, you can also stop running applications.

f. Minimize the emulator's window.

2. Transfer the logged
data from the
emulator onto your
development
workstation

a. In the Application Verifier Tool, click the Get Logs button. This step opens the
File Browser.

b. Browse to the Desktop | Logs folder, and then click OK.

c. Wait until the Get Logs message appears, which notifies you that the logs have
been successfully copied.

d. Click OK to close the message box.

Note: Although the Application Verifier Tool stores the logged data in text files, it is
much more convenient to use the viewer on the Application Verifier Tool. The log files
are named according to the following convention:
AppVerifier_ProcessName_Processldentifier.log.

3. View the log files by
using the Application

a. In the Application Verifier Tool, click the View Exported Log button. This step
opens the Windows file browser.
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Tasks Detailed Steps
Verifier log viewer b. Browse to the Desktop | Logs folder, and then select the log file you previously
transferred.

Note: Placing your cursor over a file in the file browser tells you the modification date
and time. You can use this information to distinguish between multiple log files in the
same directory.

c. Click Open to open the log files. This step opens the Browse for Folder dialog
box, where you can select the folder that contains the .map file that corresponds to
the test application, as shown in Figure 21.

Unresolved callstacks. Choose folder containing .map files. ..

_ﬁ, 32 Floppy (A:) ;I

q.p Local Disk (C:)
-k DVD Drive (D:)

[

<4 Metwork Drive (Z:)
{} Contral Panel

£l B Mobile Device

"M:I Shared Documents

[-{C3) HOL's Documents

EEI""‘-_J My Metwork Places

----- 2 Recyde Bin

----- i FLab Program Files

h:l L.:,gs —

QK I Cancel

Figure 21. Browse to the folder that contains the .map files
d. Select Desktop | Lab Program Files, and then click OK.

Note: When monitoring an application outside this lab, you may get a message that
says, “Unresolved callstacks” while opening your logged data. If the application has
corresponding .map files, use the file browser that appears to select the folder that
contains the .map files. If you have no such files, click OK to continue. The .map files
contain extra debug information, such as function names, that can help you track
potential resource leaks faster and better. To generate map files when developing an
application with Visual Studio 2005, you may have to set the appropriate Linker
options. To do so, right-click the project in Solution Explorer, and then click
Properties. Under Configuration Properties, click Linker | Debugging, and then set
the Generate Map File option to Yes.
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Exercise 6

Analyzing the Logged Data with the Application Verifier

Tool

Scenario

In this exercise, you will analyze the logged data by using the Application Verifier Tool.

Tasks

Detailed Steps

1. Analyze your data

a. Expand Leakdemo in the viewer. The data displays in the format as shown in
Figure 22.

Il Exported Log - C:\Documents and Settings\HOL\Desktop 1Ol =l

Delete Log | Delete All | Copy | View Details... | " ShiExported Log - C:\Documents and S
£+ Show all

Log results:

Started

Stopped

Heap comuption

Double free

Mismatched Load/Freelibrary. 1 items at 26406
Mismatched Load/FreeLibrary. 1 items at (X2641b4
Potertial leale.  1items at e 222050

Potertial leak.  1items at beX2228cc

Potertial leak. 1items ( 2 bytes)at x206078
Potertial leak:.  1items (40 bytes) at ©e2f206b78
Potential leak.  1items ( 2048 bytes) at X 206078
Leaked 1 handles that were allocated at this stack
Leaked 1 handles that were allocated at this stack
Leaked 1 handles that were allocated at this stack
Leaked 1 handles that were allocated at this stack
Leaked 1 handles that were allocated at this stack
Leaked 1 handles that were allocated at this stack

ey IO o O OO o OO e O e IO e O OO e OO e O ey IO s O OO e OO e IO s OO

Possible solutions:

[Click a log entry to view its possible solutions.

Figure 22. Logged data
b. Browse to various sections to investigate potential problems.

Note: The Application Verifier Tool collects data that you can use as a guide when
troubleshooting resource leaks and memory corruptions. The following is brief
breakdown of each section of the log:

The Started section tells you when the application was started.
The Stopped section tells you when the application was stopped.

The Heap corruption section reports potential heap corruption problems in your
application.

The Double free section reports potential double freeing of allocated memory.
The Mismatched Load/FreeLibrary section reports LoadLibrary calls that do not
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Tasks Detailed Steps

have corresponding FreeLibrary calls. These alerts may be the result of intended
delay-loads for dynamic-linked libraries.

The Potential leak section indicates possible memory leaks.
The Leaked handles sections refer to resource handles that were possibly leaked
¢. Expand each section to reveal the call stack for the potential problem.

Note: For example, expanding the Heap corruption bullet shows the stack trace for a
potential heap corruption that occurs in the WndProc function of Leakdemo.exe, as
shown in Figure 23. You can resize the viewer as needed. Notice the Allocation, Free,
and Current call stacks leading to this

I Exported Log - C:\Documents and Settings\HOL\DesktopLe 101 x|

Delete Lag | Delete &l | Copy | |Expnrhed Log - C:'\Documents and Settings'\HOL \Desktop'L
¥ Show all
Log results:
- # Heap comuption ;I
- @ (leakdemo exe:2E011968) Allocation callstack:

leakdemo exe:2E011988) 2 206b78: shim_heap dillinull) = 6b78h

leakdemo exe:2E011968) (2207254 shim_heap dilnull) + YaS4h
fleakdemo.exe:2E011988) X209a30: shim_heap dillinull) + 92300
leakdemo.exe:2E011988) 2e011588: Leakdemo exe!WndProc + 250h

leakdemo exe:2E011588) DA 76c50: coredll dllinull) + 16250k [
leakdemo.exe 2E011588) lal2155¢c: gwes exelinull) + 2195ch [3x]
leakdemo.exe:2E01159B88) lalZZa74: gwes exelinull) + 22a74h [

leakdemo exe:2ZE011968) (xlalle33d: gwes exelinull) + 1e334h [3¢]

leakdemo exe:2E011988) xlall8alc: gwes exelinull) + 18a3ch [

leakdemo exe:2E011588) (la0193d4: gwes exel{null) + 153d4h [3]

leakdemo exe:2E011588) DA 7248c: coredll dllinull) + 1248ch [3¢]

leakdemo exe:2E011988) Ze011clc: Leakdemo exe!WinMain +fdh [Z«]

leakdemo exe:2E011588) (Ze011f48: Leakdemo exeWinMainCRTStartup + 3dh [3x]
leakdemo exe:2E0119688) (03 7cbbe: coredll dlllinull) + Tchbch [3x]

leakdemo .exe:2E0115B8) Free callstack: =
leakdemo exe:2E011988) X 20842c: shim_heap dillinull) + 842ch

fleakdemo exe:2E011988) X20598a8: shim_heap dillinull) + 38a8h [2«]
leakdemo.exe:2E011988) (2201158 Leakdemo exe!WndProc + 2olh [2¢]
leakdemo exe:2E011988) Cumrent callstack:

leakdemo exe:2E011988) X 206444: shim_heap dillinull) + 6444h

fleakdemo exe:2E011988) 2 205bdc: shim_heap dillinull) + Sbdch

- @ (leakdemo exe:ZED11988) (X208434: shim_heap dillinull) + 8434h

- @ Double free ;I

Possible solutions:
Detected heap comuption in block GdDD051BBD. Ovedlow count: 7, Underflow count: 0

Figure 23. Heap Corruption log results

d. Expanding the Double free bullet illustrates a double free in the WndProc
function of Leakdemo.exe. The Allocation, Reallocation, Free, and Current call
stacks leading to this are shown in Figure 24.
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Tasks Detailed Steps
Il Exported Log - C:\Documents and Settings\HOL \Desktop\Logs\A 10 x|
ool e | Delete &l | T | |E:(|:u:|rted Log .?; \Documents and Settings\HOL\Desktop'L
% Show all
Log results:
El- # Double free ;I

- # (leakdemo exe:2E011A6C) Allocation callstack:

leakdemo exe:2E011ABC) e 206b78: shim_heap dlllinull) + 6b73h

leakdemo exe:2ZE011ABC) [xH207a54: shim_heap dlllinull) + Ya94h
leakdemo .exe 2E011ABC)  e2e011a00; Leakdemo exe!WndProc = 308h
lleakdemo.exe: 2E01T1ABC)  Dx03F76chD: cored!l.diilnull) = 16500 [x]

leakdemo exe:2ZE011ABC) x0a021595c: gwes . exelinull) + 2195ch [4x]
leakdemo.exe:2E011ABC)  ela0Z2Za74; gwes.exelinull) + 22a74h [4x]
leakdemo.exe:2E011ABC)  [elalled34: gwes.exelinull) + 1e334h [4e]

leakdemo exe:2E011ABC)  (elal18adc: awes exelinull) + 18alch [4x]

leakdemo exe:2ZE011ABC) (x0a0193d4: gwes exelinull) + 153d4h [4x]
lleakdemo.exe:2E011ABC)  (x03f7248c: cored!l.dillnull) = 1248ch [dx]

leakdemo exe:2E011ABC)  Theell1cle: Leakdemo exe!WinMain +fdh [d]

leakdemo exe:2ZE011ARC) [x2e011f48: Leakdemo exe!WinMainCRTStartup + 34h [dx]
lleakdemo exe:2E011ABC) Tl 7ebbe: coredll dillinull) + Tcbbch [4x]

lleakdemo exe:2E011ABC) Reflocation callstack:

leakdemo exe:2ZE0T1ARC) 207720 shim_heap dillinull) = 77200
leakdemo.exe:2E011ABC)  2e011a28:; Leakdemo exeWndProc + 330h fuoan
lleakdemo exe:2E011ABC) Free callstack:

leakdemo exe:2ZE011ABC) [xH20842c: shim_heap dil!inull) + 842ch
leakdemo.exe:2E011ABC)  xZel11adc: Leakdemo .exeWndProc + 354h

lleakdemo exe:2E011ABC) Cument callstack:

leakdemo exe:2E011ABC) (X 206444 shim_heap dlllinull) + 6444h

leakdemo exe:2ZE011ABC) (X 20834c: shim_heap dlilinull) = 834ch

- ® (leakdemo exe: 2E011ABC)  [Zel11abe: Leakdemo exe!WndProc + 374h

+- ® Mismatched Load/Freelibrarv.  1items at (e 26406c ;I

Possible solutions:

The app is trying to free a block a second time

Figure 24. Double free log results

e. Next, drill down into a Potential leak section, as shown in Figure 25.
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Tasks Detailed Steps
I Exported Log - G\Documents and Settings\HOL\Desktop 101 x|
Delste Log | Delete Al | Copy |Elxporhed Log - C:'l,DIDcuments and Settings'\HOL \DesktopiLogs
{* Show all
Log results:
- Potential lsak. 1 items at 0:X222090 =]

ink; exe:B30077408) Callstack:

inkc exe:B0077408) (o 222050: shim_usengdi.dillinull) + 2050h

ink exe:B0077408) (2e01163c: Leakdemo exe!Drawlogo + 18h

inkc exe:30077408) ©e0118c: Leakdemo exeWndProc + 204h
inke.exe:80077408) (x0376c50: coredll.dilnull) + 16c50h

ink exe:B0077408) (lal2195c: gwes exelinull) + 2195ch

inkc exe:B30077408) ©dlal2Zz74: gwes exelinull) + 22a74h

inkc exe:30077408) (dlalled3d: gwes exelipull) + 1edddh

ink exe:80077408) 0a03515c: gwes exe!null) + 3515ch
{nke.exe:80077408) 03727 c: coredll.dilpull) + 1271ch

inke e B0077408) ©c2e011c20; Leakdemo exe!WinMain + 108h

ink exe:80077408) 2e011f48: Leakdemo exe!WinMainCRTStartup + 34h
inkc.exe:80077408) ((x037cbbe: coredll.dilinull) + 1cbBch

inke e B0077408) Leaked items:

e inkee:B0077408) (02440507 {LoadBitmapW) (checkpaint: 0)

- Potential leak. 1items at (xH2228cc ;l

Possible solutions:

Fotential resource leak

Figure 25. Memory leak in DrawLogo - LoadBitmap

This stack trace shows a memory leak. It identifies the leaked item that results
from a LoadBitmap call in the function DrawLogo (the second line in call stack).
The following code is the relevant section of the source code for Leakdemo.exe.

void DrawLogo (PAINTSTRUCT *ps)
{

HBITMAP hBmp;

HBITMAP hBmpOld;

BITMAP bmp;

HDC hDCTemp;

int iXPos;

int iYPos;

hBmp = LoadBitmap (ghInstance,
MAKEINTRESOURCE (IDB_BITMAP));
hDCTemp = CreateCompatibleDC (ps->hdc);
GetObject (hBmp, sizeof (bmp), & bmp);
hBmpO1d = (HBITMAP) SelectObject (hDCTemp, hBmp);

iXPos
iYPos

(ps->rcPaint.right-bmp.bmwWidth) / 2;
(ps->rcPaint.bottom-bmp.bmHeight) / 2;

BitB1t (ps->hdc, iXPos, iYPos, bmp.bmwWidth, bmp.bmHeight,
hDCTemp, 0, O,
SRCCOPY) ;
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// BUG - Most common GDI programming error
// DeleteDC (hDCTemp) ;
// DeleteObject (hBmp);

}

g. In the previous code, you did not delete the bitmap handle returned by the call to

LoadBitmap after using it. This is responsible for the above leaked item, as shown

in the log (Figure 25).

h. The same block of code is responsible for the next leak violation identified by the
Application Verifier Tool, as shown in Figure 26. Notice that, in the DrawLogo
function, you did not delete the memory device context handle returned by the call
to CreateCompatibleDC after using it.

M Exported Log - C:\Documents and Settings\HOL\Desktop|La 10 x|

elete Llag | [Telete Al | Copy | |Ex|:u:|rted Log - C:\Documents and Settings\HOL \Desktop'L
% Show all
Log results:
- Potential leak.  1items at (k2 2228cc ;I

inkc e B0077408) Callstack:

ink exe:80077408) WH2228cc: shim_useradi dlllinull) + 28cch

inkc e 80077408) (©c2e011658:; Leakdemo exe!Drawlogo + 34h

inkc exe:30077408) c?el118c: Leakdemo exeWndProc + 204h

ink exe:80077408) (x0376c50: coredll dilnull) + 16c50h

inkc exe:30077408) dal2195c: gwes exelinull) + 2195ch

ink exe:B0077408) (dal?Za74: gwes exelinull) + 22a74h

ink exe:80077408) 0alle334d: gwes exe!null) + 1e33dh

inkc exe:30077408) (dlal3919c: gwes exelinull) + 3515ch

ink.exe:80077408) 03727 1c: coredl dilinull) + 1271ch

ink exe:80077408) 2e011c20: Leakdemo exe!WinMain + 108h

inkc e B0077408) (c2e01148: Leakdemo exeWinMainCRTStartup + 34h Lo
ink:exe:80077408) (03 7ch5e: coredll dilinull) + 1cbbch

ink: exe:80077408) Leaked tems:

0 inbeeee:B0077408) (01320546 (CreateCompatible DC) (checkpoint: 0)

-~ Potertial leak. 1items( 2 bytes)at beX206078 LI

Possible solutions:

Patential resource leak

Figure 26. Memory leak in DrawLogo — CreateCompatibleDC
i. The Application Verifier Tool identifies the leak that results from the
CreateCompatibleDC call in the DrawLogo function (the second line in the call
stack).

Note: You can copy the call stack for an identified potential problem onto the
Clipboard. To do so, select a bullet, and then click the Copy button in the viewer.
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Summary

In this lab, you performed the following exercises:
= Launching ActiveSync and the Windows Mobile 5.0 Pocket PC Phone Emulator
=  Copying the required program files from the desktop computer to the emulator by using ActiveSync
=  Launching and setting up the Windows CE 5.0 Test Kit

= Launching the Application Verifier Tool from the Windows CE 5.0 Test Kit and setting it up to run the test
application

=  Running the test application and obtaining the logged data
= Analyzing the logged data with the Application Verifier Tool
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