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Imports System.Security.Cryptography
Imports System.IO
Imports System.Text

Public Class SecurityHelper
Public Key() As Byte
Public IV() As Byte

Public Function Encrypt(ByVal strData As String) As Byte()
Dim data() As Byte = ASCIIEncoding.ASCII.GetBytes(strData)
Dim tdes As TripleDESCryptoServiceProvider = New TripleDESCryptoServiceProvider
If Key Is Nothing Then
tdes.GenerateKey()
tdes.GenerateIV()
Key = tdes.Key
IV = tdes.1V
Else
tdes.Key = Key
tdes.lV = 1V
End If
Dim encryptor As ICryptoTransform = tdes.CreateEncryptor()
Dim ms As New MemoryStream
Dim cs As CryptoStream = New CryptoStream(ms, encryptor, CryptoStreamMode.Write)
cs.Write(data, 0, data.Length)
c¢s.FlushFinalBlock()
ms.Position = 0
Dim result(ms.Length - 1) As Byte
ms.Read(result, 0, ms.Length)
cs.Close()
Return result
End Function

Public Function Decrypt(ByVal data() As Byte) As String
Dim tdes As TripleDESCryptoServiceProvider = New TripleDESCryptoServiceProvider
tdes.Key = Key
tdes.IV = 1V
Dim decryptor As ICryptoTransform = tdes.CreateDecryptor()
Dim ms As New MemoryStream
Dim cs As CryptoStream = New CryptoStream(ms, decryptor, CryptoStreamMode.Write)
cs.Write(data, 0, data.Length)
c¢s.FlushFinalBlock()
ms.Position = 0
Dim result(ms.Length - 1) As Byte
ms.Read(result, 0, ms.Length)
cs.Close()
Return ASCIIEncoding.ASCII.GetString(result)
End Function

End class




-1 58l 2

ol UMy (wllg byte array ggdl o uole o sle Sgizi sDg churityHeIper & buoow ig a8 cliol Lod
bl ele) aulidly ULl e i) (sJoVI uills @ a>g) UiSe asgolly oSl

séiall paill Jios byte array ggill o dousy Soxig 0 usnind yai Jadiws sl alls

bytes  sJ| alig=s ass 0,minis Shuall pall @y lisiogg byte array egi oo ysio vy Vol Lod @il 0id (sd9
GetBytes() as bl plaxiwl

TripleDESCryptoServiceProvider aisll (o0 518 PRI PN

asall b oo Baden peis Joas ol 1516 asgelly 2lisel) doud (sdacl pazemol! OIS 13] Huiss s
TripleDESCryptoServiceProvider

oo Al aousll L) Lasowly jue sl awlwVl ollosl O, g ICryptoTransform ap>lgll (o jusio LS ,c
CreateEncryptor() asy bl

w3 FileStream plaseiwl cliSoyg aud| 80 il OULI &LSS pgéiw cu> MemoryStream goidl o 5S Ld,c
Lws 5)ldl e ol

write L 989 alhoig asluu] (8:LuIICryptoTransform sMemoryStream aJ U, 09 CryptoStream goidl o 5S Ld,c
Bl dawlgs 8,S13l (08 WLLI 04y hai= SiJl CryptoStream S5ISIL W yus i) UL LS, Liod o5
MemoryStream

lps 395 (sl dousll (sdg byte array (o a0 9 lpingg memorystream JI oo &,86u0dl OULI 85l,8) Lod Ll
. @ogoll Wllly sl GlodS usind il 8 lpolaxicwly @sell 0id gk Lol puwsl WYy « &l

-: ab>Mo

Il oo Lpishyss Led cus 0065 ae ol Jind (sdg byte () oo @d9ga.a00 905 el alls (abudl 568l (58
&ubiws SIS asyg Al @y s9si Sl result jusioll (59 oliviogg e inall Lol a8 Lieog Sl 909 MemoryStream
531 Gy ST ol Wi Wbl 8228 (J] Léine padl L,

-1 (Wl 2lsad1) b lio sl juasisid] o Ld Cwasdl gilis

glsadl oy 3>lg . puolise Hbliao pull suaiidl (88 pasionn (S il 2liaall) Hblsedl el Vs (sle
( private key ) uolzJl zliaoll sy ,3Vlg ( public key )olell

( Public Key )olaJl glieoli

iz 3 2l daass duigyS)l &l of Gloglen ST yuinin) Grodsianadl duis g 04t o gl pis Sl 03yl 5o
uS..ngs)_mJIps,JI sl 2l WY el dpue Qoglaall ells j90, 28 a5l gebriaw Vs puaaisill dlac gulul plall clod,
5,51 8,0 wlalodl 2us Wby Luwlwll 68,0l (] Jsoslls dwlusdl dudasll JWSY b polsdl gl 3o

( private key ) yoldl glisoll

b ol Lpmiog ()l 85miiol] wloglaall 83lels GulwVl 08,1 (sl Jgosl plell 2lisel) JoSoll 15Vl wail 9o
palo oSos dugyisl dued &lios LeSi ol o 008 e i S Suow Sl 9o glisoll 1ia 9« suaiudl
e woldl 2liaadU blaisVl elde o lis plall and, pwbl (sde al] alow o 6,840 dogleo Sl b o

-Lblae el e sl o Joledd &l wliall . NET Framework Usgs

Dsacryptoserviceprovider - \
Rsacryptoserviceprovider - Y

Rivest , (s, RSA jLaizVl ., bluodl il (58 doaxiwall wlusily wloj)lozll 1p il Sa>| RSAGL),les s
sl Rsacryptoserviceprovider aell Usgyy wi woll .ausill 04d (seyiso sloowl (s Shamir, and Adelman
ULl jue i 9 @asall 04 g gyl 1318 9 Jgluowg .auo))lozdl 04 walsy

&l o Wby &lo> 98 liogy o oSy paziouoll pylgzel) >l auS, il Liogs V Gosghaog puoreS G S

S,3Vlg Wbll ppe.ii) 63>lg Method il (sde Sgizi PublicKeySecurityHelper lpoouwiows Classasd (soiiiiow



oolsdl 2lianlly pledl 2ol (33 s lpoasiaminws MYRSAINO Lpsooiing <S,51 48 (suiuiiow oS ol ola)

owiiel) 5gSUl 9o 13a

Imports System.Security.Cryptography
Imports System.IO
Imports System.Text

Public Class PublicKeySecurityHelper

Public Function Encrypt(ByVal strData As String) As MyRSAInfo
Dim myrsa As New MyRSAInfo
Dim p As CspParameters = New CspParameters
p.Flags = CspProviderFlags.UseMachineKeyStore
myrsa.Parameters = p
Dim rsa As RSACryptoServiceProvider = New RSACryptoServiceProvider(p)
Dim data() As Byte = rsa.Encrypt(Encoding.Unicode.GetBytes(strData), False)
myrsa.PublicKey = rsa.ToXmlString(False)
myrsa.PrivateKey = rsa.ToXmlString(True)
myrsa.Data = data
Return myrsa

End Function

Public Function Decrypt(ByVal myrsa As MyRSAInfo) As Byte()
Dim rsa As RSACryptoServiceProvider = New RSACryptoServiceProvider(myrsa.Parameters)
rsa.FromXmlString(myrsa.PublicKey)
Dim data() As Byte = rsa.Decrypt(myrsa.Data, False)
Return data
End Function

End Class

Public Class MyRSAInfo
Public PublicKey As String
Public PrivateKey As String
Public Parameters As CspParameters
Public Data() As Byte
End Class
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Imports System

Imports System.Security.Cryptography

Imports System.Text

Public Class MD5HashHelper

Public Function GetHash(ByVal message As String) As Byte()

Dim data As Byte()
data = UTF8Encoding.ASCII.GetBytes(message)
Dim md5 As MD5CryptoServiceProvider = New MD5CryptoServiceProvider
Return md5.ComputeHash(data, 0, data.Length)

End Function

Public Function VerifyHash(ByVal message As String, ByVal hash As Byte()) As Boolean

Dim data As Byte()
data = UTF8Encoding.ASCII.GetBytes(message)
Dim md5 As MD5CryptoServiceProvider = New MD5CryptoServiceProvider
Dim hashTemp As Byte() = md5.ComputeHash(data, 0, data.Length)
For counter As Int32 = 0 To hash.Length - 1 Step 1

If hash(counter) <> hashTemp(counter) Then

Return False

End If
Next
Return True

End Function
End Class
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Imports System
Imports System.Security.Cryptography

Public Class DigitalSignatureHelper

Private m_private As RSAParameters

Private m_public As RSAParameters

Public Function CreateSignature(ByVal hash As Byte()) As Byte()
Dim RSA As RSACryptoServiceProvider = New RSACryptoServiceProvider
Dim RSAFormatter As RSAPKCS1SignatureFormatter = New RSAPKCS1SignatureFormatter(RSA)
RSAFormatter.SetHashAlgorithm("MD5")
m_public = RSA.ExportParameters(False)
m_private = RSA.ExportParameters(True)
Return RSAFormatter.CreateSignature(hash)

End Function
Public Function VerifySignature(ByVal hash As Byte(), ByVal signedhash As Byte()) As Boolean
Dim RSA As RSACryptoServiceProvider = New RSACryptoServiceProvider
Dim RSAKeyInfo As RSAParameters = New RSAParameters
RSAKeyInfo.Modulus = m_public.Modulus
RSAKeyInfo.Exponent = m_public.Exponent
RSA.ImportParameters(RSAKeyInfo)
Dim RSADeformatter As RSAPKCS1SignatureDeformatter = New _
RSAPKCS1SignatureDeformatter(RSA)
RSADeformatter.SetHashAlgorithm("MD5")
Return RSADeformatter.VerifySignature(hash, signedhash)
End Function
End Class

598Ul 2
plally Lol 2lisol] e Slogleall oz Lpad pis RSAParameters £l oo cumsio csle Sgiz (sdg axall Ll o

203l Jiod ol @9g0uany 39559 vl doud Jios cul ddgaas Jaiiws (sdg CreateSignature() alls Lol o
uinlel) (sad)ll

azall oo L3158 Linasls RSACryptoServiceProvide azall o (,5S sliwl Lod allodl J=1s (59 @
oVl assll o Esainodl 58Il @l U, ,09 RSAPKCS1SignatureFormatter

Public Key Cryptographic )ol PKCS #1 _swous bo sbiu] e &gt RSAPKCS1SignatureFormatter asall o
(signature Signature version 1.5

U w9 »iwob, LS Liulpdl awdgi (08 paziwall o3,lg2el) puwl 336 (sl SetHashAlgorithm() aay ol slexiwl Lad
MD5 p)')|9>'- P

Whuiodl (89 lopiuyzig Lolidly plell Lol (sJe Jga=ll ExportParameters () asy ol sleaswl Liod o
aud csle 4 39559 swwd))l .99l Ll pgis il Lsdg CreateSignature asy,lall sleaiwl Liod sosus 319 @
Ladls Ly s sl @ousdl (g wul @9g0.00

x99 (sl alll 0 93] Lludl o STy Husindl Bk gao> (sl cud ki 48 ST 1igug

Al 138 U g8 4 pdie a8 ) Al gl o i ) Aalay (adh A8l milie pLASY g7 Uiad L) Layg
-1 A gy a gl Al AGA) oda U adhy i gl

RNGCryptoServiceProvider



