Port Knocking — using Knockd
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apt-get install knockd
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iptables -F
iptables -X
iptables -P INPUT DROP
iptables -P OUTPUT DROP
iptables -P FORWARD DROP
iptables -t nat -F
iptables -t nat -X
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vi /etc/knockd.conf


http://www.zeroflux.org/cgi-bin/cvstrac.cgi/knock/wiki
http://www.port-knocking.com/knock-debuginfo-0.5-4.i386.rpm
http://www.port-knocking.com/knock-0.5-4.i386.rpm
http://www.port-knocking.com/knock-server-0.5-4.i386.rpm
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[options]
UseSyslog

[opencloseSSH]
sequence = 2222:tcp,3333:tcp,4444:tcp
seq_timeout =15
tcpflags = syn,ack
start_command = /sbin/iptables -1 INPUT 1 -s %IP% -p tcp --dport ssh -j ACCEPT
cmd_timeout =10
stop_command = /sbin/iptables -D INPUT -s %IP% -p tcp --dport ssh -j ACCEPT
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vi /etc/default/knockd
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START_KNOCKD=1
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/etc/init.d/knockd start
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[etc/init.d/sshd start
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knock -v 192.168.0.44 2222 3333 4444

... knockd _#sall o) 8 Wlinas AN 4444 53333 52222 3l e 33 dae s 43 L L



[ IS SSH exsy (5,315 50 JuaiYl i V)
RS

ssh 192.168.0.44
kel s O g Aaadlly Jlany) dlilSely (Y) el 4d) Badliu
(U lasl) e s 13l 5,3 (Y
RS

iptables -L -n
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Chain INPUT (policy DROP)
target prot opt source destination
ACCEPT tcp -- 192.168.0.44 0.0.0.0/0 tcp dpt:22
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knock -v 4444 3333 2222
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