Ala L oS

ArabTeam Forums

il JE) BV L 05 5 pra e s el (S ka5 yualaadl il e sl
b aule oS i JH e 48 S () 5 s Sila el ) (e 2l 781 )y (salal) Ll
Microsoft live communication server LCS s s ¥ 43

:u.«.u.ﬁ‘ Jan Cra ;Lg.ﬁ‘f\ Ja.)‘uaéu.b \JJ&OJSL« Jala

LCS J) @S 5 e 1,08 o S

LCS Jl sl e 1 5uld o i

@l L 5 g3 5¥) 5 sl aladinly GBS e cpeadinall (s JuaiV) 4Kl i
Y e b cpeadinall g Aglaal) A5 e cpaadiia) o bl 3l oo Juai¥) i

ddol:s Gl Jasi La J8 &8 o) o<5 al¥ e e

PAT J s NAT JI Gz @Al <o pas 5ol ()53

Certificate service ) »3 5 S 5 1))

a5l Jaad (51

ol o) gl A Alias J) s Host J) o A

@) Cajle 588 Y 03 WO S e sall e ididne GuSIH g e g0 S ) ) Al e Lanha
Jla 5 2w (gaisi La I 1 o 3Y G e (e (a5l Aal jeay gla 5 i JL

ALY 7kl dale ao gd

IS oy il alale ) U1 (5 i €0 _€Y s ¢ 4 stiall Uilee Jlal Jt o 5 Lo A0S0 gl )
e ¢ oile Jiedlle (L85 e ga 3l al ) ¢ V) ding s a7 s s s dadalls el SO0

YL g2 AL (e (Rate il g 84l Infrastructure s o) O o Jb GBlaie Jlsw ) Ao glaia
LAl VWl _g'éﬁ.’.a]\ Q\A.Iﬁ)a_'m dut_l\c«l.\ﬁ.w\‘f

ISl and (o yie Busbar



External
Client

701 T%‘?Z

access proxy
Internal FQDN

Ap lcsdomain.com

LCS server % External FQDN

Router

FQDN:lcs.lcsdomain.com Client computer Messenger.otelecom.com o oo External
192.168.1.2124 IP:192.168.1.10/24 St interface:
| ‘ | gi 70.1.1.1/24

Router
Internal External internal
interface: interface: interface:
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192.168.1.1/24

Network Layout
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f C:\STANDARD _WITH_SP14SETUP,1386 12l x|
= =]
Micresoft
Dq Microsaft Office
I Live C icati
_uLive Communications
Server 2005 with sP1
Standard Edition
Click the link below for the server role you
want to deploy
Standard Edition Server ~Tools
Enables end users for Live Communications Server. Deployment Series
Mote: Run Active Directory preparation procedures from Yizit thiz Microzoft Web site to access the latest deployment
this link, wehich are required for thiz server role. T A
Administration Tools
Proxy = :
. . o Installs the deployment command-line tool LesCmd and the
Enable.s various forwarding and application prosy Live Communications Server administrative shap-in.
sCEnariog.
Software Development Kit (SDK)
ACCQSS PFO}{}" Installz sample code, deplovment tools, and AP
2 . . documentation for software development.
Enables federation and outside user scenarios. ; it .
Live Communications Server Web Site
Archiving Service Wigitthis Microsoft Web site to access the Rezource Kittools
A : - and the latest docurnentation.
Enables instant mezzage archiving.
{&JM:[@&'
. Windows Server System
() 2005 Microsoft Carporation. All rights reserved

|Descripti0n: Microsoft Office Live Communications Server 2005 Deployment Tool Company: Microsoft Corporation File |39.1 KB | 3_‘ Iy Computer

EE{Startl l2e& | (3 C\STANDARD_WITH 5. . | [T Microsoft Office Live .. | | o103 .
Standard edition server sl
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Micresoft
J.ln Microsaft Office
. - L - GD
> _uLive Communications
e Server 2005 with sp1
g T
o= Standard Edition
O aE
=]
Eloe v Prep Schema
@;‘]DE Privileges Required: Schema Admin credentials and Local Administrator on the Schema baster.
(%)L Mate: Replicate scherma before proceeding. Schema replication can impact the network.
i [ « Prep Forest
iEJLC Frivileges Required: Enterprize Adminz credentials.
BjLc Mote: Thiz procedure iz only available from the forest root.
BjLC
e v Prep Domain
= 5o Privileges Required: Domain Adming credentials for this domain.
a o
S]SE Domain Add to Forest Root
'ﬂSC Frivileges Required: Enterprize Adminz or Dd,main Admins credentials for the forest root.
#5050 Mote: Run thiz procedure from the domain where the vou deplov the server. Ulse LesCmd.exe or the
_QSC administrative shap-in to run other domain add procedures.
S0 . .
Install Files for Standard Edition Server
Privileges Required: Local Administrator credentials.
Mote: Run locally.
Activate Standard Edition Server
Frivileges Required: RTCDaomainServerddming and Damain Admins or equivalent credentials are
required. See the Deplavment Seriez for nan-Domain Adminz installations.
Mote: Run locally, MERMG must be installed if vou want to enable archiving.
Descrip e A darreenFe [H

tf_?Startl |28 | ) CHSTANDARD_WITH 5P | [T Microsoft Office Live ... | | W 105

olae Next (8 (oile clili laa Jane 351 305 98 5 LaSll Jaaidala J
Next g (ile bl il 8 La (5 5 Gaasall 5 Can ) g8l Joamsi Ll
52 AALA g slla g0 ) g IS eledil dmy el

it L o [l e
BiLive Communications Server 2005 - Active Directory Schema | él
Scherma Preparation Wizard jon wizard[2005_12_15][10_21_2+ ¥ | (g Go | Lirks
has completed. B
s

Execution Resul

For detailed result information, click "Wiew Log" buttan. SuCcess

[

< Back Finizh I Eancel

< | 3|
|&] Done [ [ |3 my computer
.lf_.istartl I @ 8 ‘ ) C:ASTANDARD ... | T3 Microsoft Office Li... || 02 Live Communica... &]Live Communicatio...l ‘ | W 1023 .

Sl and (o yie Busbar



rab heam

e pl) sumll | g sall

gty Ailelu a3y = olll (g5~ 5 53 )
=]
Fle Edt View Favorites Tods Help | &
( Back » &3~ (=] [ ni’b | pSéar_Eh' %Féi&pr‘l_t,‘a_s o Media £ | |‘__jv Igl =

Address |@ Ci\Documents and Settings|Administrator, LCSDOMAINILacal Settings) TemplSchema Pre;r:z?tion wizard[2005_12_15][10_21_24 ¥ Go | Lirks

a Live Communications Server 2005 Deployment Log - Microsoft Internet Explorer

o
Live Communications Server 2005 Deployment Log
Time Logged: we 1 I T+ 0 cioaa 15
Action Action Information Execution Resul
Execute Action SuCcess

-
4] | »
€] pane [T [ ey Computer
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Jn Muc.rusoﬁ Office: - ’
_ulLive Communications

i e Communications Server 2005 - Setup Wizard

Welcome to the Setup Wizard for Microsoft
Office Live Communications Server 2005

<

The Setup Wizard will install Microsoft OFfice Live
Communications Server 2005 on your computer, To continue,
click Mext,

WARMIMG: This program is protected by copyright law and
international treaties,

x|

Cancel

aster.

e orthe

Frivileges Required: RTCDaomainServerddming and Damain Admins or equivalent credentials are

required. See the Deplavment Seriez for nan-Domain Adminz installations.
Mote: Run locally, MERMG must be installed if vou want to enable archiving.

e 8 i ekt

‘ ) CASTANDARD _WITH_SP... ':} Microsoft Gffice Live Ca.., “ I‘E’ Live Communications ...
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Micresoft -
8 5 C J)] Microsoft Office 4
aael B | U Live Communications %
Mame: w {i# Live Communications Server 2005 - Setup ! ;.s x| —
CDDE r o
S3sE L License Agreement ‘\?ﬂ'
r"ﬂ AE i Please read the following license agreement carefully, 3 T
[*oe Vi i
j oE aster.
[N =
—ji v |LICENSE TERMS FOR MICROSOFT SOFTWARE
Bl
3L . IMICROSOFT OFFICE LIVE COMMUNICATIONS
et 1=
o SERVER 2005 WITH SP1 |
Oace Standard Edition and Enterprise Edition
1850
ﬂSC :J e orthe
ﬂ 5C & T arcept the kerms in the license agreement:
Elsc 1 donot accept the kerms in the license agreement
< Back | Mext = I Cancel
Frivileges Required: RTCDaomainServerddming and Damain Admins or equivalent credentials are
required. See the Deplavment Seriez for nan-Domain Adminz installations.
Mote: Run locally, MERMG must be installed if vou want to enable archiving.
17 obye i
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Server Activation ] %]

' : Do you want ko ackivate the server?

M |@ & || 23 e\sTANDARD_WITH .. T3 Micrasoft Office Live Ca. . | | ’m
Jazs 8 asiy () Q) LCS Jl Aalall (i yuaall 8 aodisey o3l luall e elllig 2308 o2 b
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Live Communications Server 2005 - Activate Standard Edition Serve

Welcome to the Activate
Standard Edition Server
Wizard

Thiz wizard activates Live Communications Server 2005

Standard Edition.

This procedure creates required Active Directory objects and
activates a domain service account.

[Mote: Server files must already be installed.)

To continue, click Next.

+ Back Cancel

ﬁs'tart| J @ &8 J () CASTANDARD_WITH 5P, | T2 Microsaft Office Live Ca.., ||Eg Live Communications ... J | o0 e
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Live Communications Server 2005 - Activate Standard Edition Serve

Select Service Account

o ;Q_r_eq__tg_ﬁ_ﬂpw Accou_: " Use An Existing Accaunt

— Account [nfarmation

Account Mame: ILCService

Passward:

Confirm Pazsward:

Cancel

Qf’s'tart| J @ &8 J () CASTANDARD_WITH 5P, | T2 Microsaft Office Live Ca.., ||§3 Live Communications ... J | o0 e

Archiving J Jurdly o83 Y

ive Communications Server 2005 - Activate Standard Edition Serve

Option to Enable IM Archiving

The message quels path connects the archiving agent on the Standard Edition
Server to an Archiving Service,

Agent

Select mezzage guete path

| SPrvateds |

Eramples sepverl Erample; Leslog

[dote: Micrazaft b essage Hueting Services (MSME] must be install=d
ary ks serer [}

< Back I Mext > I Cancel

d_’f’s'tartl J 2 8 J bc:'l,STnNDF\RD_WITH_SP...l ™ Microsoft Office Live Co. .., ||€‘_', Live Communications ... J | oo .
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Live Communications Server 2005 - Activate Standard Edition Serve

Start Service Dption
Specify whether to start the service after activation.

|7- Start the service after activation

By default, activation will attermpt to start the service at the end of this procedure.
To override the default, clear the check box above, Dverriding the default might
be uzeful in certain situations. For example, you might want to pre-configurs the
server of waik untl Active Directary replication is finished before starting the:
service,

< Back I Meut » I Cancel

Qf’s'tart| J @ &8 J () CASTANDARD_WITH 5P, | T2 Microsaft Office Live Ca.., ||§3 Live Communications ... J | o102 e

3y small 8 LS S ill <l gl a5 43l SU)
n Deployn ] ;Iglil

Micresoft

E!n Microsaft Office

_uLive Communications

Server 2005 with sP1
Standard Edition

¥ Prep Schema
Privileges Required: Schema Admin credentials and Local Administrator on the Schema baster.
Mote: Replicate schema before proceeding. Schema replication can impact the network.

« Prep Forest
Frivileges Required: Enterprize Adminz credentials.
Mote: Thiz procedure iz only available from the forest root.

v Prep Domain
Frivilegez Required: Domain Adming credentials for thiz domain.

Domain Add to Forest Root

Frivileges Required: Enterprize Adminz or Domain Admins credentials for the forest root.
Mote: Run thiz procedure from the domain where the vou deplov the server. Use LesCmd.exe or the
administrative shap-in to run other domain add procedures.

v Install Files for Standard Edition Server
Privileges Required: Local Administrator credentials.
Mote: Run locally.

v Activate Standard Edition Server
Frivileges Required: RTCDaomainServerddming and Damain Admins or equivalent credentials are
required. See the Deplavment Seriez for nan-Domain Adminz installations.
Mote: Run locally, MERMG must be installed if vou want to enable archiving.

R

EE Microsoft Office Live ... J | Q 11:05 Lo
i AP Jl e Jlii ki oS ey
(i Ly Lebaaty il o8 Landa) JSA 8 LS () S31 4 DNS suffix J) daaats o8

e 8 i ekt
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System Properties _?I ll

Computer Mame Changes

DNS Suffix and NetBIOS Computer Name i ﬂﬂ

Erirnary DNS suffix ojf_this computer:

—9'-[5[ Remate

IIcsdomain.com L

V¥ Change primany DNS suffis when domain membership changes

MetBIOS computer name:

IAF'

Thiz name iz used for interoperability with older computers and services.

1] I Cancel

F

& workgroup:

IWDHKGHDUP

Cancel |

Cancel | Apply

.&{Si:artl J B 8 J

B= JIE.E R

Sl oY Je sl host Record Jasm ad ((pasall e ) ety Jaal Gl o) gall
192.168.1.3 s Al 5 Sy (S

_i._ dnsmamt - [DNS',DCForward Lookup Zones'|csdomain.com]

3 File Action  Wiew ‘Window Help

JETET

e |aEXFRRB R SEAH

E1-3 Forward Lookup Zones
-- _msdcs, lesdamain, com
E| lesdomain, com

o[ _msdcs
_sites

F_-l DomainDnsZones
(1 ForestDnsZones
-1 Reverse Lookup Zones
E]--@ Ewvent Viewer

5 oL, DM | lesdomain.com 11 record(s)
E‘B DiZ | FrEes e ata

Mame {uses parent domain name iF blank);

I mn
21x

I ACCESS

Fully qualified domain name (FODM):

I arcess. lcsdomain, cam.

IP address:
192 168 1 3

[” Create associated pointer (PTR) record

™ allaw arvy authenticated user to update DNS Fecords with the
‘SaMmE QINer name

Add Host I Cancel

6], de.lcsdomain.com., ho...
.lcsdomain. com.

2 166,11

bz 166.1.1

b2 168.1.2

tt;*s'tartl J Er- ] J| 2 dnsmgmt - [DNS'DCY,..
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& C:\STANDARD WITH_SP1%SETUP1386 =] %]
& Microsoft Office Live Communications Server 2005 with SP1 Standard Edition Deployment Tt ] ]
Micresoft
= i mn Microsoft Office
F Cilive € icati
== [ dLlve communications
-4 Server 2005 with sP1
— Standard Edition
Click the link below for the server role you
want to deploy
h
Standard Edition Server ~Tools
Enables end users for Live Communications Server. Deployment Series
Mote: Run Active Directory preparation procedures from Yizit thiz Microzoft Web site to access the latest deployment
this link, wehich are required for thiz server role. T A
Administration Tools
ETOX}’ . . o [% Installs the deployment command-line tool LesCmd and the
Enable.s various forwarding and application prosy Live Communications Server administrative shap-in.
sCEnariog.
Software Development Kit (SDK)
ACCQSS PFO}{}" Installz sample code, deplovment tools, and AP
2 . . documentation for software development.
Enables federation and outside user scenarios. ; it .
Live Communications Server Web Site
Archiving Service Wigitthis Microsoft Web site to access the Rezource Kittools
A : - and the latest docurnentation.
Enables instant mezzage archiving.
‘{&}M:r_mft'
 Windows Server System
() 2005 Microsoft Carporation. All rights reserved
|Descripti0n: Microsoft Office Live Communications Server 2005 Deployment Tool Company: Microsoft Corporation File |39.1 KB | 3_{ Py Computer

EE Microsoft Dffice Live ... J | gg 1110 e

access proxy _Ual
Install files LUal

it,*s'tartl J 2 8 J Eﬂc:\,STnNDnRD_WITH_SP...l
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rab Leam

C\.'a-.j).._. __-_'.._:.‘:‘.” JJﬁ.E

& -\ STANDARD_WITH_SP1\SETUP. 1386 =]

Ll

File Edit ‘Yiew Favorites Tools Help

Qback - o3 - (7 | ) Search [ Folders | [ 3 X ) | (-
Address |ﬁ CASTANDARD_WITH_SP1YSETUP\IZ86 ﬂ Go
Microsoft Office Live Communications Server 2005 with 5P1 Standard Edition Deployment Tool = L = |Elli|

Micresoft
Wicrosoft Office

Eﬂ [] L] H
. ulLive Communications
Server 2005 with sP1
Standard Edition
N

Install Files for Access Proxy
Frivilegesz Required: Local Administrator credentials.
Mote: Bun locally.

Activate Access Proxy
Privileges Required: Local Administrator credentials.
Mote: Run locally.

#Miclpmﬂ'
/ Windows Server System
() 2005 Microsoft Carporation. All rights reserved

|Descripti0n: Microsaft Office Live Communications Server 2005 Deployment Tool Company: Microsaft Corporation File |39.1 KE | j Iy Computer

M | @ @ | @C:iSTANDARD_WITH_SP...||Ea Microsoft Office Live ... | | m
a5 LCS J Jeni 3 Wbyl Al <l shadll (i 5 58yl Jeeds s clalad) (S 55 e eV any
Ll g Sl s g suls

& C:\STANDARD WITH_SP1%SETUP1386 .

L

File Edt ‘Yew Fawvorites Tools Help

Qexk - - 1T |}3 Search [~ Folders | [ 3 X ) | [

Address |[5) C:\STANDARD_WITH_SP1{SETUPYI386 x| B4 e
Microsoft Office Live Communi s Server 2005 with SP1 Standar) 0y ! ___Ig[il
Microsoft
E a Mic.msoﬁ. Cffice . .
_uLive Communications
Server 2005 with sP1

Standard Edition

Server Activation 3 5‘

v Install Files for

Frtilegesibeguiedil 1 ! Lo wou want ko activate the server?
Mote: Run locally. A

Activate Acces
Frivileges Required: L
Mote: Bun locally.

ﬂ? %Trfgows Server System %

() 2005 Microsoft Corporation. All rights reserved

w |

|1? objects |ID.4 ME | j Py Computer
ﬁs'tart| l2e& | (3 C\STANDARD_WITH 5. . | [ Microsoft Office Live .. | | ol IS EE
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-\ STANDARD_WITH_SP1)SETUP.I385 | =151 x|

_F Live Communications Server 2005 - Activate Access Proxy Wizard 1 | :{r
ﬂ Select Service Account

A ¥, j G0
[ 1. =10

@ Microsoft

:-_I’T_ & Create & New Account " |se é&n Existing &ccount

m  Account [nformation

€

£ sccount Name: ILCF'roxySewice

E

£l Password:

2 E

Ir |[ I

=

& Canfirm Passward: I

o

12

=

Y

é
lig < Back I Nest » I Cancel
&
Lf#‘umicr_nmh'
 Windows Server System
() 2005 Microsoft Carporation. All rights reserved
17 objects 10.4 ME | 4 My Computer

f;t,*s'tart| |@ & | fﬂc:'n,STANDHRD_WITH_SP...l T3 Microsaft Office Live Co,., ||§3 Live Communications .. | | |§§ 1113 oo

aabaind o Ji gl o 3N clalae ) @llia 43y oS g g0 (S Gely b o) Jadi gl ol ad) el
EaY Lgie a5 S 5 unSY) Joals A lag ()
| I IS

:\STANDARD WITH_SP1SETUPY 13865

_F Live Communications Server 2005 - Activate Access Proxy Wizard 1 | :{r
G Start Service Option
= Specify whether to start the service after activation. =
[ =0
C
[ Micresoft
[
E 7| Start the service after activation:
6% Mote that the Access Proxy does not start after activation for secunty purposes.
11 After activation, pou must configure additional settings for the Access Prosy and
E wour internal Live Communications Server deployment befare starting the Access

Fro=y. See the Live Communications Server Deployment Series far mare
infarmation.

W

e

)

|
=
=
:L:‘-
#
E Cancel
&
gy Microsoft’
 Windows Server System Close
() 2005 Microsoft Carporation. All rights reserved
17 objects [10.4 MB | 4 My Computer

f;t,*s'tart| | @ @ | O cisTanpaRD wiTH 5., | T3 Microsoft Office Live Ca. . ||§3 Live Communications .. | | |§§ 11:13 a
LCS Service d\ LA“‘ ;\)AAJ\ Adall .L;Y
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E Computer Managenment ]

Q File cion Yiew  Window  Help | = |i|
e« = | BB @2

@ Computer Management {Local) arme | Description

Em System Tools B Telephany

@ Evvent Viewer %Services Starts, stops, and confic
% Shar;ad Foldersd % WI Control Extension Snap-in Configures and contrals
(-84 Local Users and Groups %Microsoft Office Live Co...  Extension Snap-in Configures Live Commun
[:IIndexing Service Extension Snap-in Provides Fast and Flexible

[+-@4 Performance Logs and Alerts
Device Manager

EI--& Skorage

3 Removable Storage
y- Disk Defragmenter
Disk. Management
ces and Applications
Telephany

Services
WMI Conbral
[EE Microsoft Office Live Cornmiun

g Indexing Service

MJ@@ J|QQ 11114 4a

e Lo bl il ads 8l geadiin STAP J) S LCS J e S Aadd ) el jlaals oY) o st
U550 68 casall e Certificate service J) cuS iy Cud

Dlauaiuly o stia Ll 5 Private key b paal dazy o 58 () zUsdus Ual 43l dege dala (e iy s
8algdh Jamy o 683 1Al g Private key J) Dlaaiuly et ¥ 3algll) 038 3 Web server g s (e 33l
SN s B0a

Al e shasl) )

administrative tools ) = 5_

Certificate authority e )

J Computer Manageme...
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File  Action Wiew Window Help

B 2

Template Display Mame  /

| Minimum Supported Cas

ndministrator
Authenticated Session
Basic EFS

CA Exchange

CEP Encryption

Cross Certification Autharity
Directory Email Replication
Domain Controller

Domain Controller Authentication
EFS Recovery Agent

Enrallment Agent

Enrollment Agent {Computer)
Exchange Enrollment Agent (CFfline request)
Exchange Signature Only
Exchange User

IPSec

IPSec (OFfline request)

Key Recovery Agent

RAS and IAS Server

Root Certification Authority
Router (Offline request)

oA TR e M
4

Windows 2000
Windows 2000
WWindows 2000
‘Windows Server 2003, En...
Windows 2000
Windows 2000
WWindows 2000
‘Windows Server 2003, En...
windows Server 2003, En...
Windows 2000
Windows Server 2003, En...
Windows 2000
Windows 2000
Windows 2000
Windows 2000
WWindows 2000
Windows 2000
Windows 2000
WWindows 2000
Windows Server 2003, En...
‘Windows Server 2003, En...
Windows 2000
Windows 2000

e e e

. =lol x|
JETET
Wersion | Sutoenrollment
4.1 Mot allowed
31 Mot allowed
31 Mot allowed
106.0 Mok allowed
4.1 Mot allowed
31 Mot allowed
5.1 Mok allowed
105.0 Mok allowed
115.0 Allowed
4.1 Mot allowed
110.0  Allowed
6.1 Mok allowed
4.1 Mot allowed
5.1 Mot allowed
4.1 Mot allowed
6.1 Mok allowed
il Mot allowed  —
g.1 Mot allowed
71 Mot allowed
105.0  Allowed
101.0 Allowed
5.1 Mot allowed
4.1

o

Mot allowed
-

ALl 1
| ;l_l

|Manages certificate templates that can be used by enterprise certification authorities (Cas) on the network |

E}’Si:artl J @ é J ﬁn Consolel - [Console Roa... | @] Certification Authority || certtmpl - [Certificat...
manage JUs) Certificate template e

|
| | W2

Web server 23 o) (A caal
Duplicate JUa) 5 (el leale Jarial
Balg-dll ('a.ul‘ %.5\ Lﬁ-'“

Sl and (o yie Busbar



- x|
File  Action Wiew  Window gt |;|i|5|

s Properties of Mew Template el |
&= = ||H =B 2
= — lzzuance Requirsments I Superzeded Templates I E stenzions I Security I
Certificate Templates Ei | I | Wersion | Sukoenrolment A|

Reguest Handling Subject Name
n.. 1150 Allowed

Template dizplay name: 4.1 Mot allowed
JLES certificate] N U100 Alowed
6.1 Mok allowed
1y Minimum Supported Cas: WWindows Server 2003, Enterprise Edition 4.1 Mok allowed
R )
After you apply changes to this tab, you can no longer change the template il Mot allowsd
name. 4.1 Mok allowed
6.1 Mok allowed

Template name:

I |LCS centificate Tl Mot allowed
4 g.1 Mot allowed
: 7l Mot allowed

n.. 1050 Allowed

Walidity period: Benewal period: n 0LD Allowed
I 2 |}'95f8 'l I 3 |WEEkS 'I 5.1 Mot allowed
4.1 Mot allowed
6.1 Mok allowed
[T Publish certificate in Active Directony i1.1 Mok allowed
[T | Do rict autematicaly reerrallif & duplicate certificate exsts irtotive Bl Mot sllowed
[irectany 3l Mot allowed
3 Mok allowed
4.1 Mot allowed
4.1 Mot allowed

0k I Cancel | Apply | n... 101.0 Allowed =
| |
| |

|
E}’Si:artl J @ é J ﬁn Consolel - [Console Roa... | @] Certification Authority || certtmpl - [Certificat... J | Q 11122 o

Private key J) niai zlewlly jUa1 Request handling J) U (e

=10l

| File Action  Wiew  Window gt | o =0 e
. Properties of MNew Template fed
+ = @] I
= T lzzuance Requirsments | Superzeded Templates I E stenzions I Security I -
ertificate Templates e Fiequest Handing | Subject Name Wersion | Aukoenrolment

n.. 1150 Allowed
Purpose: ISignature and encryption j 4.1 Mot allowed

™ ki e - - . n.. 1100 Allowed
rchive subject's encryption private key 6.1 Mk alowed
[T Include symmetric slgorithms allowed by the subject 4.1 Mot allowed
[T Delete revoked or expired certificates (do ot archivel 5.1 Mok allowied
o : 4.1 Mok allowed
Minimumn key size; |1D24 'l 6.1 Mok allowed
[V Allow private key to be Tl Mot allowed
8.1 Mot allowed
Do the following when the subject iz errolled-and when the private kep 7.1 Mot allowed

azzociated with thiz certificate iz uzed: n... 105.0 Allowed

% | Envoll subjectwithout requitirg ty user mpot n... 101.0 Allowed
o N i i 5.1 Mot allowed
ompthe dserdinng etmelmemt 41 Mot allowad
F'r_ompt the e during enmaliment and require user inputwten the 6.1 Mot allowed
private kewis ysed i Nk albwed
T s i i : - 5.1 Mot allowed

o choose which cryptographic service providers CEPs..
[CSPs) should be used, click C5Ps. _ohs | 31 Mok slowed
3 Mok allowed
4.1 Mot allowed
4.1 Mot allowed
0k | Cancel I Apply | n... 101.0 Allowed =

| i | I LI_
| |

|
E}’Si:artl J @ é J ﬁn Consolel - [Consale Roa... | @] Certification Authority || certtmpl - [Certificat... J | Q 11122 =
Certificate authority e &)

Sl and (o yie Busbar



CLIRD e %= | -

new template to issue JUa) Template J gl ol ) e
SIS

File  Action Wiew Help

e = |Em|B |2

@ Certification Authority {Local) Mame | Intended Purpose
=3 a1

(2] Revoked Certificates
(2] Issued Certificates
(2] Pending Requests

(2] Failed Requests

irectary Email Replication Directory Service Email Replication

ormain Controller Authentication Client Authentication, Server Authenticatio. ..
FS Recovery Agent File Recovery

asic EFS Encrypting File System

ormain Conkroller Client Authentication, Server Authentication
‘Web Server Server Authentication

ompuker Client Authentication, Server Authentication
ser Encrypting File System, Secure Email, Clien. ..
ubordinate Certification Autharity =all=

drninistrakor Microsoft Trusk List Signing, Encrypting File. ..

|
EEStartl | @ @& | €)Mcrosoft Cortificate Ser... || &2 certification authority | | = JE S Eic: s
-ls(x]

File  Action Wiew Help
e |omB[e

@ Certification Autharity {Local) Name | Intended Purpose |

E‘"@ CAl irectory Email Replication Directory Service Email Replication
(0 revoked Certificates omain Controller Authentication Client Authentication, Server Authenticatio. ..

% 'I:ssu;d C; Il Enable Certificate Templates ed |
ending

(1 Failed Rex Select one or mare Certificate Templates to enable on this Centification Authority
423 Certificate

Mame | Intended Purpose -
] Autherticated Session Client Authentication
CA Exchange L-\s Private Kep Archival
EP Encryption Certificate Request Agent
oda Sighing Cade Signhing
rosz Certification Authority <Al e
nrollment Agent Certificate Request Agent
nroliment Agent [Cormputer] Certificate Request Agent
#change Enroliment Agent [Dffline request] Certificate Hequest Agent
wchange Signature Only Secure Email
Exchange User Secure Email
[ 1P e 1P st IKF intermediate Ll

Ok I Cancel |

| I I
@start| | (@ @ | &)Mirosoft Cortficate Ser... |[[E certification Authority | | W 1156 o
eilee il A saall salgll) sl
D538 Gae gl Sle (e
‘)J‘M‘ Cai Y| C.:\ﬂ‘

Sl and (o yie Busbar



http://localhost/certsrv
osall a5
Request a certificate LU

/3 Microsoft Certificate Services - Microsoft Internet Explorer

=18
File Edit Yiew Faworites Tools Help | :{r
Qexk - - ¥ 2 @ | - Search - Favorites @ Media 44 | Gy & B
Address I@ httpef flocathostfcertsey] ﬂ Go | Links
- |
Microsoft Cenific - CA

Welcome

lUse this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
cerificate, you can werify your identity to people you communicate with owver the YWeb, sign and encrypt
messages, and, depending upon the type of cerificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
cerificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Certificate Services Documentation.

Select atask:

Request a certificate

Wiew the status of a pending certificate request
Download a CA certificate, certificate chain, or CEL

& il C,; Local intranet
I'E,*Si:artl J @ a J lﬁn Consolel - [Console Roa.. . | @ Certification Suthority ”@ Microsoft Certificate ... J | g 11:23 =
Advanced certificate J5s)

/3 Microsoft Certificate Services - Microsoft Internet Explorer =] ]
File Edit Yiew Faworites Tools Help | :{r

Qexk - - ¥ 2 @ | ) search - Faworites @ Media £ | Gy & B

Address I@ http:f flocalhostfcertsryfcertrqus, asp ﬂ Go | Links
Microsoft Certific 3

Request a Certificate

Select the certificate type:

User Certificate
Qr, submit an advanced certificate reguest.
|@ Done

l_ l_ l_ C,; Local intranet
I'E,*Si:artl J @ a J lﬁn Consolel - [Console Roa.. . | @ Certification Suthority ”@ Microsoft Certificate ... J | g 11:24 =

Sl and (o yie Busbar



create and submit a request to this CA sl

/ Microsoft Certificate Services - Microsoft Internet Explorer

=18
File Edit Yiew Faworites Tools Help | .?
Qexk - - ¥ 2 @ | - Search - Favorites @ Media 44 | Gy & B
Address I%J http:f flocalhostfcertsryfcertrgad. asp j = il | Links

Microsoft Certificate 5

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a reguest to this CA.

Submit a certificate request Hausing a base-64-encaded CMC or PKCS #10 file, or submit & renewal
request by using a base-64-encoded PKCS #7 file.

Request a certificate for a smart card on behalf of another user by using the smart card ceificate
enroliment station.

Mote: ¥ou must have an enrollment agent cerificate to submit a request on behalf of another user.

7|
|@ ’_ ’_ ’_ \:J Local inkranet
EE,’Startl J @ é ‘ ﬁn Consolel - [Console Roa.. . | @ Certification Suthority ”@ Microsoft Certificate ... J | ’m
Leilae il &S\ 3224l Temp]ate A ouaal salgdl) (\u\ O

3 Al s LCS I Jidl Cale (e a5 oy pundd B Ul ol 5 el 5 ool anI A4 3
43 QUYL | g sians (paciinsal U1 FQDN ) ) A8 3 iS5 431 el

JI13a 5 aialdl clahael b aadied 4 Jua 53 FQDN J) s s 33 43l el ) i
Db 35Sy Caga (il ) gl (8 alad (e il A5 (pnagall (B 5 gae SI s 4831e Al Ll FQDN
4w 3B il e <l L FQDN Ul i

lcs.lcsdomain.com <€) au¥) A& 4

Facald A 3L G

Mark private key as exportable < yia) ¢lil dyall () gale 5<U)
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5 Microsoft Certificate Services - Microsoft Internet Explorer

File Edit Yiew Favorites Tools  Help

Qback - o3~ =] & @ | - Sgarch - Favorites @ Media 4% | i B

= B Lk

Address I%:I http:f flocalhostfcertsryfcertrgma, asp

Country/Region: I

Key Options:

% Create new key set € Use existing key set
CSP: IMicrnsoﬂ RSA SChannel Cryptographic F'ru\riderj

Key Usage: & Exchange %
Key Size: |1024 y:‘;:;;ggj (common key sizes: 1024 2042 4006 2102 16384 )

& Auntomatic key container name  © User specified key container name

¥ tark keys as exportable
™ Export keys ta file

¥ =tore certificate in the local computer certificate store
Stares the certificate in the local camputer stare
instead of in the wser's centificate store. Does not
install the root CA's certificate. You must be an
administrator to generate oF vae a key in the local
machine store.

Additional Options:

Request Format: & CMC - C PKCS10

Hash Algarithrn: ISHA—1 'I

Only used to sign request.
|@ Done

a4 Startl J @ é ‘ I@ Microsoft Certificate ... @] Certification Authority |

|

|
FD T Mcdintane

| | 1139 .

Store certificate in local computer store LU
Computer store J (8 lezaas ang 13 5 ) sl (ol 5 5 sme oS lsa o aaind (g0 3algll) 43

User store J) Ui

Aad )l 3algdl) el (o)) 4 aalaind sl aua Friendly name J) 4la &

Sl and (o yie Busbar



LEYW s prdl gl
‘A Microsoft Certificate Services - Microsoft Internet Explarer ;lilﬂ
File Edit ‘Yiew Favorites Tools Help | #
Qback - o3~ =] & @ | ) Search ' Favorites oY Media 421 | i B
Address I% http:f flocalhostfcertsryfcertrgma, asp j Go | Links
I Export keys to file

¥ Store certificate in the local computer certificate stare
Stores the certificate in the local computer store
instead of In the user's certificate store. Does not
install the root GA's certificate. You must be an

administrator to generate oF Bae a key in the local
machine stare.

Additional Options: %
SOOI ... <t vition 5
Hash Algorithr: [SAT] | (L Husted Web skes torequest acenriateforvous . e
Only use Do you want to request a certificate now?
[ Save

Yes

—d

Attributes: W
i b

Friendly Mame: laccess proxy

Subrnit = |

1 Mdiocdintranee
E,{’Si:artl J @ @

J &1 Microsoft Certificate Ser. . ”é Potential Scripting ¥i... [ Certification Autharity |

File Edit Yiew Favarites

=
@ Genetating reguest. .,

|

| | 1139

Submit &)
/2 Microsoft Certificate Services - Microsoft Internet Explorer

1= x|
Tools  Help

Qback - o3~ =] & @ | - Sgarch - Favorites @ Media 4% | i B
Address I% http:f flocalhostfcertsryfcertfnsh, asp

| B G |Links

Certificate Issued

The cerificate you reguested was issued to you.

Install this certificate

2
@ Done l_ l_ l_ .r; Local intranet
E,{’Si:artl J @ & JI@Microsoft Certificate ... @]Certification Authority J | g 11:40 Lo
Install this certificate Jbsal
Yes sl

Sl and (o yie Busbar
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a Microsoft Certificate Services - Pﬂcrosnff;_]’.nleerne[: Exnlm‘al' ;lill[
File Edit ‘Yiew Favorites Tools Help | "l'g-

Qback - o3~ =] & @ | ) Search ' Favorites oY Media 421 | i B

Microsoft Cerificate

Certificate Issued P

The cerificate you reguested was issued to you.

B Potential Scripting Yiolation x|
Install this

This \Web site is adding one or more certificates ta this computer, Allowing an untrusted
! ‘Weh site to update vour certificates is a security risk, The Web site could install
: certificates vou do not trust, which could allow programs that you do not trust to run on
this computer and gain access ko vour data.

Do wou want this program to add the certificates now? Click Yes if vou trust this Web
site. Otherwise, click Mo,

&l I_I_I_F'@W_I
ﬂf,*s_'tartl J @ 8 J & Micrasaft Certificate Ser, . ||g Potential Scripting ¥i... [ Certification Authority | J | ’m
Balelll jlaaiuly 58 ol (Say basha LCS server J) e S i a5 S aalgll) junaiy o gfia 8 6l
S5 el 4l Bl ) giill apanal e Cunay 8 8] 548 LS 5 s Jshale 8 LCS J) e
Oy 68 e galy Jaally 2 y08sa

D538 Gae gl e (e

Run=>mmc=>ctrl+m=>alt+d

Certificate

Computer account Jual s

Sl and (o yie Busbar



Standalone. I Extensionsl

Uze this page to add or remove: a standalone Shap-in fram the ransale

T e ficates snaevin__ x|

Thiz snap-in will alwayz manage certificates for:

My user account
5

-~
£ Service account
&

r— Description

Add... | |
< Back I Mext » I Cancel |

E,{’Si:artl J @ @ JI% Consolel J | |§ 11:40 4o
DR 5 aadlls Lale Jaral [es.lcsdomain.com el sales & 43) &Mia Personal J) )l sé o

U sall a8l Export
"fii Consolel - [Console Root Certificates {Local Computer)'PersonalCertificates] == |1[
Bﬁ] File  Action  Wiew Favorites  ‘Window  Help | 18|
e |G s B X2
D Caonsole Root Issued Ta / Issued B Expiration Date Intended Purposes.
E@ Certificates (Local Compu it ;
- Persanal Eap.lesdamain.cam cal 15§12{2007 Server Authentication

""" 43 Certificates Elcat cal 15/12(2010 <Alls

16 Trusted Root Certific ey | o domain, com cal 15{12/2006 Client Authentication. ..
1-[L1] Enterprise Trust

&

£

[0 Intermediate Certific:
-2 Trusted Publishers
#-(Z1 Untrusted Certificate
&[] Third-Party Root Cerl
B[] Trusted People
F-(Z1 Certificate Enrolment
&

-] SPC

« | 24l | I 2
J| Wi

Private key J &beal 35 5 sulls puia g 8le) j pa

|
E{Si:artl J @ 8 JI% Consolel - [Console R...

Sl and (o yie Busbar



Certificate Export Wizard

15/12}2007
15122010
15/12/2006

rtificate Export Wizard

15/12(2007
15/12{2010
15412/ 2006

Server Authentication
<All=
Client Authentication. ..

Server Authentication
<All=
Client authentication.,.

GISE) and syl Busbar




s Console pnsole Boo ertificats peal Comouter PersonaliCertil .51 : _Iﬁllll
=] Certificate Export Wizard X[ |
& =181x
_<} Password
— To maintain security, you must protect the private key by using a password,
C | Expitation Date | Intended Purposes |
E 154122007 Server Authentication
e R T e e 15f12{2007 Server Authentication
1571212010 <Al
Passward: 15012/2006 Client Authentication. ..
I******
Confirm password:
I******[
< Back I Mext = I Cancel
K 24 | i

| |
E}’Startl J @ & JI% Consolel - [Console R...

|
| | a1 .

JSILCS J e z 5o
Run=>mmc=>ctrl+m=>alt+d

sl
Certificate

Computer account L3
Import JUa) 5 Personal s e i
oS il Alant L€ il 2 3 5 sudldl) S Ble ) e e o shadll i 5

Sl and (o yie Busbar



mport Wizard

Password

To mairtain security, the private key was protected with & passwiord,
8

W

Type the password for the private key,

Password:

I

[T Enable strong private key pratection: Youwil be prompted eversy tine the
private ke s used by an application i wou enatle this option,

I Mark this kev as exportable. This will allovs you te back up or transport your
kevys at alater time,

< Back I Mexk = I Cancel

Qf’s'tart| @& | ) CHSTANDARD_WITH 5P .| .2 Widclcert || console1 - [console k... | | AT e

"fi Console1 - [Console Root'Certificates {Local l:ompul:er)"-.,Personal"-.,l.’l:.rf:iﬁ"

% File Action View Favorites  Window  Help

e~ Bm e B2

[_1 Consale Root I Issued To / | Issued B

E@ Certificates (Local Computer) Elcat cal
E|[:| Personal Elcs.lcsdomain. com Al

-1 Trusted Root Certification Autharitie %
-] Enkerprise Trust

-] Intermediate Certification Authaoritie
-] Trusked Publishers

-] Untrusked Certificates

-1 Third-Party Root Certification &uthc
-] Trusted People

- (10 SPC

4]

|Personal store contains 2 certificates.

d_’f’s'tartl J 2 8 J bc:'l,STnNDF\RD_WITH_SP...l 7 Yidciert ||‘% Consolel - [Console R... J | LSS EET
523 prall Jia LeadBlia salell) e S Juy Gilazia o
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rab Leam

*-'-\.'a-.-_.).._. __-_'.._-\.‘:‘.” JJﬁ.E

| Issued B

Certificate Information Al

cal

This certificate is intended for the following purpose(s):
+ Ensures the identity of a remote computer

Issued to:  |cs.|csdomain.com

Issued by: CAl

valid from 15{12/2005 to 15(12/2007

@ ¥aou have a private key that corresponds ta this certificate.

Issuer Statement |

ﬁ’Si:artl J @ é

[]i= CHSTANDARD_WITH_5P... | 2 Yidcicert ||'% Consolel - [Console R... | | W 147 a

\JAHLI:GJ: ,,,,, O (e W laial 2 Baledl) Copmy I8 5 gae oK1 43 Lalina o2 g
access.lcsdomain.com axb Access proxy J! sales jlaaiuly & ghdll (pués Jacl
=S50 oSV e LS 55 (S bl I b laaial

@2 By sall (5 Ledlia Ll Laria )

ISl and (o yia Busbar



B

.ﬁSi:artl J @ é

Consolel - [Console Rool

Details | Certification Path |

rab

"':\.'.r.'h).-_. il

@x‘ Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to:

Issued by: CAl

arcess.|csdomain.com

valid from 15/12/2005 to 15{12j2007

@ ‘fou have a private key that corresponds to this certificate.

Issuet Statement |

J Cormputer Management

”% Consolel

File  Action Miew Favaorites

Window

| | W 1150,

O (e an Balel) i JalE e a3Y g1 jes Adle Lle
5 (el Al Certificate authority JI salgd 43) 83 Personal folder J! e a8l 5 il
Trusted root (52 el led deel 5 ¢ (268 JU) 5 (paalls Lo Jarizal 3353 50 CAT Lgand )

ates {Local Computer}

Help

-

certificate

~oix]

JRETE

¢ M|y eXTBE| @

W

4|

[:I Console Rook
E@ Certificates (Local Computer)

E|[:| Personal
[ Certificates
- [:I Trusted Root Certification Authoritie

[:l Enterprise Trus!

[0 Intermediate Certification Authoritie
[_ Trusted Publishers

[_ Untrusted Certificates

[0 Third-Parky Rook Certification Authc
(20 Trusted People

5P

| #H

I Issued To 7

| Issued B

£

EUTN-USERFirst-Metwork Applications
EUTN-USERFirst-Object

Edverisign Individual Software Publis...
Edverisign Individual Software Publis...,
'v'eriSign Trusk Metwork,

VeriSign Trusk Metwork

Everisign Trust Network

Edverisign Trust Metwork

'v'eriSign Trusk Metwaork,

VeriSign Trusk Metwork

Edverisign Trust Network

Everisign Trust Metwork

Educert E7 by DST

Edcar

11

VeriSign Commercial Software Publ...
VeriSign Commercial Software Publ...

UTH-USERFirst-Metwark Ar
UTM-USERFirst-Object
erisign Cormercial Softw:
Werisign Commercial Softwe
WeriSign Individual Softwar
VeriSign Individual Softwarn
WeriSign Trust Mektwork
Werisign Trust Metwork,
WeriSign Trust Metwork
VeriSign Trust Network
WeriSign Trust Metwork
Werisign Trust Metwork
WeriSign Trust Metwork
VeriSign Trust Network
¥eerk EZ by DST

Al

|Trusted Rioot Certification Authorities store contains 104 certificates.

ﬁsi:artl J @ a

J @,c:xsTnNDnRD_WITH_SP..] o Videtcert

”r%] Consolel - [Console B...

GG avd o yie Busbar
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C\.'a-.j).._. __-_'.._:.‘:‘.” L
lax aga (200 5 JAll (55 LeDlia access.lesdomain.com J) saled e biS Jo 574

whwwmaawwwwawwmaaww

Certificate

etails | Certification Path I

Certificate Information

This certificate is intended for the fol%uing purpose{s):
+ Ensures the identity of a remote compuker

Issued to:  access.losdomain.com

Issued by: CAl

valid from 15/12/2005 to 15{12j2007

@ ‘fou have a private key that corresponds to this certificate.

Issuet Statement |
ﬂsiartl J ER- ] J (=) Computer Management ||“ﬁntonsdle1' J | o 50 .

:LCS b sxin AP J 5 LCS J) alae Y &y o

Live communication server Jb dals synoa 458  8a administrative tools e <y o
Ll

@2 95‘) aLE Gllallal

GISE) and syl Busbar



.'.'31 Microsoft Dffice Live Communications Server 2005

=44, Forest - lsdomain.com
[:I Dromains

G Prowy Servers

L1 Unassigned users
[:I Live Communications Server 2003

Live Communications
Server 2003

|D0ne |

|
@istart| | @ @ || & Microsoft office Live ... | | W
5485 yrall i Y] S 5 e Gl gyl lia Calias) il 5 ) g Slisa gall g G gall elaie il
5 S5l bt A LCS 4dle lani Gile (e 5485l g b vie il ) (S5l aladind oy
(LCS JV e <l il Forward Jesy (oS 54l
$2 ) 4Ll dlallai Properties o (padls v 5 o sill o iyl
& Microsoft Office Live Communications Server 2005 I ol x|
B wp |

Iﬂ Microsoft Office Live Communicatiorg Sov e =0ne I —

3-4% Forest - lcsdomain. com Live Communications Server Global Properties 1[

-] Domains = —
H % Frose oaiias Genﬁ | Searchl User I Fedefatlonl Access F'roxyl Alchlwngl

L1 Unassigned users a
-2 Live Communications Server b, Live Communications Server Global Settings

Specify the SIP domaing supported by Live Communications servers in your
organization.

Add.. Bemove

oK I Cancel Lpply Help |

| |
ﬁSEartl J @ a “ﬂ Microsoft Office Live ... J | g&) 06:30 o

GG avd o yie Busbar



rab Aeam
*-;.'..-n_,... ":‘." ,_"l_.'i'i
O:\AJJOAJE\QMJJQ\‘;&A}Q <l o8 s LCS J ae d;ﬁuud\&'a\ﬂ\ w;ﬂ\«ﬂ!‘,ﬁ(}eneral‘g
Ll 5 Leia Jlai¥1 Aalil 3 55 il (s A e pall Caaial Ui (g0 (Sae
oSV e LCS JV Jsis (o Al (8 5 dusald Le@lia Access proxy J el Qi) e ca g 4
Jei¥ ! 13 zeand 5 LCS Jl Jemomn I oS5
Access.lcsdomain.com s 5 ¥ AP Jl g% FQDN Jl |

_-.-31 Microsoft Office Live Communications Server 2005 ;lglll

File Help |
Iﬂ Microsoft Office Live Communicatiors S=x - =0ne Lo
[:l Domains
[:l Proxy Servers
+-{7] Unassigned users
[:I Live Communications Server

Generall Searchl User I Federation  Access Prowy |Alchiving|

r~ Trusted Access Proxies

Specify the Access Proxies allowed to communicate with your internal
Live Communications servers.

Access Proxies:

Metwork address

Add... FBemoye

oK I Cancel Lippli Help |

| |
ﬂsi:artl J e ] “ﬂ Microsoft Office Live ... J | W 06300

Sl and (o yie Busbar



-j“ Microsoft Office Live Communications Server 2005

rab Lean

*-'-\.'a-.-_.).._. __-_'.._-\.‘:‘.” e el

Eile  Help

Iﬂ Micrasaft Office Live Communicatior=Sxm-2nne L

B2 Forest - lesdomain, com Live Communications Server Global Properties

-] Domains = —
: % Proxy Servers Generall Searchl Uszer I Federation Access Proxy |mch|\r|ng|

L1 Unassigned users
[7_’| Live Communications Server

i Trusted Access Prosies

Specify the Access Prodies allowed to compaunicate with your internal
Live Communications servers.

Access Prodies:

Network address
accesslosdomain, com

Bemove

0K Cancel Apply Help

|
ﬁ’Si:artl J @ é J ﬁl\"licrosoft'office Live Cou., |

|
| | W ez

domains=>»live communication=>lcs=>Ics.lcsdomain.com J) <aaié gl
properties <l 5 lgle il 5

-.-31 Microsoft Office Live Communications Server 2005

(83 (5 ) Adld Slallas

File Help

Iﬂ Microsoft Office Live Communication Sexees 20010 d
3-4% Forest - lcsdomain. com Ics.lcsdomain.com Properties

EI[EI Damains

: General el 1qi
=5 lcsdomain.com | Secunt_-,ll Logg!ngl

i les |_| I Live Communications Server

[:I Users

EEJ Ics. lcsdomair 5 =
anplicat Server

(L7 Archiving Services
M- Procy Servers

-2 Unassigned users — Conhections
-] Live Communications Server Specify how this server handles inbound connections
Address | Pt | Transport
All 5060 TCcP
Add. | Ed. | Bemove |

Certificate:

o

oK I Cancel | Lpply I Help

ol | >

ﬁsi:artl J @ a

J Iﬂ Microsoft Office Live ...

ISl and (o yia Busbar
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rab Leam
Aol sumll gapall
2 &l 5060 s s 5 lede SLalVL LCS J psiis Al A6 gll sy 2 685 General il
Dl Ll 5l 5061 5 sadall
bl e bl Gl 5060 @5 e Glai¥l o 8y Al 8V Glalac YL a
Remove alaiuly sa & sl Jod

2 Microsoft Office Live Communications Server 2005 _..Jgjﬂ
Eile  Help |
|ﬂ Microsaft Office Live CommunicationmSax s oo 10 !
-2 Forest - lcsdomain.com Ics.lcsdomain.com Properties x|
EI[7_’I Drarnains . .
: General | Seci
e lcsdomain.com | Secunt_l,ll Logggngl
[E1-[Z3) Live Commurnication:
o s : e
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Configure Live Commun s Server Users Wizard

Configure User Settings
Specify uzer settings you want ta bulk configurs.

il e TR
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o
Advanced Connection Settings

Select which method should be used ta configure your connection to a
communications service:

() Automatic configuration wdvanced...

(%) Configure settings

Server name or [P address: | los.lesdomain.com

Connect uzing:

O 1Ice
®TLs

Cancel ] [ ]
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Sign-In Account

Enter the sign-in name for your Communicator account.

Sign-in name: !administlatol@lcsdomain.con‘i

Example: someone@microsoft. com

[. aK ] [ Cancel ]

Sl

Connect  Conkacts View Actions Help

@ administrator@lcsdomain.com
Crling

E Enter name or number
tacks

All Contacts (0/0) &

To add a contact, search by using the Find boz,
Then right-click the person and click Copy Contack

T %

L
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&, Cal = =] Details Actions T

fsCo 1
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Add a Contact

How do you want to add a contact?

O ey e-mail address or sign-in name

Click. a contact o views more information,

=1 Details Ackions +
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Add a Contact

k Success! userl@lcsdomain.com was added to
your list.

If you wish, you can add user i@lcsdomain.com to a
group now,

Add new contact to this group:

| FEER—— v |

To add another contact, click MNext, Otherwise, click
Finish.

[ Hest » ] [ Finizh ][ Cancel

Click. a contact o views more information,

B, Cal ~ =] Details Actions ~
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enable routing Yl routing and remote access e 5 administrative tools ez
custom configuration J%3) and remote service

_{‘. Routing and Remote Access |
S Fouting and Remote Access Server Setup Wizard .

& o | [ Configuration £
——— You can enable any of the following combinations of services. or pou can &J
.ﬂ Routing customize this server.

%

" Bemoate access [diakup or YPN]

Allow remote clients to connect ta this server through either a dial-up connection or a
secure Virtual Private Netwark [WPM] Internet connechion.

= Metwork, address tranzlation [MAT]
Allow internal clients to connect to the Intermet using one public IP address.

 Wittual Private Metwork [WPN) access and NAT
Allow remote clients to connect to thiz server thriough the Intemet and local clients to
cohnect to the Internet using a single public IP address.

£ Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

Select any combination of theﬁatures-aveilable i Routing and Remate Access.

For more information about these options, see Bouting and Remate &ccess Help.

< Back I Mest » I Cancel |
| |

E"Startl J @ é ‘ ITE Routing and Remote ... J | gﬁ 07:02 o

LAN routing _usl
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::‘. Routing and Remote Access B
S Fouting and Remote Access Server Setup Wizard

& o= ||
|E, Raouting

Custom Configuration
Wwhen thiz wizard cloges, you can configure the selected services in the Fouting
and Remote Access console.

==

Select the services that you want to ehable on this server,
[~ VPN access

[~ Dialup access
[T Demand-dial connections | uzed for branch office rauting |
[~ MAT and basic firewsll

v ‘LAN routinﬁ

< Back I Mest » I
| |

Cancel |

.&{Si:artl J B 8

J ITE Routing and Remote ...

| | W ooz,

new U static routes 4aild 3

é Routing and Remote Access
Eile
o | OE|XED @
E Routing and Remate Access ROUTER {local)
Server Status
=l [fa) ROUTER. (lacal)
B Metwork Interfaces

£l IP Routing
% G%ral

Bl Skatic Ruoutes

Action  ¥iew  Help

Routing and Remote Access Is
Configured on This Server
This server has already been configured using the Routing and

Rermote Access Server Setup Wizard, To make changes to the
current configuration, select an item in the console tree, and then

E AT /Basic Firewall
% Remote Access Policies
{:I Remote Access Logging

on the Action menu, click Properties.

For mare information about setting up a Routing and Remote
Access, deployment scenarios, and troubleshooting, see Routing
and Remote Access Help,

.&{Si:artl J B 8

J ITE Routing and Remote ...
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File Action ¥iew Help

= e :
5 | BE XHFHE £
——

Server Stakus
ROUTER {local) Interface: | ocal Area Connection
B Metwork Inte %
B 1P Routing Destination:
| B General
Skatic Ro
£ MNAT/Basi
-5 Remote Acce
.___] Remote Acce

ace
Area Connection

Metwork mazk:
Gateway:

Metric:

[T Use thiz route o initiate demand-dial e

Canicel I

detartl I (&3 & “3 Routing and Remote ... | | |§ ﬁ 0706 o

. tracert s ping |shol
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Pinging 68.1.1.2 with 32 bytes of data:
Reply from 68.1.1.2: hytes=32 time=28msz TTL=127
6@.1.1.2: hytes=32 time=1ims TTL=127
68.1.1.2: hytes=32 time=Bms TTL=127
Reply from 68.1.1.2: hytes=32 time=1ims TTL=127 k
Ping statistics for 68.1.1.2:
Packets: Sent = 4, Received = 4, Lost = @ (Bx loss),
Approximate round trip times in milli—seconds:
Minimum = 1ms, Maximum = 28Bms. Average = 9ms
C:sDocuments and Settingssadministrator>tracert 68.1.1.2
Tracing route to 68.1.1.2 over a maximum of 38 hops

i 1 ms {1 ms 1ms 78.1.1.1
2 14 ms 1 ms 1ms 68.1.1.2

Trace complete.

C:*Documents and Settings‘administrator>

start : i : for M
&gl A DNS Uisde 43Y access.lesdomain.com gl 3 ¢S )l caal g1 M @SSl e~
A sl

- [=]x]
»

@ & [ hosts - Notepad

File Edit Format Wiew Help 'GD
J+# copyright (c) 1993-1999 Microsoft corp. B
#
A+ This 15 a sample HOSTS file used by Microsoft TCP/IP for windows.

#

# This file contains the mappings of IP addresses to host names. Each

#+ entr%/ should be kept on an individual Tine. The IP address should

# be placed in the first column followed bg the corresponding host name

# The IP address and the host name should be separated by at Teast one

# space.

#

#+ Add"l‘t"lDr‘la-H%/, camments (such as these) may be dnserted on individual

# Tines or following the machine name denoted by a '#' symbaol.

Fy

# For example:
4+

#* 102.54.94.57 rhino. acme. com # source server

# 38.25.63.10 X.acme, com # x client host

127.0.0.1 Tacalhost

access. Tcsdomain. cam

OsSem Sl ol 4l e L il U055l (55 iS50 s S 1 (g8 il iy i e
access.lcsdomain.com
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ned out
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Microsoft Office Communicator

There was a problem verifving the certificate from the server, Please contact your
system adminiskrator,
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Account: userl (Blcsdomain.com

Uzer name: ||

Examples: domainsuzemame
someoneEinosoft.com

Passzword: |

Account: ugerl @lcsdomain. com

User name: |user1 @lcsdomain. com

Examples: domainhusemame
someone@microgoft. com

Pazsward: escsnsssl

J

[ Cancel ]
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Communicator

adminigtrator@lzzdomnain. com [administrator@lcsdomain. com) has added vou o his/her
contact list.
Do you want to:

(%) Allow this person to zee when vou are online and contact vou

) Block: thiz perzon from seeing when you are online and from contacting you
Remember, you zan make yoursell appear offline temporarily to everyone at any time.
Add this perzon to my contact list.

[ ak J[ Cancel J

All Contacts (0/0) &

To add a contact, search by using the Find box,
Then vight-click the person and click Copy Contact
To.

Click. a contact o views more information,

=] Details

Ackions ¥

municakor
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S '
= *® administratoraicsdomain.com - Conv... @
File Edit #ctions Tools Help

& T T@ Y

W:_ Participants {2)
Fin
@ userl
‘ Col @ adrninistrakan@lcsdarnain. canm J

im\'; Al Instant Message R
9 | @

ugerl [722 P
hi there

A, Font Lr ) Save ds v

Session being established,
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